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Elliptic Curves over Fp

F13

12 ≡ 1 22 ≡ 4 33 ≡ 9 43 ≡ 3 52 ≡ 12 62 ≡ 10

72 ≡ 10 82 ≡ 12 92 ≡ 3 102 ≡ 9 112 ≡ 4 122 ≡ 1

E : y2 = x3 + 3x + 8 over F13

E (F13) = {O, (1, 5), (1, 8), (2, 3), (2, 10), (9, 6), (9, 7), (12, 2), (12, 11)}.
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Elliptic Curves over Fp

The line y = 5x over F13
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Elliptic Curves over Fp

y2 = x3 + 3x + 8 and y = 5x
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The Group Law by Formula

Proposition

Let E : y2 = x3 + Ax + B be an elliptic curve over Q, and let P = (x1, y1)
and Q = (x2, y2) be points on E (Q). Then:

1 If y1 ≡ −y2 mod p then P ⊕ Q = O.

2 If P1 = P2, then define λ =
3x21+A
2y1

. Set

x3 = λ2 − x1 − x2 y3 = λ(x1 − x3)− y1.

Then P ⊕ Q = (x3, y3).

3 If P1 6= P2, then define λ = y2−y1
x2−x1

. Then as before, set

x3 = λ2 − x1 − x2 y3 = λ(x1 − x3)− y1.

Then P ⊕ Q = (x3, y3).
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Elliptic Curve Cryptography

Calculations

Definition

The elliptic curve discrete logarithm problem: find n ∈ such that Q = nP.
Write n = logP(Q) for the elliptic discrete logarithm of Q with respect to
P (on the curve E/p) .

Double and Add

Want to compute nP for P ∈ E (p). Let k = log2(n). Then:

1 Compute 2kP for 2k ≤ a. That is, compute g , g2, g4, g8, . . . , g2k .

2 Now express n in binary. That is, write
n = c0 + c1 · 2 + c2 · 22 + · · ·+ ck2k , where ci ∈ {0, 1}.

3 Now we can compute

nP = (c0 + c1 · 2 + c2 · 22 + · · ·+ ck2k)P = c0P ⊕ c12P ⊕ c24P ⊕ · · · ⊕ ck2kP
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Elliptic Curve Cryptography

Elliptic Curve Diffie-Hellman

Alice and Bob wish to exchange a key. They follow the following steps:

1 A public party chooses a large prime p, and an elliptic curve E over p,
and a point P ∈ E (p).

2 Alice chooses a secret integer nA, and Bob chooses a secret integer
nB . Neither party reveals this integer to anyone.

3 Alice computes QA = nAP and Bob computes QB = nBP. They
(publicly) exchange these values with each other.

4 Now Alice computes nAQB and Bob computes nBQA.
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Elliptic Curve Cryptography

Elliptic Curve ElGamal

Alice generates a key:

1 Choose a large prime number p, an elliptic curve E over p, and a
point P ∈ E (p) of large order.

2 Alice chooses a private key nA.

3 Alice computes and publishes a public key QA = nAP ∈ E (p).

Bob sends a message M ∈ E (p):

1 Bob generates a random ephemeral key k .

2 Bob computes C1 = kP ∈ E (p),C2 = M + kQA ∈ E (p). Bob
transmits the pair of points (C1,C2) to Alice.

Alice decrypts the message using her private key nA:

1 Alice computes C2 − nAC1 ∈ E (p).
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Elliptic Curve Cryptography

Key lengths for equivalent security

Symmetric Key Size RSA Key Size ECC Key Size
80 1024 160

112 2048 224
128 3072 256
192 7680 384
256 15360 521
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