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Algorithm 3.11 (Elliptic Curve Diffie-Hellman). Alice and Bob wish to exchange a key.

They follow the following steps:

f——
1.):—\ public par’glchomos a large prime p, and an elliptic curve E over F,, and a point
P € E(F,).

2. Alice chooses a secret integer n4, and Bob chooses a secret integer ng. Neither party

reveals this integer to anyone.

3. Alice computes Q4 = na P and Bob computes (g = ngP. They (publicly) exchange

these values with each other.
4. Now Alice computes n4()z and Bob computes ng(@ 4.

5. naQp =nangP =ngn,P = ngQ),. so they now have a shared key.
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Algorithm 3.12 (Elliptic Curve ElGamal). First Alice generates a private key and a public

key.

1. Choose a large prime number p, an elliptic curve E over F,, and a point P € E(F,) of

large order. This is generally done by : )_lzu‘ge trusted party. J

2. Alice chooses a private key n,.
3. Alice computes and publishes a public key Q4 =n, P € E(F,).

Now suppose Bob wishes to send Alice a a message encoded as a point M € E(F,).

1. Bob generates a random ephemeral key k.

2. Bob computes Cy, = kP € E(F,).Cy = M + kQ4 € E(F,). Bob transmits the pair of
points (., Cy) to Alice.

Co~np GG=Mbpdy — np kP

=M+ bea = ngkP =M
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