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1 Classical Cryptography

1.1 Introduction to Cryptography

1.1.1 Language

Cryptology is the study of sending (hopefully) secure messages over non-secure channels. We

sometimes use the term cryptography for the study of designing such systems; cryptanalysis

is the study of breaking the security of such systems.

There are three basic types of cryptography.

Steganography Stegaography is the concealing of your message so that evesdroppers can’t

tell you’re sending a message. When this works it is incredibly effective; if no one knows

you’re sending a message at all, then no one is even trying to read it.

On the other hand, steganography doesn’t work very well at all if people know what

you’re doing. Once they know where to look, your steganography has failed, so it is very

fragile.

Famously, the ancient Greek tyrant Histiaeus wanted to send secret message plotting a

revolt against the Persians to his nephew Aristagoras. He shaved the head of one of his

slaves, tattooed a message on his head, then waited for the hair to grow back. Aristagoras

was instructed to shave the slave’s head and read the message.

This worked very effectively, but would not have succeeded at all if slave-head-tattooing

had been a common method of sending secret messages. It also didn’t have very good

performance: it took months to send a short message.

Modern security practice rarely involves the tattooing of slaves, but we do have more

sophisticated steganographic techniques. A common one involves hiding a message in an

image file by adjusting the least significant digit of the color intensity of each pixel. This will

change the image imperceptibly but allows the encoding of about one character for every

three pixels of image. (If you’ve read the Orson Scott Card novel Shadow of the Hegemon,

this sort of technique is an important plot point there).

More prominently, a Russian hacking group called “Turla” recently used the comments

in Britney Spears’s instagram account to secretly send instructions and updates to infected

computers. Messages like #2hot make loved to her, uupss #Hot #X were secretly en-

coded addresses for new control servers for the malware.

We won’t spend a lot of time in this course discussing steganography, because the actaul

steganographic part of the message tends to involve abstractly clever hiding places more
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than the use of interesting mathematics.

Codes Codes are prearranged set of signals and representations for specific meanings.

Codes make substitutions at the level of words or phrases; the stereotypical spy-talk “The

eagle flies at midnight” is a code phrase because it sends a specific and complex prearranged

thought.

A code is effectively a parallel language, and in fact uncommon and poorly-known lan-

guages have been used as codes. In World War II, the US Army often used Native Americans

speaking to each other in their native languages (“code talkers”) to transmit information

that their opponents could not decipher through any sort of mathematical analysis.

We will again mostly not discuss codes, because they primarily aren’t mathematically

interesting; they are abstract enough that in effect, you either know the correspondences or

you don’t. (The primary disadvantage of codes is that you have to communicate and protect

very extensive codebooks for them to be practicable). However, we may discuss the idea of

encoding and coding theory, which are related but distinct.

Ciphers Ciphers are the primary subject of this course.

In contrast to codes, which make substitutions at the level of meanings and words and

phrases, ciphers replace individual characters (or bits) of data.

Ciphers are very flexible and can encrypt arbitrary messages, since they replace character-

by-character.

https://xkcd.com/1323

The basic setup we wish to study features two parties (usu-

ally named Alice and Bob) who wish to communicate with

each other, but wish to prevent a third party “evesdropper”

or “assailant” (usually named Eve) from understanding their

messages.

The message Alice wishes to send to Bob is called the plain-

text. She will use some prearranged encryption method to con-

vert it into a ciphertext, which she sends to Bob. Bob uses his

knowledge of the encryption method to convert the ciphertext

back into the plaintext; even if Eve acquires the ciphertext, she

shouldn’t be able to perform the same conversion to acquire (or, in more malicious scenarios,

replace) the plaintext.
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1.1.2 Caesar Ciphers

One of the earliest known ciphers is what’s known as the Caesar cipher or Shift cipher.

(Julius Caesar was hardly the first to use them; there are examples dating back to at least

Sparta, and of variants used by the Hebrews before 500 BCE).

The Caesar cipher works by picking a number n between 1 and 25, called the shift, and

replacing each letter with the letter n places to the left. (Note: some sources shift to the right

instead; the direction doesn’t really matter as long as you’re consistent). The traditional

story has Caesar using a shift of three to the left:

Plaintext A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Ciphertext X Y Z A B C D E F G H I J K L M N O P Q R S T U V W

If he had anything confidential to say, he wrote it in cipher, that is, by so changing

the order of the letters of the alphabet, that not a word could be made out. If

anyone wishes to decipher these, and get at their meaning, he must substitute

the fourth letter of the alphabet, namely D, for A, and so with the others.

— Suetonius, Life of Julius Caesar 56

Example 1.1. Suppose we have the ciphertext “QEFP JBPPXDB EXP YBBK BKZFME-

BOBA YV X ZXBPXO ZFMEBO TFQE X PEFCQ LC QEOBB”, and we know it has been

enciphered by a Caesar cipher with a shift of three. We can decipher it by shifting each

letter forward by three places. we get “THIS MESSAGE HAS BEEN ENCIPHERED BY

A CAESAR CIPHER WITH A SHIFT OF THREE.”

Remark 1.2. The most commonly used Caesar cipher today is ROT13, for “rotation 13”,

which is a shift by thirteen. Notice that in this case the algorithms for encryption and

decryption are actually identical.

ROT13 was in common use on the early internet for spoilers: it’s easy to decrypt so

it doesn’t prevent anyone who wants to read it from reading it, but it keeps you from

accidentally reading the message without intending to. Thus ROT13 is built into a number

of text editors and other computing tools.

People sometimes joke about the encryption algorithm double-ROT13, which is “obvi-

ously” twice as secure.

There are 26 possible shift ciphers. So if you know you’re dealing with a shift cipher it’s

actually pretty easy to decode.
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Example 1.3. Suppose we have the message IWXH RXEWTG XH HWXUITS QN TATKTC,

and we know it has been encoded by some Caesar cipher. Since there are only twenty-six

possibilities we can just try each one. In fact, we can apply each shift to just the first word

and see which shifts make sense:
0 IWXH 7 PDEO 14 WKLV 21 DRSC

1 JXYI 8 QEFP 15 XLMW 22 ESTD

2 KYZJ 9 RFGQ 16 YMNX 23 FTUE

3 LZAK 10 SGHR 17 ZNOY 24 GUVF

4 MABL 11 THIS 18 AOPZ 25 HVWG

5 NBCM 12 UIJT 19 BPQA

6 OCDN 13 VJKU 20 CQRB
Looking down this table, we see the only shift that produces a recognizable word is a

shift of eleven, giving “THIS” as output. If we shift the entire message by eleven, we get the

message “THIS CIPHER IS SHIFTED BY ELEVEN”.

In order to make this process slightly harder, most enciphered text messages will be

sent without spaces between words. (This was also easier on early transmission technology).

Consider the following example:

Example 1.4. CWUHLYUXNBCMWUHSIO

We could try every shift on the entire message. In this case, the message is short enough

that that’s reasonable, but for longer messages we might not want to convert every letter

with every possible shift.

Instead, we can test the first few letters with each shift, and see which ones look like

they might contain or be part of words. Taking the first three letters “CWU” we get the

following table:

0 CWU 7 JDB 14 QKI 21 XRP

1 DXV 8 KEC 15 RLJ 22 YSQ

2 EYW 9 LFD 16 SMK 23 ZTR

3 FZX 10 MGE 17 TNL 24 AUS

4 GAY 11 NHF 18 UOM 25 BVT

5 HBZ 12 OIG 19 VPN

6 ICA 13 PJH 20 WQO
Based on just these letters, it’s hard to tell which options are good; 4 gives us “gay”

which is a word, and 6, 12, and 24 all give us collections of letters that at least look like they

could be English. But we can be pretty confident at throwing out strings like “FZX” and

“JDB” if we expect the message to be words.
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Using a few more letters gives us better data. If we used the first six instead of the first

three, we would get the table

0 CWUHLY 7 JDBOSF 14 QKIVZM 21 XRPCGT

1 DXVIMZ 8 KECPTG 15 RLJWAN 22 YSQDHU

2 EYWJNA 9 LFDQUH 16 SMKXBO 23 ZTREIV

3 FZXKOB 10 MGERVI 17 TNLYCP 24 AUSFJW

4 GAYLPC 11 NHFSWJ 18 UOMZDQ 25 BVTGKX

5 HBZMQD 12 OIGTXK 19 VPNAER

6 ICANRE 13 PJHUYL 20 WQOBFS
and the only terribly useful-looking shift is 6, which gives “I can re”as plausible English.

So using a shift of 6, we get “ICANREADTHISCANYOU”. After squinting, we see the

message: “I can read this. Can you?”

Modular arithmetic Recall from Math 2971 that we say two integers a, b are equivalent

modulo m, and write a ≡ b mod m, if m|b − a. This is an equivalence relation, and is

preserved by addition, subtraction, and multiplication.

The Caesar cipher is easy to describe in terms of modular arithmetic. We can identify

each letter with a number modulo 26. There are different conventions here, but we’ll follow

Hoffstein, Pipher, and Silverman:

Definition 1.5. There is a bijection between the letters of the alphabet and numbers modulo

26, sending A to 0, B to 1, and so on, up to sending Z to 25.

Letter A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Number 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Then we can see a Caesar cipher as choosing some fixed number n, and subtracting that

number from each letter in your message. For the rest of the class we’ll probably add the

number instead, because it’s easier to think about.

From this perspective, a key is just a number from 0 to 25 inclusive.

Example 1.6. If the message is “MEET ME AT MIDNIGHT”, we can render this as the

list of numbers 12 4 4 19 12 4 0 19 12 8 3 13 8 6 7 19.

If we want to encrypt this with a shift of plus 15, we get 1 19 19 8 1 19 15 8 1 23 18 7

23 21 22 8, which translates back to “BTTIBTPIBXSHXVWI” which is our ciphertext.

To decrypt, we simply subtract 15 from each letter and get back “MEETMEATMID-

NIGHT”.
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1.1.3 Monoalphabetic substitution

The shift ciphers above are limited by the fact that you have to keep the letters in order—

you only change which one comes first. But there’s no reason we can’t reorder them. A

monoalphabetic substitution cipher does away with that constrant, and simply pairs each

plaintext letter up with a distinct ciphertext letter.

Example 1.7. An example monoalphabetic substitution cipher would be

Plaintext A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Ciphertext G I L Q E Z W B H K X N S D F T J U M O V C P R A Y
To encipher a message, we find each letter of the plaintext in the first row, and replace

it with the corresponding letter in the second row. So the message “THIS IS A SIMPLE

SUBSTITUTION CIPHER” becomes “OBHM HM G MHSTNE MVIMOHOVOHFD LHT-

BEU”. We can decrypt the ciphertext by looking up each letter of the ciphertext in the

second row and finding the corresponding character in the first row. It can be helpful to

have a table sorted by the ciphertext characters instead of the plaintext characters:

Plaintext Y H V N E O A I B Q J C S L T W D X M P R U G K Z F

Ciphertext A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Thus a choice of monoalphabetic substitution cipher is equivalent to a choice of a permu-

tation of the alphabet (or to an element of the group S26). Therefore there are 26! ≈ 4×1026

possible monoalphabetic substitution ciphers, so unlike in the case of a Caesar cipher, you

can’t realistically try all the possibilities until you find one that works. We need to be a bit

cleverer.determine the substitution.

1.1.4 Frequency Analysis of Monoalphabetic Ciphers

Fortunately, language has a structure to it: not all strings of letters are equally common. (If

I tell you my message is either “brown” or “yoltk”, you can make a pretty good guess as to

which it is).

The first and simplest tool we have is the relative frequency of letters in English text.

This approach is usually credited to the Arab philosopher Abu Yusuf Ya’qub ibn Ishaq Al-

Kindi in the ninth century CE. The basic idea is that not all letters occur equally often; if

your ciphertext has one letter appearing ten times in fifty total letters, it’s probably not a

“q” or “z”.

There are also more sophisticated approaches we can take to frequency analysis, because

English does not have its letters distributed in a random order. (That is, our model of the

plaintext has more information than just the frequencies of individual letters). That is, if
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we see the same pair of letters appearing in the same order many times, we might guess that

this pair is “th” or “he” or “an”. If we see the same trio of letters appearing many times,

we might guess that it is “the” or “and”.

Below are tables showing the frequency with which each letter appears in English texts

(Figure 1.1), and the frequencies of the most common English bigrams (Figure 1.2), drawn

from Hoffstein, Pipher, and Silverman. (Note that different sources will have slightly different

numbers due to using different corpuses).

E 13.11% M 2.54% A 8.15% N 7.10%

T 10.47% U 2.46% B 1.44% O 8.00%

A 8.15% G 1.99% C 2.76% P 1.98%

O 8.00% Y 1.98% D 3.79% Q 0.12%

N 7.10% P 1.98% E 13.11% R 6.83%

R 6.83% W 1.54% F 2.92% S 6.10%

I 6.35% B 1.44% G 1.99% T 10.47%

S 6.10% V 0.92% H 5.26% U 2.46%

H 5.26% K 0.42% I 6.35% V 0.92%

D 3.79% X 0.17% J 0.13% W 1.54%

L 3.39% J 0.13% K 0.42% X 0.17%

F 2.92% Q 0.12% L 3.39% Y 1.98%

C 2.76% Z 0.08% M 2.54% Z 0.08%

Figure 1.1: English Letter Frequencies

th he an re er in on at nd st es en of te ed

168 132 92 91 88 86 71 68 62 53 52 51 49 46 46

Figure 1.2: Most common English bigrams (frequency per 1000 words)

Example 1.8. Let’s try to decrypt the ciphertext:

JNRZR BNIGI BJRGZ IZLQR OTDNJ GRIHT USDKR ZZWLG OIBTM NRGJN IJTZJ LZISJ NRSBL

QVRSI ORIQT QDEKJ JNRQW GLOFN IJTZX QLFQL WBIMJ ITQXT HHTBL KUHQL JZKMM LZRNT

OBIMI EURLW BLQZJ GKBJT QDIQS LWJNR OLGRI EZJGK ZRBGS MJLDG IMNZT OIHRK MOSOT

QHIJL QBRJN IJJNT ZFIZL WIZTO MURZM RBTRZ ZKBNN LFRVR GIZFL KUHIM MRIGJ LJNRB

GKHRT QJRUU RBJLW JNRZI TULGI EZLUK JRUST QZLUK EURFT JNLKJ JNRXR S
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Letter A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Frequency 0 15 0 5 5 6 15 8 27 30 13 25 12 19 10 0 16 33 9 20 12 2 7 3 0 24

Letter R J I L Z T N Q B G K U M O S H W F E D X V

Frequency 33 30 27 35 24 20 19 16 15 15 13 12 12 10 9 8 7 6 5 5 3 2

Bigram JN NR TQ LW RB RZ JL

Frequency 11 8 6 5 5 5 5

Figure 1.3: Frequency count for example 1.8

We begin by counting the frequency of each letter, and put our results in figure 1.3

The most common letter is “R” so we’ll guess that “R” is encrypting “e”. We notice

that the most common bigrams in the ciphertext are “JN” and “NR”, and the most common

bigrams in English are “th” and “he”; this leads us to guess that “JNR” is “the”. (This is also

reassuring since the second most common English letter is “t” and the second-most-common

letter in the ciphertext is “J”, to which we’ve just assigned the letter “t”).

theZe BhIGI BteGZ IZLQe OTDht GeIHT USDKe ZZWLG OIBTM heGth ItTZt LZISt heSBL

QVeSI OeIQT QDEKt theQW GLOFh ItTZX QLFQL WBIMt ITQXT HHTBL KUHQL tZKMM LZehT

OBIMI EUeLW BLQZt GKBtT QDIQS LWthe OLGeI EZtGK ZeBGS MtLDG IMhZT OIHeK MOSOT

QHItL QBeth ItthT ZFIZL WIZTO MUeZM eBTeZ ZKBhh LFeVe GIZFL KUHIM MeIGt LtheB

GKHeT QteUU eBtLW theZI TULGI EZLUK teUST QZLUK EUeFT thLKt theXe S

There are a few things we could do now. We can look at our other list of common

bigrams. We see that “JL” is common in the ciphertext, which means we need a common

English bigram whose first letter is “t”; “te” is the most common, but is ruled out since we

know that “e” is “R”. No others appear on our list.

We also have “RB” and “RZ” as common bigrams, and we know that “R” is “e”. Looking

at our list, it looks like these bigrams are probably “er” and “es”. It’s not entirely clear which

should be which; one would make the first word of our text “there” and the second would

give “these”, which are both perfectly reasonable. It’s not clear what to do here.

We can also just go ahead and guess that our next-most-common ciphertext letters “I”

and “L” are our next-most-common plaintext letters “a” and “o”. (This also makes “JL”

into “to”, which seems quite plausible!) That would give us

theZe BhaGa BteGZ aZoQe OTDht GeaHT USDKe ZZWoG OaBTM heGth atTZt oZaSt heSBo

QVeSa OeaQT QDEKt theQW GoOFh atTZX QoFQo WBaMt aTQXT HHTBo KUHQo tZKMM oZehT

OBaMa EUeoW BoQZt GKBtT QDaQS oWthe OoGea EZtGK ZeBGS MtoDG aMhZT OaHeK MOSOT

QHato QBeth atthT ZFaZo WaZTO MUeZM eBTeZ ZKBhh oFeVe GaZFo KUHaM MeaGt otheB
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GKHeT QteUU eBtoW theZa TUoGa EZoUK teUST QZoUK EUeFT thoKt theXe S

At this point we might want to go looking through the text for guessable words. We see

“at” several times, and might start noticing some patterns. What sticks out to me is the

string “eth atth”, which looks like it ends in “something-eth at th-”. Almost certainly, the

next letter should be a vowel; since we have “e,a,o” already spoken for, it should be “i” or

“u”. The ciphertext letter “T” is quite common; since “i” is a common English letter and

“u” is not, we’ll guess that “T” becomes “i”.

theZe BhaGa BteGZ aZoQe OiDht GeaHi USDKe ZZWoG OaBiM heGth atiZt oZaSt heSBo

QVeSa OeaQi QDEKt theQW GoOFh atiZX QoFQo WBaMt aiQXi HHiBo KUHQo tZKMM oZehi

OBaMa EUeoW BoQZt GKBti QDaQS oWthe OoGea EZtGK ZeBGS MtoDG aMhZi OaHeK MOSOi

QHato QBeth atthi ZFaZo WaZiO MUeZM eBieZ ZKBhh oFeVe GaZFo KUHaM MeaGt otheB

GKHei QteUU eBtoW theZa iUoGa EZoUK teUSi QZoUK EUeFi thoKt theXe S

Looking back at our list of bigrams, we see that “TQ” is common. An English bigram

whose first letter is “i” is probably “in”, so we might guess that “Z” is “n”; but this gives

some unlikely strings in our message like “thene BhaGa” or “that in tonaSt” or “-eth at

thinFano” or “toW thenaiUoGa”. While any one of these is possible, they don’t seem likely.

Unfortunately we don’t have any other common i-initial bigrams to look at.

So let’s go back to our idea that maybe “Z” is “s” or “r”. “r” is the more common

English letter, so we might try that first. “there BhaGa” seems plausible; but “that irtora”

is improbable, as is “-eth at thirFaro” or “toW theraiUoGa”.

So we try “s”, and we get “these BhaGa”; “that is to sa”, “-eth at this Faso” and “toW

thesaiUoGa”. The first three seem extremely likely, and the fouth possible, so we guess that

“Z” is “s”.

We can now look to sort out words, or just go back to our frequency charts. The next most

common bigram is “TQ” which is “iQ”, and the most common English bigram beginning

with “i” is “in. Also, the next most common letter is “Q”, and the next most common

English letter is “n”, so we might guess from both of these things that “Q” is “n”.

these BhaGa BteGs asone OiDht GeaHi USDKe ssWoG OaBiM heGth atist osaSt heSBo

nVeSa Oeani nDEKt thenW GoOFh atisX noFno WBaMt ainXi HHiBo KUHno tsKMM osehi

OBaMa EUeoW Bonst GKBti nDanS oWthe OoGea EstGK seBGS MtoDG aMhsi OaHeK MOSOi

nHato nBeth atthi sFaso WasiO MUesM eBies sKBhh oFeVe GasFo KUHaM MeaGt otheB

GKHei nteUU eBtoW thesa iUoGa EsoUK teUSi nsoUK EUeFi thoKt theXe S

The next most common letter after this is “B”. Our first thought is that we can take the

next most common English letter of “r”, but then we get “rhaGarte” which really doesn’t
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look likely. On the other hand, if we replace our “G” with “r” we get “BharaBters” which

suggests “B” for “c”.

these chara cters asone OiDht reaHi USDKe ssWor OaciM herth atist osaSt heSco

nVeSa Oeani nDEKt thenW roOFh atisX noFno WcaMt ainXi HHico KUHno tsKMM osehi

OcaMa EUeoW const rKcti nDanS oWthe Oorea EstrK secrS MtoDr aMhsi OaHeK MOSOi

nHato nceth atthi sFaso WasiO MUesM ecies sKchh oFeVe rasFo KUHaM Meart othec

rKHei nteUU ectoW thesa iUora EsoUK teUSi nsoUK EUeFi thoKt theXe S

At this point we really should be looking to recognize words in teh text. The phrase

“that is to saS theS” strongly suggests that “S” is “y”. We see the string “constrKct” which

tells us “K” has to be a vowel; the only one left is “u”, and “construct” is a reasonable word.

these chara cters asone OiDht reaHi UyDue ssWor OaciM herth atist osayt heyco

nVeya Oeani nDEut thenW roOFh atisX noFno WcaMt ainXi HHico uUHno tsuMM osehi

OcaMa EUeoW const ructi nDany oWthe Oorea Estru secry MtoDr aMhsi OaHeu MOyOi

nHato nceth atthi sFaso WasiO MUesM ecies suchh oFeVe rasFo uUHaM Meart othec

ruHei nteUU ectoW thesa iUora EsoUu teUyi nsoUu EUeFi thout theXe y

“sMecies” tells us that “M” is probably “p”. “Fithout” suggests that “F” is “w”, and

then “without the Xey” seriously limits what “X” can stand for; we guess “X” is “k”. “the

saiUor” is probably “the sailor”, so “U” is probably “l”.

these chara cters asone OiDht reaHi lyDue ssWor Oacip herth atist osayt heyco

nVeya Oeani nDEut thenW roOwh atisk nowno Wcapt ainki HHico ulHno tsupp osehi

Ocapa EleoW const ructi nDany oWthe Oorea Estru secry ptoDr aphsi OaHeu pOyOi

nHato nceth atthi swaso WasiO plesp ecies suchh oweVe raswo ulHap peart othec

ruHei ntell ectoW thesa ilora Esolu telyi nsolu Elewi thout theke y

“aEsolutely” implies that “E” is “b”. The most common leftover letter is “O”; we see it

in “these characters, as one OiDht reaHily...” and in “not suppose hiO capable” and “the

Oore abstruse cryptoDraph”. From these, we guess “O” is “m” (especially to fill out “him”)

and then guess that “D” is “g”, giving us “might” and “cryptograph”.

these chara cters asone might reaHi lygue ssWor macip herth atist osayt heyco

nVeya meani ngbut thenW romwh atisk nowno Wcapt ainki HHico ulHno tsupp osehi

mcapa bleoW const ructi ngany oWthe morea bstru secry ptogr aphsi maHeu pmymi

nHato nceth atthi swaso Wasim plesp ecies suchh oweVe raswo ulHap peart othec

ruHei ntell ectoW thesa ilora bsolu telyi nsolu blewi thout theke y

Finally, “reaHily guess” implies that “H” is “d”. We’re running out of letters now; we

look at the “V” and see it twice, in “that is to say they conVey a meaning” and “a simple
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species such howeVer as would”, and it looks like “V” is actually “v”! We just need to

translate the “W”, and “but then Wrom” tells us that “W” is “f”.

these chara cters asone might readi lygue ssfor macip herth atist osayt heyco

nveya meani ngbut thenf romwh atisk nowno fcapt ainki ddico uldno tsupp osehi

mcapa bleof const ructi ngany ofthe morea bstru secry ptogr aphsi madeu pmymi

ndato nceth atthi swaso fasim plesp ecies suchh oweve raswo uldap peart othec

rudei ntell ectof thesa ilora bsolu telyi nsolu blewi thout theke y

Going through and respacing, we get:

These characters, as any one might readily guess, form a cipher—that is to say, they

convey a meaning; but then from what is known of Kidd, I could not suppose him capable

of constructing any of the more abstruse cryptographs. I made up my mind, at once, that

this was of a simple species—such, however, as would appear to the crude intellect of the

sailor, absolutely insoluble without the key.

And the key to the cipher is

Ciphertext A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Plaintext - c - g b w r d a t u o p h m - n e y i l v f k - s

Plaintext a b c d e f g h i j k l m n o p q r s t u v w x y z

Ciphertext I E B H R W D N T - X U O Q L M - G Z J K V F - S -

Ciphertext R J I L Z T N Q B G K U M O S H W F E D X V

Plaintext e t a o s i h n c r u l p m y d f w b g k v
A few things to notice: by chance, “V” becomes “v”, and “F” and “W” are interchanged.

Nothing requires that sort of thing to happen, but nothing prohibits it either.

Also notice that there are some ciphertext and plaintext letters that we don’t have cor-

respondences for. The plaintext simply never used an “x” or a “z”, so we don’t know what

rule it would have used for them, had it needed one. But if we got a future message in the

same cipher, it would be quite easy to determine the meanings of the “A” and “C” in the

message.

Note that this process requires experimentation and can take a number of wrong turns;

I personally spent quite a while convinced that “L” was “i” in the preceeding cipher. If

something isn’t work, revisit one of your earlier guesses and try something different.

This sort of approach can fail in a few ways:

1. The message could be too short. If the message is ten letters long we can’t possibly do

any useful statistical analysis on it. (In fact a ten-letter message is generally impossible
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to decipher even in principle; an English message typically must be at least 27.6 letters

to be amenable to frequency analysis. We’ll discuss this general topic later, in 2).

2. The text could be atypical. The pangram “A quick brown fox jumped over the lazy

dog” is often used as a test sentence in many applications. But this message has four

“o”s and only two “e”s, so statistical approaches will be somewhat misleading.

The likelihood of this happening by accident, and the difficulty of it happening on

purpose, decrease as the messages get longer. But it’s completely possible that even a

long message is highly atypical in this way; Ernest Vincent Wright wrote a full novel,

called “Gadsby”, without using the letter “e”.

3. The text might not even be English. For instance, in Portuguese the most common

letter is “a”, not “e”, and the letter “t” barely cracks the top ten. If you do statistical

analysis assuming the encrypted message is English, but it’s actually Portuguese, you

may never even make enough progress to realize your error.

4. The message might not be enciphered with a monoalphabetic substitution cipher at

all.

The first problem is a problem of not enough data; the third and fourth problems are

problems of having a flawed model. (The second problem is a mix of the two). Both of these

are important problems that come up any time we do statistical analysis. If our modelling

assumptions are wrong, all the statistics in the world won’t help us.

However, this sort of statistical analysis is powerful enough and well-enough understood

that monoalphabetic ciphers are considered pretty thoroughly insecure; despite the number

of possible keys, anyone who knows what they’re doing can break these ciphers easily, and

this has been true for over a millennium.

1.2 Polyalphabetic Ciphers

The next major advance in cryptography began the 1500s with the invention of the polyal-

phabetic cipher.

The basic idea here is simple. A monoalphabetic substitution cipher is vulnerable to

attacks based on letter frequency, exploiting the fact that one letter in the ciphertext always

represents the same letter in the plaintext. We can (partially) defeat this attack by not

always using the same ciphertext letter to represent the same plaintext letter.
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1.2.1 The Alberti Cipher

The first (known) implementation of this idea was straightforward. Leon Battista Alberti in

1467 would write in a Caesar cipher, but from time to time he would change to a different

shift, and signal this shift with the use of a capital letter.

This method of encryption by itself isn’t much better than a single Caesar cipher, since

you can easily tell when the cipher is shifting, and simply break each portion on its own.

Example 1.9.

However, this idea of using more than one substitution to encrypt a message is very

powerful. Basically all strong encryption through the end of World War II is based on this

principle.

1.2.2 The Vigenère Cipher

The most common and simplest example of polyalphabetic cipher is usually attributed to

Blaise de Vigenère, though it’s probably more accurately attributed to Giovan Battista

Bellasco in 1553; Vigenère improved on it in 1586 and then got the credit.

To use the Vigenère Cipher we first need a key word, which can be any word (or any string

of letters). We treat each letter as determining a specific Caesar cipher. There are a number

of ways to determine this correspondence, but we will use the numerical correspondence we

established earlier, adding the letter of our keystream to the letter of our ciphertext.

Algorithm 1.1 (Vigenère). Start with a key word. Encrypt the first letter of your plaintext

using the Caesar cipher corresponding to the first letter of your key word. Encrypt the

second letter of your plaintext according to the second letter of your key word, and so on,

repeating your key word when you reach the end.

To decrypt the cipher, we do the same thing. We use hte same keyword, but we subtract

the keystream instead of adding it.

Example 1.10. Suppose we want to encrypt the plaintext “I LOVE CRYPTOLOGY” using

the key word “MATH”. We start by writing the message out, with the key word repeated

under it (this repeated keyword is called the keystream):

Plaintext I L O V E C R Y P T O L O G Y

Keystream M A T H M A T H M A T H M A T
It’s probably helpful at this point to replace the letters with their corresponding numbers,

which gives
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Plaintext 8 11 14 21 4 2 17 24 15 19 14 11 14 6 24

Keystream 12 0 19 7 12 0 19 7 12 0 19 7 12 0 19

Ciphertext 20 11 7 2 16 2 10 3 1 19 7 18 0 6 17

Ciphertext U L H C Q C K D B T H S A G R
To decrypt we do the same thing in reverse, subtracting the keystream from the ciphertext

to get the plaintext.

This cipher is highly resistant to the sort of frequency analysis-based attacks we will

study in section 1.1.4. Common letters like “e” and “a” will be be substituted by multiple

different letters, and each letter in the ciphertext representes more than one plaintext letter,

so knowing which letter appears most frequently in the ciphertext doesn’t convey much

information. The Vigenère Cipher effectively smooths out the frequencies so that frequency

analysis does not work.

In fact, for over two hundred years people considered the Vigenère cipher effectively

unbreakable. However in 1854 Charles Babbage successfully completed a public challenge to

decrypt a Vigenère ciphertext; however, he never published his techniques. In 1863 Friedrich

Kasiski published a method that is effective at breaking the Vigenère cipher, which we will

study in section 1.3.2.

1.2.3 Autokey ciphers

Any cipher that works by generating a keystream and then adding it to the plaintext is

called a stream cipher. There are a number of variants we can discuss.

Blaise de Vigenère actually developed an autokey cipher, which uses the plaintext to

generate the keystream. There are a number of variants to this idea.

One simple algorithm is to form a keystream by using a keyword and then following it

with the plaintext. So under this algorithm, if the keyword is “MATH” and the message

is “I LOVE CRYPTOLOGY”, we get the keystream “MATHILOVECRYPTO”. Then we

encrypt:

Plaintext I L O V E C R Y P T O L O G Y

Keystream M A T H I L O V E C R Y P T O

Plaintext 8 11 14 21 4 2 17 24 15 19 14 11 14 6 24

Keystream 12 0 19 7 8 11 14 21 4 2 17 24 15 19 14

Ciphertext 20 11 7 2 12 13 5 19 19 21 5 9 3 25 12

Ciphertext U L H C M N F T T V F J D Z M
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Notice that we got the same first four letters as with the Vigenère cipher (since the key

is the same and four letters long), but things change after that.

In order to decrypt a message encrypted in this way, we decrypt in chunks. Knowing the

keyword lets us decrypt the first four letters; knowing the first four letters lets us decrypt

the second set of four letters; and so on.

1.2.4 Modern Stream Ciphers

There are a number of modern usable stream cipher algorithms.

These usually involve plugging key data into a pseudorandom number generator to gen-

erate a keystream.

There are two big weaknesses that limit the use of stream ciphers. In order to maintain

security, a stream cipher needs to

• Use a different key for every message; and

• Produce a keystream that has a long period before repeating itself.

Most cryptography in use today uses other principles, which we will discuss later on in

the course.

1.2.5 Binary encryption

We should conclude by discussing how this applies to encrypting computer data, which does

not consist of Roman letters.

Computers encode data in binary strings of ones and zeroes. A bit is a single zero-or-one

character; a byte is a string of eight bits and is the unit computers use to represent a single

character of text.

Thus we can treat computers as working with an alphabet of two symbols. In this context

monoalphabetic substitution is quite useless: either you change nothing, or you simply switch

the ones and zeroes with each other. With only two possible keys, brute forcing is easy.

However, a polyalphabetic cipher like the Vigenère cipher works quite well. We can take

as our key some binary string and add it (modulo 2) to our plaintext to get our ciphertext.

Remark 1.11. Adding bits modulo 2 is the same as the XOR operation, which returns 1 if

its inputs are different, and 0 if they are the same.

Example 1.12. Suppose our key is 10010011 and we wish to encrypt the plaintext
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01010000 01001111 01001011 01000101 00100000 00110101 00111001 00110100 00110101

00111000 00101100 00110110 00110010.

Adding our key to each byte, we get the output

11000011 11011100 11011000 11010110 10110011 10100110 10101010 10100111 10100110

10101011 10111111 10100101 10100001.

To decrypt, we simply subtract (or add, since they’re the same thing modulo 2) our key

back from our ciphertext to get the plaintext.

1.3 Statistical Models and Cryptanalysis

Last week we saw that we can break a monoalphabetic substitution cipher with statistical

analysis and a little bit of hard work. But there are other ciphers, like the Vigenère cipher,

that we can’t break easily. But how can we tell which situation we’re in? How can we

tell if we’re looking at a monoalphabetic cipher or a polyalphabetic one, without something

already knowing? One answer comes from the index of coincidence.

1.3.1 The Index of Coincidence

Definition 1.13. Let s = c1c2 . . . cn be a string of n letters. The index of coincidence of

mathbfs is denoted IndCo(x) and is defined to be the probability that two randomly chosen

characters in the string s are identical.

Proposition 1.14. Let s = c1c2 . . . cn be a string of n, and let Fi be the frequency with which

the letter i appears in the string s. Then

IndCo(s) =
1

n(n− 1)

25∑
i=0

Fi(Fi − 1). (1)

Proof. There are
(
n
2

)
= n(n−1)

2
different ways to select two letters at random from ∼.

Each letter i appears Fi times, so there are
(
Fi
2

)
= Fi(Fi)−1

2
ways to choose the letter i

twice. Adding these ways for each letter, there are

25∑
i=0

Fi(Fi − 1)

2
(2)

ways to choose two of the same letter from the string.

The chance of two randomly chosen letters being identical is equal to the number of ways

to choose two identical letters, divided by the total number of ways to choose letters. Thus

we divide equation (2) by n(n−1)
2

and get the formula in equation (1).
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For any given string we can calculate the index of coincidence from the frequency table.

Example 1.15. In your homework, we encrypted the string s =“Rats live on no evil star”.

This message has twenty letters total; it has ten distinct letters, and each appears twice.

Thus we have

IndCo(s) =
1

20 · 19
· 10(2 · 1) =

1

19
≈ 0.53.

We also looked at the string t = “A man a plan a canal panama”. This message has 21

total letters, with 10 “a”s, 2 “m”s, 4 “n”s, 2 “p”s, 2 “l”s, and 1 “c”. Thus we compute

IndCo(t) =
1

21 · 20
(10 · 9 + 2 · 1 + 4 · 3 + 2 · 1 + 2 · 1 + 1 · 0) =

108

420
≈ .257.

As we’ll see, this index of coincidence is really unusually high. But this isn’t really surprising;

you probably noticed already that this text has a ridiculous number of “a”s in it.

(Notice also that the term from the “c” is 1 ·0 = 0. This makes sense because the odds of

the “c” matching another letter in the text are in fact zero, since there’s only one of them’).

We can also calculate two very important and common values for the index of coincidence:

Proposition 1.16. 1. If s is a string of letters generated uniformly at random, then

IndCo(s) ≈ .038.

2. If s is a string of letters with the frequencies common in written English, then IndCo(s) ≈
.068.

Proof. 1. The letters are generated uniformly at random, so Fi ≈ n
26

for each i. Thus we

have

IndCo(s) ≈ 1

n(n− 1)

25∑
i=0

n

26

( n
26
− 1
)

=
1

n(n− 1)

25∑
i=1

n2

262
− n

26

=
1

n(n− 1)

(
n2

26
− n

)
=
n/26− 1

n− 1
≈ 1

26
≈ .038.

We probably could have guessed this without working through the computation—if

the letters are chosen randomly, the chances of two of them matching should indeed

be about 1/26.

2. This is a straightforward if tedious calculation from the letter frequencies given in

figure 1.1. I might write it up for here later.
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Corollary 1.17. If s is a string of letters corresponding to an English text encrypted by a

simple (monalphabetic) substitution cipher, then we should expect IndCo(s) ≈ .068.

Proof. A monoalphabetic substitution cipher is just a permutation of the alphabet; so while

the frequency of individual letters is altered by applying a substitution cipher, the index of

coincidence is not

This gives us a way to test whether a string of letters was likely enciphered by a simple

substitution cipher or not. We compute the index of coincidence of the string. If the index

is close to .068 then we likely have a string encrypted with a monoalphabetic cipher. If the

index is close to .038 then it is likely that our string is not encrypted monoalphabetically.

This test is especially useful when we proceed to break the Vigenère cipher in the next

section.

1.3.2 Breaking the Vigenère cipher

Monoalphabetic ciphers are fairly simple to implement, but also quite easy to break. The

Vigenère cipher is much harder to break; for three centuries it was known as “The Unde-

cipherable Cipher”. In 1854 Charles Babbage successfully broke it, and in 1863 Friedrich

Kasiski published a method for breaking the Vigenère cipher.

Finding the Key Length Cryptanalysis of the Vigenère cipher proceeds in two steps.

The first (and more difficult) step is to determine the length of the key. There are two basic

approaches to this, but both use the same basic idea.

The low-tech way is to look for repeated strings in the ciphertext. If the same string ap-

pears in more than one place, it’s likely (but not definite!) that it’s the same plaintext string

encrypted by the same part of the keyword, so the distances between these reoccurrences

gives us information about possible keyword lengths.

A simple version of this is to displace the ciphertext by 2, 3, 4, . . . places, and see which

displacement generates the most coincidences—points where the displaced ciphertext is iden-

tical to the original.

Another variant is to look for places where the same trigram is repeated more than once

in the ciphertext, and measure the offset or distance between them. Then find a number

that is a factor of most (but not necessarily all) of thse offset numbers; that’s probably the

length of the keyword.

This method is called the Kasiski Method or the Kasiski Test, since it was first developed

by Charles Babbage.
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Example 1.18. Consider the ciphertext :

zpgdl rjlaj kpylx zpyyg lrjgd lrzhz qyjzq repvm swrzy rigzh

zvreg kwivs saolt nliuw oldie aqewf iiykh bjowr hdogc qhkwa

jyagg emisr zqoqh oavlk bjofr ylvps rtgiu avmsw lzgms evwpc

dmjsv jqbrn klpcf iowhv kxjbj pmfkr qthtk ozrgq ihbmq sbivd

ardym qmpbu nivxm tzwqv gefjh ucbor vwpcd xuwft qmoow jipds

fluqm oeavl jgqea lrkti wvext vkrrg xani

First, we can compute that the index of coincidences for this ciphertext is about .039.

This suggests it wasn’t encrypted with a monoalphabetic substitution cipher.

We think that it was encrypted with a Vigenère cipher, and we want to find the key

length. The first method is to look for coincidences. To do that we can lay out the lines of

ciphertext shifted. So the first line would be:

0:zpgdl rjlaj kpylx zpyYg lrjgd lrzhz qyjzq repvm swrzy rigzh

1: zpgd lrjla jkpyl xzpYy glrjg dlrzh zqyjz qrepv mswrz yrigz h

1 coincidence

0:zpgdl rjlaj kpylx zpyyg lrjgd lrzhZ qyjzq repvm swrzy rigzh

2: zpg dlrjl ajkpy lxzpy yglrj gdlrZ hzqyj zqrep vmswr zyrig zh

1 coincidence

0:zpgdl rjLaJ kpylx zpyyg lrjgd lrzhz qyjzq repvm swrzy Rigzh

3: zp gdLrJ lajkp ylxzp yyglr jgdlr zhzqy jzqre pvmsw Rzyri gzh

3 coincidences

0:zpgdl rjlaj kpylx zpyyg lrjGd lrzhz qyjZQ repvm swrzy rigzh

4: z pgdlr jlajk pylxz pyyGl rjgdl rzhZQ yjzqr epvms wrzyr igzh

3 coincidences

0:zpgdl rjlaj kpylx zPYyg lrjgd LRzhz qyjzq repvm swrzy rigZh

5: zpgdl rjlaj kPYlx zpyyg LRjgd lrzhz qyjzq repvm swrZy rigzh

5 coincidences

0:zpgdl rjlaj kpyLx zpyYg lrjgd lrzhz qyjZq repvm swrzy rigzh

2: zpgd lrjLa jkpYl xzpyy glrjg dlrZh zqyjz qrepv mswrz yrigz h

3 coincidences

0:zpgdl rjlaj kpylx zpyyg lrjgd lrzhz qyjzq repvm swrzy rigzh

2: zpg dlrjl ajkpy lxzpy yglrj gdlrz hzqyj zqrep vmswr zyrig zh

2 coincidences

From this we might guess that the keyword has length five; but this is a small sample size.
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If we do this count for the entire ciphertext (preferably but not necessarily by computer),

we get:

Shift 1 2 3 4 5 6 7 8 9

Coincidences 6 6 9 5 8 13 15 11 11
This suggests but does not prove that the keyword has length 7.

If we look at repeated trigrams instead, we get the following results:

Trigram Places Offset Trigram Places Offset

avl 117 and 258 141 = 3 · 47 bjo 86 and 121 35 = 5 · 7
dlr 4 and 25 21 = 3 · 7 gdl 3 and 24 16 = 24

lrj 5 and 21 98 = 2 · 72 msw 40 and 138 84 = 22 · 3 · 7
pcd 149 and 233 13 = 13 qmo 241 and 254 98 = 2 · 72

vms 39 and 137 84 = 22 · 3 · 7 vwp 147 and 231 84 = 223 · 7
wpc 148 and 232 21 = 3 · 7 zhz 28 and 49 21 = 3 · 7

We see that the factor 7 appears often in the offset column; thus the keyword is probably

length 7. This matches our tentative conclusion from earlier.

The higher-tech version of this is to use the index of coincidence again. The index of

coincidence only pays attention to letter distributions, and doesn’t care about their order. So

if we take all the letters that are encrypted by the same letter of the keyword, and calculate

the index of coincidence, we should get a number close to .068; if not, we should get an index

closer to .038.

To run this test, we break our ciphertext into k pieces: the first has letters 1, k+ 1, 2k+

1, . . . , the second has letters 2, k + 2, 2k + 2, . . . , and so on. We compute the index of

coincidence for each of these strings. If most of them are close to .068 then the keyword is

probably of length k; if most of them are close to .038 then the keyword is probably not of

length k.

Example 1.19. Continuing the look at our previous ciphertext, we can compute the indices

of coincidence for each substring, for each possible shift.

Shift indices

2 .038 0.40

3 0.39 0.42 0.38

4 0.34 0.42 0.39 0.35

5 0.38 0.39 0.43 0.28 0.36

6 0.38 0.40 0.39 0.38 0.32 0.33

7 0.62 0.57 0.65 0.60 0.60 0.64 0.64

8 0.37 0.29 0.38 0.33 0.34 0.57 0.40 0.39
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One of these rows looks very unlike the others; this again gives evidence that the key

length is 7.

Finding the Key Once we have found the key length, there are two basic approaches we

can use to finding the key.

First, we can simply do a frequency analysis on subsets of the ciphertext. If we believe

that the key has length 5, then the first, sixth, eleventh, etc. letters are all shifted by the

same amount. So we can do a frequency analysis on this set to decipher the shift.

Note that the frequency analysis is made much easier by the fact that we know we’re

working with a Caesar cipher, so there are only 26 possibilities. Thus we’re trying to select

a shift that makes all the high-frequency ciphertext letters into high-frequency plaintext

letters.

Example 1.20. In the previous example, we’ve now seen that the key length is seven. So

we can look at the substring s1 consisting of the 1st, 8th, 15th, . . . letters, which is zlxrh

rrhwl oehdw eokli lwvlh phqby nwhwf julrx x which has frequency counts

Letter A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Frequency 0 1 0 1 2 1 0 6 1 1 1 6 0 1 2 1 1 4 0 0 1 1 5 3 1 1
We see the frequent letters here are H, L, and less so W, R, and X in that order. We

might guess that either H or L corresponds to a plaintext e. If H corresponds to e, that

sends L to i, R to o, W to t, and X to u, which isn’t unreasonable; if L corresponds to e,

then that sends H to a, R to k, W to p, and X to q, which seems somewhat less likely, since

we don’t expect k and q to be among the most common letters in an English string.

This isn’t dispositive, but it is highly suggestive that the first letter of the keyword

corresponds to a shift three to the right; thus the first letter might be D. We can repeat this

process for each substring.

This works, but involves a lot of guesswork and intuition and puzzle-solving. There is

a second method that requires a bit more calculation, but is also rather more robust and

automatic.

Definition 1.21. Let s = c1c2 . . . cn, t = d1d2 . . . dm be two strings of letters. Then we define

the mutual index of coincidence to be MutIndCo(s, t), the chance that a randomly selected

letter of s is the same as a randomly selected letter of t.

Proposition 1.22. Let s = c1c2 . . . cn, t = d1d2 . . . dm be two strings of letters, and let Fi(s)

be the number of times the ith letter appears in the string s. Then:
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1.

MutIndCo(s, t) =
1

nm

25∑
i=0

Fi(s)Fi(t).

2. If the letters of s and t are drawn from the same distribution, given by taking English

frequencies and permuting the letters, then MutIndCo(s, t) ≈ .068.

3. If the letters of s and t are drawn from different such distributions, then MutIndCo(s, t) ≈
.038.

We can use the mutual index of coincidence to test if two strings are drawn from the

same substitution. To decrypt a Vigenere cipher, we need to figure out the shift of each

substring. We can use the mutual index of coincidence to compute the relative shifts.

Let si = ci, ci+k, ci+2k, . . . , and define si + σ to be the string si with each letter shifted

by σ. Then we can compute MutIndCo(si, sj + σ) for 0 ≤ σ ≤ 25. We expect 25 of these

computations to be low like .038, and the last to be high like .068; this last one gives us the

relative shift between the ith and jth letter of the keyword.

Thus if βi is the ith letter of the keyword, this does not and cannot tell us what βi is;

but it can give us relationships among the βi.

After computing k − 1 of these, with luck we should know the relative shifts of all the

letters of the keyword; this means there are only 26 possible keys, and we can try all of

them. Of course, sometimes the mutual index of coincidence happens, randomly to not

give enough information; this is a problem we can solve by simply computing more possible

mutual indices, possibly up to all k(k−1)
2

possibilities.

Example 1.23. If we compute all the possible mutual indices of coincidence in our cipher-

text, for a key length of seven, then we get the following “large” indices that indicate a true

collision:
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i j σ MutIndCo(i, j + σ) Relative shift equation

1 3 1 .067 β1 − β3 = 1

3 7 10 .069 β3 − β7 = 10

1 4 19 .071 β1 − β4 = 19

1 6 16 .071 β1 − β6 = 16

3 4 18 .073 β3 − β4 = 18

3 5 24 .067 β3 − β5 = 24

3 6 15 .074 β3 − β6 = 15

4 6 23 .066 β4 − β6 = 23

4 7 18 .071 β4 − β7 = 18

6 7 21 .069 β6 − β7 = 21
Our goal is to solve the equations in the right-hand column—or at least as many as

possible! It’s entirely possible that one of the high indices will be an accident; when this

happens, you can try dropping one constraint or another and see what you get.

But in this case, the system is fairly straightforward to solve. We get:

β3 = β1 + 25 β4 = β1 + 7

β6 = β1 + 10 β7 = β3 + 16 = β1 + 15

β5 = β3 + 2 = β1 + 1

and we can check that this doesn’t generate any inconsistencies. Notice that we don’t have

a solution for β2 in here, because we didn’t get any high indices of coincidence involving s2.

One option is to take the best ones we have; the highest is MutIndCo(2, 4 + 24) = .061,

which suggests β2 = β4 + 24 = β1 + 5. The other is to look at the results not involving β2

and basically guess.

So what do our results give us? Well, they tell us that if we know β1, we know the

entire keyword. For instance, if β1 = 0 = A, then the keyword is AFZHBKP. If we try

decrypting our ciphertext with this word (by subtracting it from the ciphertext), we get

zkhwkhulvkdoowxuq... which isn’t very promising.

But recall that there are now only 26 possible keys, so we can simply try each of them.

If we do that, we get a table something like this:
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β1 Keyword Potential plaintext

0 AFZHBKP zkhwkhulvkdoowxuq

1 BGAICLQ yjgvjgtkujcnnvwtp

2 CHBJDMR xifuifsjtibmmuvso

3 DICKENS whetherishallturn

4 EJDLFOT vgdsgdqhrgzkkstqm

5 FKEMGPU ufcrfcpgqfyjjrspl

6 GLFNHQV tebqebofpexiiqrok

We see that when β1 = 3, the keyword is “DICKENS”, and we get recognizable English

out of the ciphertext: we get

wheth erish alltu rnout tobet heher oofmy ownli feorw hethe rthat stati onwil

lbehe ldbya nybod yelse these pages musts howto begin mylif ewith thebe ginni

ngofm ylife ireco rdtha tiwas borna sihav ebeen infor medan dbeli eveon afrid

ayatt welve ocloc katni ghtit wasre marke dthat thecl ockbe ganto strik eandi

began tocry simul taneo usly

and after replacing spacing and punctuation, we get:

“Whether I shall turn out to be the hero of my own life, or whether that station will be

held by anybody else, these pages must show. To begin my life with the beginning of my life,

I record that I was born (as I have been informed and believe) on a Friday, at twelve o’clock

at night. It was remarked that the clock began to strike, and I began to cry, simultaneously.”

Remark 1.24. These sorts of attacks can totally work on a Vigenère cipher applied to binary

messages. But you have to rely entirely on things more like trigram coincidences and less

like single-letter coincidences, since there are only two “letters”.

1.3.3 The Autokey cipher and cribs

Using a crib One common tool in cryptanalysis is a crib, which is a known or guessed bit

of plaintext corresponding to a ciphertext. (The term comes from the phrase “to crib notes”

or “to crib an answer”, meaning to copy or cheat on an assignment).

Often a crib can be used to dramatically simplify cryptanalysis. (In fact, frequency

analysis is essentially an attempt to imitate a crib).

Cribs were famously used in Bletchley Park during World War II (where the term was

coined). Many German Enigma operators used standardized terminology, including the reg-

ular use of the word Wetter (“weather”) in weather reports, and one operator who repeatedly

transmitted the message “Nothing to report”.
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Enigma operators were required to spell out all numbers, so Turing determined that the

single most common word in messages was eins, meaning “one”. Turing precomputed a

catalog of what eins would look like encrypted in every possible position with various keys,

which dramatically sped up decryption processes by seeing which of those were possible and

judging them most likely.

You will notice that this is basically the same idea as frequency analysis: instead of taking

common letters, we instead look for common words. eins was not enough to break messages

on its own, but it could give substantial speedups and hints for other encryption messages.

Breaking the Autokey cipher Cribs are an especially powerful tool in breaking the

Autokey cipher, since the plaintext is also most of the keystream.

The basic idea is that we guess a word or phrase we expect to see in the plaintext. Since

that word would also have to appear in the keystream, we try using that word as the key at

every possible point, and see when the results are plausible English strings. We can extend

this out to guess most or all of the message.

Example 1.25. Suppose we intercept the ciphertext:

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

We guess that it contains the word “the” somewhere. So we simply see what happens if

we use “the” as the key at every possible position.

First we decrypt everything with an offset of zero:

Ciphertext: O O F I K A A Q W M P Q U M X

Key: T H E T H E T H E T H E T H E

Plaintext: V H B P D W H J S T I M B F T

Ciphertext: Z X Y I R K T Z S P G M G P K

Key: T H E T H E T H E T H E T H E

Plaintext: G Q U P K G A S O W Z I N I G

Ciphertext: Q M I P L C N W X K E N Q L D

Key: T H E T H E T H E T H E T H E

Plaintext: X F E W E Y U P T R X J X E Z

Ciphertext: I R F S N I J A M G P W

Key: T H E T H E T H E T H E

Plaintext: P K B Z G E Q T I N I S
A couple of these strings look like they might be English; we might notice “tim” or “aso”.

Let’s see what happens if we assume “tim” is actually part of the plaintext. We now need

to see what happens if we assume the original keyword is any of various lengths.
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If the keyword has length four, we get

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

--- --- --- --- --- --f bn- the -as o-- --- --- --- --- --- --- --- --- ---

--- --- --- --- --- --t he- aso -gu s-- --- --- --- --- --- --- --- --- ---

and while “gus” is possible, “fbn” probably is not.

If the keyword has length five, we get:

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

--- --- --- --- --- -er e-- the --a so- --- --- --- --- --- --- --- --- ---

--- --- --- --- --- -th e-- aso --m ob- --- --- --- --- --- --- --- --- ---

This looks more promising, but if we continue building out we get:

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

--- --- ono --m di- -er e-- the --a so- -mo b-- auo --- --- --- --- --- ---

--- --- mdi --e re- -th e-- aso --m ob- -au o-- ncj --- --- --- --- --- ---

which looks unlikely. With a key of length six we get

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

--- --- --- --- --- gqu --- the --- aso --- --- --- --- --- --- --- --- ---

--- --- --- --- --- the --- aso --- gxw --- --- --- --- --- --- --- --- ---

Which again doesn’t look like English. We can try longer keywords but nothing useful

will show up. Similarly, we can try working with the “tim” but we won’t really get anywhere.

So is this all the possibilities? No: the table we made started with “the” with an offset

of zero from the ciphertext. We need to try again with offsets of one and two. If we build

the table with an offset of two, we get

http://jaydaigle.net/teaching/courses/2021-spring-4981/ 29

http://jaydaigle.net/teaching/courses/2021-spring-4981/


Jay Daigle The George Washington University Math 4981: Cryptography

Ciphertext: O O F I K A A Q W M P Q U M X

Key: - - T H E T H E T H E T H E T

Plaintext: - - M B G H T M D F L X N I E

Ciphertext: Z X Y I R K T Z S P G M G P K

Key: H E T H E T H E T H E T H E T

Plaintext: S T F B N R M V Z I C T Z L R

Ciphertext: Q M I P L C N W X K E N Q L D

Key: H E T H E T H E T H E T H E T

Plaintext: J I P I H J G S E D A U J H K

Ciphertext: I R F S N I J A M G P W

Key: H E T H E T H E T H E T

Plaintext: B N M L J P C W T Z L D
We don’t see anything terribly promising until we see past the wraparound; then we

notice that the putative plaintext has “est” in it. So let’s try assuming that’s correct. With

a keyword length of four we get

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

--- --- --- -wj q-t he- est --- --- --- --- --- --- --- --- --- --- --- ---

--- --- --- -th e-e st- ezr --- --- --- --- --- --- --- --- --- --- --- ---

which doesn’t look like English. So we try a key length of five:

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

--- --- --- tim --t he- -es t-- --- --- --- --- --- --- --- --- --- --- ---

--- --- --- the --e st- -ns a-- --- --- --- --- --- --- --- --- --- --- ---

which looks like it could work. So we expand out another step, keeping in mind that

we’re guessing the keyword is length five so our keystream doesn’t actually go earlier than

the sixth character:

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

--- --s o-- tim --t he- -es t-- nsa --- --- --- --- --- --- --- --- --- ---

so- --i m-- the --e st- -ns a-- com --- --- --- --- --- --- --- --- --- ---
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This still looks good, so we fill out the rest:

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

wa- --s o-- tim --t he- -es t-- nsa --c om- -ic a-- dan --h ea- -we r-- res

so- --i m-- the --e st- -ns a-- com --i ca- -da n-- hea --w er- -re s-- ple

At this point we just need to find any part of the message where we can make a guess to

fill in the blanks, and we’re done. We can try a few things, but perhaps we notice that the

last part is “s– ple”, which might be “sample” or “simple”. Guessing “sample” gives us

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

wa- --s o-- tim --t he- -es t-- nsa --c om- -ic a-- dan --h ea- -we raa res

so- --i m-- the --e st- -ns a-- com --i ca- -da n-- hea fsw era are sam ple

which doesn’t work very well; but guessing “simple” and working backwards gives us

OOF IKA AQW MPQ UMX ZXY IRK TZS PGM GPK QMI PLC NWX KEN QLD IRF SNI JAM GPW

wat ers ome tim est heq ues tio nsa rec omp lic ate dan dth ean swe rsa res

som eti mes the que sti ons are com pli cat eda ndt hea nsw ers are sim ple

“Sometimes the questions are complicated, and the answers are simple.”

1.4 Block Ciphers

Every encryption method we’ve studied so far has been a substitution cipher: that is, each

letter is replaced by exactly one other letter. In fact, we’ve studied stream ciphers, which

produce a keystream to add to the plaintext; there are substitution ciphers that don’t work

quite like that, but are still similar.

It is possible to make relatively secure substitution ciphers, but they are largely vulnerable

to the sorts of attacks we’ve been studying. But there is another class of cipher, called a

block cipher, that behaves very differently. Rather than encrypting single letters, it encrypts

entire blocks of letters at the same time.

1.4.1 Permutation Ciphers

Algorithm 1.2 (Permutation cipher). We choose a block size n, and as a key choose an

element k ∈ Sn, which is a permutation on an alphabet of n letters.
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To encrypt, we break our plaintext into blocks of size n, padding the final block with

nonsense characters if necessary. Then we permute each block according to the key k.

To decrypt, we take the inverse permutation k−1 and apply this to each ciphertext block.

Example 1.26. Suppose the plaintext is “Fourscore and seven years ago”, and we choose a

block length of 5 and a key of k = (12345) 7→ (23514). We write our message in blocks

fours corea ndsev enyea rsago

and then permute each block internally to get the ciphertext

RFOSU ECOAR ENDVS EENAY GRSOA.

To decrypt, we need to take the inverse permutation, which sends (23514) 7→ (12345) or

(12345) 7→ (41253). Applying this inverse transformation returns to our original plaintext.

We can easily see that something like this approach is being used after conducting a

frequency count: a frequency count on a message that has been encrypted by a permutation

cipher will be the same as the frequency counts of the plaintext language.

Knowing even a small bit of the plaintext—that is, having a crib—is generally sufficient

to break this cipher. (If I look through the above ciphertext, I see a place wehre one block

has an “a” and the next has “n” and “d”; if I guess that this pieces together into “and”, I

can probably figure everything else out from there).

Without a crib, the most effective attacks involve looking for anagrams. In general, the

cipher is not especially secure.

There are many variations on this idea, using more complex permutations and permuting

between blocks as well as within them (which makes it no longer a true block cipher). We

may return to that idea later, but for right now I want to discuss a more mathematically

interesting cipher.

1.4.2 Modular Arithmetic and the Affine Cipher

Before we can work with the Hill cipher, we need to recall a few extra facts about modular

arithmetic.

Definition 1.27. Let m be a natural number. We write Z/mZ for the set of all integers

modulo m.

Definition 1.28. Given an integer a, an integer solution x to ax ≡ 1 mod m is called an

inverse of a modulo m.
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We’re mostly going to concern ourselves with inverses modulo 26, since we’re working in

a 26-letter alphabet. (We’ve in fact been using a function that maps letters A-Z to numbers

in Z/26Z since the first day of class.)

Example 1.29. What is the inverse of 5 modulo 26?

We notice that 5 ·5 = 25 ≡ −1 mod 26, so (5·)2 ≡ (−1)2 ≡ 1 mod 26. Thus the inverse

of 5 is 53 = 125 ≡ −5 ≡ 21 mod 26.

(Alternatively, we notice that 5 · 5 ≡ −1 mod 26, so 5 · (−5) ≡ 1 mod 26.

Fact 1.30. An integer a has an inverse modulo m if and only if gcd(a,m) = 1. The set of

integers that are invertible modulo m is denoted Z/mZ×.

This alone allows us to define the affine cipher.

Definition 1.31. Let a ∈ Z/mZ and b ∈ Z/mZ. We can define an affine function f :

Z/mZ→ Z/mZ by f(x) = ax+ b.

The function f is invertible if and only if a ∈ Z/mZ×, in which case the inverse is

f−1(y) = a−1(y − b).

Algorithm 1.3 (Affine Cipher). Let a ∈ Z/26Z×, b ∈ Z/26Z. We can encipher a given

message by

1. Convert each letter to a number xi ∈ Z/26Z

2. Generate the numbers yi = axi + b

3. Convert each number yi back to a letter.

We can decipher it by doing the inverse: converting each ciphertext letter to a number,

computing a−1(yi − b), and converting it back into a letter.

Example 1.32. Let’s set our key to be a = 3 and b = 5, and encrpyt the plaintext affinity.

We can convert this to the number string 00-05-05-08-13-08-19-24, and then we have

f(0) = 3 · 0 + 5 = 5 f(5) = 3 · 5 + 5 = 20

f(5) = 3 · 5 + 5 = 20 f(8) = 3 · 8 + 5 = 29 ≡ 3

f(13) = 3 · 13 + 5 = 44 ≡ 18 f(8) = 3 · 8 + 5 = 29 ≡ 3

f(19) = 3 · 19 + 5 = 62 ≡ 10 f(24) = 3 · 24 + 5 = 77 ≡ 25

giving the ciphertext string FUUDSDKZ.
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Example 1.33. Using the same key a = 3 and b = 5, let’s decrypt the ciphertext FMFJFCFP.

We convert to the number string 05-12-05-09-05-02-05-15. Since a = 3 we have

a−1 ≡ 9 mod 26, and we get

f−1(5) = 9 · (5− 5) = 0 f(12) = 9 · (12− 5) = 63 ≡ 11

f−1(5) = 9 · (5− 5) = 0 f(9) = 9 · (9− 5) = 36 ≡ 10

f−1(5) = 9 · (5− 5) = 0 f(2) = 9 · (2− 5) = −27 ≡ 25

f−1(5) = 9 · (5− 5) = 0 f(15) = 9 · (15− 5) = 90 ≡ 12

giving the plaintext string alakazam.

This is mathematically fun, but cryptographically it’s nothing new; this is just a special

case of a monoalphabetic substitution cipher (except there are now only 286 possible keys).

But we can generalize it in an interesting way.

1.4.3 Modules, Matrices, and The Hill Cipher

We want to convert our monoalphabetic affine cipher into a block cipher. So instead of

operating on individual letters, we’ll now operate on blocks.

If you took 2185, you probably learned that a vector space has to have a field of scalars,

where a field is a set where you can add, subtract, multiply, and divide. And then your

finite-dimensional vector spaces will look like ordered tuples of scalars; so if your scalars are

real numbers, a vector space might be Rn, and if your scalars are complex numbers, a vector

space might be Cn.

In Z/mZ we can add, subtract, and multiply, and we can divide sometimes. But we can’t

divide by any non-zero number, so it isn’t a field, and (Z/mZ)n is not a vector space. But

it’s almost a vector space, since we’re only missing scalar division. Such a set is called a

module.

In these modules we can do most, but not all, of what we do in vector spaces. In

particular, just like matrices of real numbers give linear functions on real vector spaces,

matrices of integers mod 26 give linear functions on modules over Z/26Z.

Definition 1.34. A matrix with coefficients in Z/mZ is a matrix all of whose entries are

elements of Z/mZ. All operations are conducted modulo 26. We say such a matrix is an

element of Mn(Z/mZ).
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Recall that a matrix A over R is invertible if and only if detA 6= 0. This is very nearly

true for a matrix over Z/mZ, but not quite. What we actually need is a determinant that

is invertible in Z/mZ.

Fact 1.35. Let A ∈Mn(Z/mZ). A is invertible if and only if detA has an inverse in Z/mZ,

if and only if gcd(detA,m) = 1.

In a field, the only non-invertible element is zero, so a matrix will be invertible unless its

determinant is zero. But in Z/26Z, more than half of elements are not invertible.

There are two ways to find the inverse to a matrix. The first is to use a prepackaged

formula. This formula for the inverse of a 2× 2 matrix should be familiar:[
a b

c d

]−1

=

(
det

[
a b

c d

])−1 [
d −b
−c a

]
=

1

ad− bc

[
d −b
−c a

]
. (3)

In this context, 1
ad−bc should be taken to be the inverse of ad− bc modulo m. (And here we

see why the determinant must have an inverse for the matrix to be invertible!)

The other alternative is to do a row reduction. We set up a block matrix [A|I] with our

matrix on the left and the identity on the right. We then row reduce; if we can row reduce

until the left-side block is the identity, then our reduced matrix is [I|A−1] and the right-side

block is our inverse.

But again, for this row reduction, all row operations should happen modulo m. And that

means we can’t divide by numbers that aren’t relatively prime to m. In particular, if we’re

working mod 26, we can’t do the row operation[
2 0

0 1

]
→

[
1 0

0 1

]

because there’s no integer mod 26 we can multiply 2 by to get 1. These matrices are in fact

not equivalent, and

[
2 0

0 1

]
is not invertible. (You’ll see why it can’t be invertible on your

homework.)

Example 1.36. Let’s invert A =

[
1 4

3 3

]
modulo 26. We see the determinant is 3 − 12 =

−9 ≡ 17 mod 26, and gcd(17, 26) = 1, so this matrix is invertible.

The inverse of the determinant modulo 26 is 17−1 ≡ −3 ≡ 23 mod 26. (We can find

this by counting up by 17s; we have 17, 34, 51, and notice that 51 ≡ −1 mod 26. Thus
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17 · 3 ≡ −1 mod 26 and so 17 · (−3) ≡ 1 mod 26. ) So we have

A−1 = 23

[
3 −4

−3 1

]
=

[
69 −92

−69 23

]
≡

[
17 12

9 23

]
mod 26.

We can check that[
1 4

3 3

][
17 12

9 23

]
=

[
53 104

78 105

]
≡

[
1 0

0 1

]
mod 26.

Example 1.37. Let’s invert K =


1 2 3

4 5 6

1 4 6

 modulo 26.

We don’t have a formula here (we could look one up, but it’s fiddly). We can compute

the determinant:

detK = 30 + 12 + 48− (15 + 24 + 48) = 42− 39 = 3

and so we see gcd(3, 26) = 1 so the matrix is invertible.

To invert it we need to set up a block matrix.
1 2 3 1 0 0

4 5 6 0 1 0

1 4 6 0 0 1

→


1 2 3 1 0 0

0 −3 −6 −4 1 0

0 2 3 −1 0 1

→


1 2 3 1 0 0

0 1 2 10 −9 0

0 2 3 −1 0 1



→


1 0 −1 −19 18 0

0 1 2 10 −9 0

0 0 −1 −21 18 1

→


1 0 0 2 0 −1

0 1 0 −32 27 2

0 0 1 21 −18 −1



→


1 0 0 2 0 25

0 1 0 20 1 2

0 0 1 21 8 25

 .
We can check that this is K−1:

1 2 3

4 5 6

1 4 6




2 0 25

20 1 2

21 8 25

 =


105 26 104

234 53 260

208 52 183

 ≡


1 0 0

0 1 0

0 0 1

 mod 26.

Remark 1.38. Note, importantly, that we can’t divide by numbers that don’t have multi-

plicative inverses. So when working modulo 26 we can’t divide by 2 or by 13, even if every

number on the row is even.
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The Cipher Algorithm The Hill cipher was invented in 1929 by Lester Hill. It was

implemented by a special machine that Hill had invented, using a complicated mechanical

system to do all the linear algebra. It was a substantial advance at the time, but never

achieved much use.

Algorithm 1.4 (Hill Cipher). We first choose a block size n. We choose a key, which is

a n × n matrix K with entries in Z/26Z (that is, integers modulo 26). We require that

gcd(26, detK) = 1.

We divide our message into blocks of length n. We write each plaintext block as a column

vector B ∈ (Z/26Z)n. The corresponding ciphertext block is given by KB.

To decrypt, we compute K−1 in Z/26Z. Given a ciphertext block C, the corresponding

plaintext block is K−1C.

Example 1.39. Suppose we choose a block size of n = 3, and set our key to be the matrix

we studied earlier:

K =


1 2 3

4 5 6

1 4 6

 .
If we wish to encrypt the message ABC we first convert this to a column vector [0, 1, 2]T .

Then we compute

K


0

1

2

 =


1 2 3

4 5 6

1 4 6




0

1

2

 =


8

17

16


which corresponds to the ciphertext string IRQ.

To decrypt we need the matrix inverse of K, which fortunately we computed earlier:

K−1 =


2 0 25

20 1 2

21 8 25

 .
So to decrypt we compute

K−1


8

17

16

 =


2 0 25

20 1 2

21 8 25




8

17

16

 =


416

209

704

 ≡


0

1

2


which corresponds to our original plaintext of ABC.
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Remark 1.40. Traditionally the ciphertext was written as a row vector and the encryption was

computed asBK, which is effectively equivalent (but not interchangeable: KB = (BTKT )T ).

Example 1.41. For a longer example, let’s take a block size of 2 and the key K =

[
3 1

5 2

]
.

We have detK = 3 · 2 − 5 · 1 = 1, and gcd(1, 26) = 1, so we know the matrix is invertible.

We can in fact compute the inverse, either the long way:[
3 1 1 0

5 2 0 1

]
→

[
1 9 9 0

5 2 0 1

]
→

[
1 9 9 0

0 −43 −45 1

]

=

[
1 9 9 0

0 9 7 1

]
→

[
1 0 2 −1

0 9 7 1

]

→

[
1 0 2 25

0 1 21 3

]

K−1 =

[
2 25

21 3

]
=

[
2 −1

−5 3

]
.

Or we can compute it the short way, by using equation (3), giving the same result.

Let’s encrypt the message “It was a dark and stormy night.” We first break the message

up into blocks:

IT WA SA DA RK AN DS TO RM YN IG HT

Then we convert each letter into a number:

08-19 22-00 18-00 03-00 17-10 00-13 03-18 19-14 17-12 24-13 08-06 07-19

We read each pair as a column vector and multiply by K:

K

[
8

19

]
=

[
43

78

]
≡

[
17

0

]
K

[
22

0

]
=

[
66

110

]
≡

[
14

6

]

K

[
18

0

]
=

[
54

90

]
≡

[
2

12

]
K

[
3

0

]
=

[
9

15

]
≡

[
9

15

]
and repeating this process gives us the string

17-00 14-06 02-12 09-15 09-01 13-00 01-25 19-19 11-05 07-16 04-00 14-21

which gives the ciphertext string

RA OG CM JP JA NA BZ TT LF HQ EA OV.

Known-plaintext attacks Unlike with a substitution or Vigenère cipher, it’s not entirely

trivial to recover the key even if you know a plaintext–ciphertext pair; but it is fairly easy.

This makes cribs very powerful against a Hill cipher.
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Suppose we again take a block size of two, and find that the plaintext message how are

you today corresponds to the ciphertext ZWS ENI USP LJVEU. Converting this to numbers

gives us the plaintext

07-14 22-00 17-04 24-14 20-19 14-03 00-24

and ciphertext

25-22 18-08 13-08 20-18 15-11 09-21 04-20

So how do we find the key K =

[
a b

c d

]
?

We know the plaintext block 07-14 is sent to the ciphertext block 25-22. This gives us

the equation [
a b

c d

][
7

14

]
=

[
25

22

]
.

But this isn’t, by itself, enough to find the matrix K.

If we look at the second pair, we get a similar equation[
a b

c d

][
22

0

]
=

[
18

4

]
.

We can view this as a system of four linear equations in four variables; we can render this

more compactly as [
a b

c d

][
7 22

14 0

]
=

[
25 18

22 4

]
.

Unfortunately, we can’t actually solve this system! In theory, we’d rearrange this to[
a b

c d

]
=

[
25 18

22 4

][
7 22

14 0

]−1

.

But det

[
7 22

14 0

]
= 0 − 14 · 22 = −308 and gcd(−308, 26) = 2 6= 1 so the matrix is not

invertible. Thus in effect we have two equations in four variables, which isn’t enough to solve

completely. (If somehow this was all the information you had, you could use it to seriously

limit the space of possible keys to make any sort of brute-force search much easier).

But the problem is that these first two plaintext blocks happen to create a non-invertible

matrix, which is relatively unlikely. So we can keep picking pairs of blocks until we find one

that works.

We need to avoid determinants that are divisible by 2 or 13, which means we can’t

possibly use the second, fourth, or seventh blocks; we can’t pair the first block with the
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third block either, but we can pair it with the fifth block. This gives us the equation:[
a b

c d

][
7 20

14 19

]
=

[
25 15

22 11

]
.

We compute[
7 20

14 19

]−1

=
1

7 · 19− 14 · 20

[
19 −20

−14 7

]
=

1

−147

[
19 6

12 7

]
≡ 1

9

[
19 6

12 7

]

≡ 3

[
19 6

12 7

]
=

[
57 18

36 21

]
≡

[
5 18

10 21

]
mod 26.

Thus we have[
a b

c d

]
=

[
25 15

22 11

][
7 20

14 19

]−1

≡

[
−1 15

−4 11

][
5 18

10 21

]
=

[
145 297

90 159

]
≡

[
15 11

12 3

]
.

Thus the key is K =

[
15 11

12 3

]
. And we can check that indeed

[
15 11

12 3

][
7 20

14 19

]
=

[
259 509

126 297

]
≡

[
25 15

22 11

]
mod 26.

Security The Hill cipher is still vulnerable to frequency analysis-type attacks, but it makes

them somewhat harder. Obviously single-letter frequencies are obscured; but if we take a

Hill cipher with n = 2 then we can look for common bigraphs and run a frequency analysis

on them; correctly identifying just two bigraphs will break the entire cipher. Similarly, to

break a n = 3 Hill cipher we look at common trigraphs and need three to break the entire

cipher.

Any “linear” cryptosystem is vulnerable to this sort of attack: if you can decrypt a small

portion of the ciphertext, you can then decrypt the whole thing. For this reason, most

cryptosystems are designed to be nonlinear.
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2 Encryption Theory

We’ve seen a few different classical cryptosystems now, and we’ve seen their strengths and

weaknesses. But how much better can we do? In this section we want to figure out what

the best cryptosystem we could use looks like—and how we can think about encryption

systematically.

2.1 Probability

A lot of our analysis of encryption systems and approaches to breaking them has relied on

statistical arguments. We mostly couldn’t prove that a Vigenère cipher had a key of length

five, or that a pssage was a simple substitution cipher, or that a ciphertext R corresponds

to a plaintext e. Instead we make guesses, and say they’re more or less likely, and then try

to weigh what is probably happening. And that benefits from a clear understanding of the

theory of probability.

Definition 2.1. A probability space consists of three pieces:

1. A set Ω, called the sample space;

2. A set fi of subsets of Ω, called the event space;

3. A function P : fi→ [0, 1] that satisfies some rules will list off in a minute.

The underlying idea here is that Ω is the set of all the things that can happen. So if we’re

rolling a die, Ω = {1, 2, 3, 4, 5, 6}. And we can ask questions like “what’s the probability of

rolling a 3?” But we can also ask questions like “what’s the probability of rolling an even

number?” So an event is a subset of the possible outcomes that we can measure and might

care about.

Then the probability function P tells us how likely a given event is. So we can describe a

set of outcomes, like “the die comes up odd” or “the die doesn’t roll a 2”, and P will output

a number between zero and one, which we call the probability of that event.

In practice in this course, Ω will always be a finite set, and fi will be the power set 2Ω

of every possible subset of Ω. In a full course in probability or statistics you would allow Ω

to be an infinite set, and then it generally turns out that you will have some subsets you

can’t measure the probability of. (If you’re familiar with the Banach-Tarski paradox, this is

related; if you want to know more, this is the domain of measure theory, which we cover in

Math 6214.)
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Example 2.2. Suppose we roll a die and flip a coin. Then our sample space

Ω =
{

(n,m) : n ∈ {h, t},m ∈ {1, 2, 3, 4, 5, 6}
}
.

We can define an event like “the coin comes up heads and the die roll is even”, which would

be the set

E = {(h, 2), (h, 4), (h, 6)} ⊂ Ω.

In this case we’d have P (E) = 1/4.

Example 2.3. Suppose we roll two dice but don’t care about which is which. Then our

sample space will be

Ω =
{

(1, 1), (1, 2), (1, 3), (1, 4), (1, 5), (1, 6), (2, 2), (2, 3), (2, 4), (2, 5), (2, 6),

(3, 3), (3, 4), (3, 5), (3, 6), (4, 4), (4, 5), (4, 6), (5, 5), (5, 6), (6, 6)
}

There are 21 possible outcomes here, but some of them are more likely than others.

P ({(1, 1)}) = 1/36, but P ({(1, 2)}) = 2/36.

So what properties does P need to satisfy for it to describe probability reasonably? We

can start with a couple of simple ones:

1. For each ω ∈ Ω, 0 ≤ P ({ω}) ≤ 1

2.
∑

ω∈Ω P ({ω}) = 1.

The first rule says that each outcome has a probability between can’t happen, at 0%, and

will definitely happen, at 100%. The second rule says that exactly one outcome will happen;

the chance of something happening is exactly 1.

Once we start thinking about multi-outcome events, we can say more complex things.

It’s not true in general that P (E ∪ F ) = P (E) + P (F ); for instance, on a single die,

P ({1, 2, 3}) = 1/2 and P ({2, 4, 6}) = 1/2, but

P ({1, 2, 3} ∪ {2, 4, 6}) = P ({1, 2, 3, 4, 6}) = 5/6 6= 1.

The problem here, though, is that one of the outcomes is getting counted twice; it appears

in both events! When that doesn’t happen, things work much more nicely.

Definition 2.4. We say that two events E and F are disjoint if E ∩ F = ∅.

3. If E and F are disjoint, then P (E ∪ F ) = P (E) + P (F ).
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We also want to be able to talk about when things don’t happen. We write EC for the

complement of the event E, so that EC = {ω ∈ Ω : ω 6∈ E}. So if E is all the events where

a thing happens, then EC is all the events where it doesn’t happen.

4. P (EC) = 1− P (E).

2.1.1 Conditional Probability and Bayes’s Theorem

We often have two events, and want to know what one tells us about the other. sometimes

the answer is nothing: E is equally likely to happen whether F does or doesn’t.

Definition 2.5. We say that two events E,F are independent if P (E ∩ F ) = P (E)P (F ).

Example 2.6. The classic example is rolling two dice: the probability of getting a 1 on the

first die doesn’t affect the probability of getting an odd number on the second die.

More formally: let Ω be the set of possible rolls of two dice, keeping track of which is

which. Thus Ω = {1, 2, 3, 4, 5, 6}2 =
{

(n,m) : n,m ∈ {1, 2, 3, 4, 5, 6}
}

. We can define events

E = {(n,m)inΩ : n = 1} the event where the first die rolls a 1, and F =
{

(n,m) ∈ Ω : m ∈
{1, 3, 5}

}
the event where the second die comes up odd. Then

P (E) = 1/6

P (F ) = 1/2

E ∩ F = {(1, 1), (1, 3), (1, 5)}

P (E ∩ F ) = 1/12 = 1/6 · 1/2.

Thus the events E and F are independent.

But if we set G = {(n,m) : n < 3} things are different. We have

P (E) = 1/6

P (G) = 1/3

E ∩G = E

P (E ∩G) = 1/6 6= 1/6 · 1/3.

Example 2.7. Now take Ω to be the space in example 3.3, where we roll two dice but forget

the order. We can take E to be the event that our roll includes a die with a 1, and F the
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event where our roll includes a die with a 2. Thus

E =
{

(1, 1), (1, 2), (1, 3), (1, 4), (1, 5), (1, 6)
}

F =
{

(1, 2), (2, 2), (2, 3), (2, 4), (2, 5), (2, 6)
}

P (E) = 11/36

P (F ) = 11/36

E ∩ F =
{

(1, 2)
}

P (E ∩ F ) = 2/36 6= 11/36 · 11/36.

Thus the events E and F are not independent. Informally, knowing that one of the dice

came up 2 does in fact make it less likely that one of the dice came up 1.

We can take that last informal idea and make it rigorous. We want to know, if a given

event E happens, how does that affect the probability of another event F?

Definition 2.8. Let E,F be events. The conditional probability of F given E is

P (F |E) =
P (F ∩ E)

P (E)
.

This measures the probability that F happens given that we know E has happened. In

essence, the denominator counts the number of ways that E can happen; the numerator

counts how many of those ways that F can also happen.

Example 2.9. Returning to example 5.7, we can ask the conditional probability of F given

E. We saw that P (E) = 11/36 and P (F ) = 11/36, but P (E ∩ F ) = 2/36. Then

P (F |E) =
P (F ∩ E)

P (E)
=

2/36

11/36
=

2

11
.

Thus if we know that at least one die came up 1, there’s only a 2/11 chance that at least one

die (the other die) came up 2.

Taking 2.8 of conditional probability and clearing denominators gives the pleasingly sym-

metric formula:

P (F |E)P (E) = P (F ∩ E) = P (E ∩ F ) = P (E|F )P (F ).

Rearranging this formula a little more gives the most famous theorem in probability theory:

Theorem 2.10 (Bayes). Let E,F be events. Then

P (E|F ) =
P (F |E)P (E)

P (F )
.
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This theorem is used a lot to figure out how to interpret new evidence; if seeing E makes

F more likely, this formula tells you how much more likely F is after seeing E.

Proposition 2.11. Let E,F be events. Then

1.

P (E) = P (E|F )P (F ) + P (E|FC)P (FC).

2.

P (E|F ) =
P (F |E)P (E)

P (F |E)P (E) + P (F |EC)P (EC)
.

Proof. 1.

P (E|F )P (F ) + P (E|FC)P (FC) = P (E ∩ F ) + P (E ∩ FC)

= P
(
(E ∩ F ) ∪ (E ∩ FC)

)
= P (E).

2. Substitute the formula from part (1) into Bayes’s Rule from theorem 2.10. This essen-

tially another way of stating Bayes’s Theorem.

Example 2.12. A famous and sadly relevant application of Bayes’s Theorem comes from

disease testing. Suppose we have a test for covid that is pretty good, but not perfect.

Suppose that if you have covid, there’s an 80% chance the test will give a positive result (the

sensitivity), and if you don’t have covid there’s a 80% chance the test will give a positive

result.

If you get a negative result, how likely arey ou to be uninfected?

The naive answer is something like 20%, but that isn’t true. It actually depends on how

common covid is. If we assume 2% of people have covid, then we can compute

P (C) = .02

P (−|C) = .2

P (−|CC) = .8

so using Bayes’s Rule, we can compute

P (C|−) =
P (−|C)P (C)

P (−|C)P (C) + P (−|CC)P (CC)

=
.2 · .02

.2 · .02 + .8 · .98

=
.004

.788
≈ .005.
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So if you get a negative test, there’s a roughly .5% chance that you actualy have covid

anyway. This is pretty good!

Conversely, if you get a positive test, how likely are you to actually have covid? We can

compute

P (C) = .02

P (+|C) = .8

P (+|CC) = .2

so using Bayes’s Rule, we can compute

P (C|+) =
P (+|C)P (C)

P (+|C)P (C) + P (+|CC)P (CC)

=
.8 · .02

.8 · .02 + .2 · .98

=
.016

.212
≈ .075.

Thus even if you test positive, you only have a 7.5% chance of actually having covid. False

positives aren’t super likely, but so many more people don’t have covid than do that there

will be far more false positives than real positives.

(That doesn’t mean this is a problem with real-world covid tests. Many of the tests are

reporting P (+|C) ≈ .8, as I suggested, but reporting P (+|CC) ≈ 0, which means there

will be almost no false positives. This changes the first calculation relatively little, but the

second one dramatically.)

2.1.2 Random Variables

We often don’t just care about events, but about their consequences, something we can

measure from them.

Definition 2.13. A random variable is a function X : Ω→ R.

Note that the notation here is confusing and annoying, but the idea isn’t: we have a

function from our set Ω that outputs real numbers. For reasons that are actually good,

we’re calling this function a “variable” and using the letter X to represent it.

Example 2.14. If Ω is the sample space of rolling two dice, we can define a random variable

X : Ω→ R to be the sum of the two dice rolled. So X(1, 2) = 3 and X(4, 6) = 10.
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We can use random variables to define events: in particular, for any real number x ∈ R,

we have three events

{ω ∈ Ω : X(ω) ≤ x} {ω ∈ Ω : X(ω) = x} {ω ∈ Ω : X(ω) ≥ x}.

Example 2.15. Continuing example 2.14, we can consider the event E = {ω ∈ Ω : X(ω) ≤
4}, the set of all rolls that give a value ≤ 4. This event is

E =
{

(1, 1), (1, 2), (2, 1), (1, 3), (2, 2), (3, 1)
}
.

We can also look at the event F = {ω ∈ Ω : X(ω) = 6, which would be

F =
{

(1, 5), (2, 4), (3, 3), (4, 2), (5, 1)
}
.

Given these events and a probability measure, we can define two functions:

Definition 2.16. Let X : Ω → R be a random varaible on a finite sample space. The

probability density function of X is denoted fX(x) and defined by

fX(x) = P (X = x).

The cumulative distribution function is denoted FX(x) and defined by

FX(x) = P (X ≤ x).

Example 2.17. Further continuing example 2.14, we can see that fX(1) = 0 since it’s not

possible to roll 1. fX(2) = 1/36, fX(5) = 4/36, and fX(15) = 0.

We can also compute FX(2) = 1/36, FX(5) = 1+2+3+4
36

= 10/36, and FX(15) = 1.

In general, for finite sample spaces we mostly think about the probability density function

(pdf), and for infinite or continuous sample spaces we think abou the cumulative distribution

function (cdf). In fact, in a continuous sample space we define the pdf to be the derivative

of the cdf. But in this class we’ll mostly just want the pdf.

It’s often helpful to do this procedure kind of backwards. We define the probability

density function we want, and use that to produce a random variable and a probability

distribution. Two common examples of this:

Example 2.18. The most common probability distribution we’ll see in this course is the

uniform distribution. A uniform distribution on the set S with n elements is given by a

random variable X satisfying fX(j) = 1/n if j ∈ S. This gives us a probability function on

the state space Ω = S defined by P ({i}) = fX(i).
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Example 2.19. A binomial distribution is defined by the function

fX(k) =

(
n

k

)
pk(1− p)n−k

where (
n

k

)
=

n!

k!(n− k)!
.

This models a situation where we make the same binary choice n times. If we do n “tests”

which each have a probability of succeeding p, then the probability of getting exactly k

successes is fX(k).

Finally, we often want to average our possible outcomes somehow.

Definition 2.20. Let X be a random variable that takes on the values x1, . . . , xn. Then the

expected value or mean of X is

E(X) =
n∑
i=1

xi · fX(xi)

=
n∑
i=1

xi · P (X = xi)

=
∑
ω∈Ω

P ({ω})X(ω).

Remark 2.21. This is a case of us being stuck with terrible terminology. The “expected

value” of a random variable is generally not a value you actually expect to get. In some

cases, like rolling a six-sided die, the expected value is not actually a possible value.

Example 2.22. If we’re rolling one die and want to calculate the expected value, we have

E(X) =
1

6
· 1 +

1

6
· 2 +

1

6
· 3 +

1

6
· 4 +

1

6
· 5 +

1

6
· 6 =

7

2
.

2.2 Information Theory

With these probability ideas set out, we can apply them to encryption. The first thing we

want to do is put down a formal definition of what we’re talking about. (This is one of the

core techniques of using math to reason about something, and generally the first step to a

mathematical approach to anything.)

Definition 2.23. A (symmetric) encryption system is composed of:

• A set of possible messages M
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• A set of possible keys K

• A set of possible ciphertexts C

• An encryption function e : K×M→ C

• A decryption function d : K× C→M

such that the decryption function is a partial inverse to the encryption function: that is

d(k, e(k,m)) = m e(k, d(k, c)) = c.

We often write ek(m) = e(k,m) and dk(c) = d(k, c). Thus for each k ∈ K, dk = e−1
k .

This implies that each ek is one-to-one.

Of course, some encryption systems are terrible. To be good, we’d like our cryptosystem

to have the following properties:

1. Given any k ∈ K,m ∈M, it’s easy to compute e(k,m).

2. Given any k ∈ K, c ∈ C, it’s easy to compute d(k, c).

3. Given a set of ciphertexts ci ∈ C, it’s difficult to compute dk(ci) without knowing k.

4. Given a collection of pairs (mi, ci), it’s difficult to decrypt a ciphertext whose plaintext

is not already known. (“known-plaintext attack”).

The first two principles make a cryptosystem practically usable; the third and fourth

make it secure. The fourth property is by far the most difficult to achieve. You’ll notice that

all of the cryptosystems we’ve studied so far satisfy the first two properties, and several of

them do at least okay on the third, none of them achieve the fourth at all.

(Recall that we didn’t do an unknown-plaintext attack on the Hill cipher, but we did

implement a known-plaintext attack).

These principles are particularly important because they provide security even if your

adversary knows the cryptosystem you’re using, but not the key. This insight is often called

Kerckhoffs’s Principle, after the nineteenth-century Dutch military cryptographer Auguste

Kerckhoffs, who wrote that a cryptosystem “should not require secrecy, and it should not

be a problem if it falls into enemy hands.” This was later reformulated by Claude Shannon

as Shannon’s maxim: “The enemy knows the system.”

This principle is practically important because, while it’s difficult to come up with an

entirely new cryptosystem; it’s relatively easy to generate a new key. We can change keys
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on a regular basis, and abandon the use of old keys that have been compromised; it’s much

more difficult to do the same thing with an entire cryptosystem. Similarly, keys are much

smaller than entire systems, so it’s easier to communicate them and keep them secret.

So what are the requirements for a cryptosystem to be secure in this manner? When is

the key enough to provide security?

2.2.1 Perfect Secrecy

Definition 2.24. A cryptosystem has perfect secrecy if knowing the ciphertext conveys no

information about the plaintext, even given knowledge of the cryptosystem.

Mathematically, if M is the set of possible messages, and C is the set of possible cipher-

texts, a system has perfect secrecy if P (m|c) = P (m) for all m ∈M and c ∈ C.

Here P (m) is the probability of the m message being m, and P (m|c) is the probability

of the message being m given that you know the ciphertext is c. Thus a system has perfect

secrecy if knowing the ciphertext gives you no information about the message.

Recall that Bayes’s theorem says P (a|b)P (b) = P (b|a)P (a). Thus a message has perfect

secrecy if and only if P (c|m) = P (c) for all m ∈ M, c ∈ C. Thus we can also say a

cryptosystem has perfect secrecy if knowing the message gives no information about the

ciphertext.

Example 2.25. Suppose we have a cryptosystem with two keys k1, k2; three messages

m1,m2,m3; and three ciphertexts c1, c2, c3. Assume that P (m1) = P (m2) = 1/4 and

P (m3) = 1/2. Further, suppose we have an encryption function given by the following

table:

m1 m2 m3

k1 c2 c1 c3

k2 c1 c3 c2

Let’s assume the keys are used with equal probability. Then we can compute the proba-

bility that the ciphertext is c2:

P (k1)P (m1) + P (k2)P (m3) =
1

2
· 1

4
+

1

2
· 1

2
=

3

8
.

However, this system does not have perfect secrecy, since P (c1|m3) = 0, or alternatively,

since P (m2|c2) = 0.
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Because the encryption function is one-to-one, we know that #C ≥ #M for any encryp-

tion system. (Every system we’ve studied has had #C = #M, since the plaintext is a string

of letters, and the ciphertext is an equal-length string of letters. But it’s easy enough to not

do this).

A system with perfect system has some other constraints.

Proposition 2.26. If a cryptosystem has perfect secrecy, then #K ≥ #M.

Proof. Fix some specific ciphertext c ∈ C with P (c) > 0. Recall that perfect secrecy means

that P (c|m) = P (c) for every m ∈M, so this means that P (c|m) > 0 for every m ∈M. (In

other words, if the ciphertext gives no information about the message, this means that any

possible ciphertext has to be possibly linked to any possible message).

Thus there is at least one key k such that e(k,m) = c. Further, by injectivity, this key

has to be different for each message: if e(k,m1) = c and e(k,m2) = c then m1 = m2. Thus

there is at least one key for each message, and thus #K ≥ #M.

Example 2.27. The Caesar cipher does not have perfect secrecy for messages of more than

one letter, since there are only 26 possible keys, and more than 26 possible messages.

The Vigenère and autokey ciphers do not have perfect secrecy for messages longer than

the keylength.

We’ve shown that for a cryptosystem with perfect secrecy #C ≥ #M and now #K ≥
#M. The most convenient possible world is when all three of these things are the same.

Theorem 2.28 (Shannon). Suppose a cryptosystem satisfies #K = #M = #C. Then the

system has perfect secrecy if and only if:

1. Each key k ∈ K is used with equal probability; and

2. For each m ∈M and c ∈ C there is exactly one k ∈ K with e(k,m) = c.

Proof. Suppose the cryptosystem has perfect secrecy. Let Sm,c = {k ∈ K : ek(m) = c}. To

prove (2) we just need to show that Sm,c contains exactly one element for each m and c.

By injectivity, we know that Sm1,c ∩ Sm2,c = ∅ if m1 6= m2—otherwise there would be

some key that encrypts both m1 and m2 to the same ciphertext c.

Further, Sm,c is non-empty for every pair m, c. Since the cryptosystem has perfect se-

curity, knowing the ciphertext gives no information about the plaintext—so knowing the

ciphertext is c can’t rule out the fact that the plaintext is m. Thus every ciphertext must

be reachable by every plaintext; so for each pair m, c, there is a key k such that ek(m) = c.
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Now fix some specific ciphertext c ∈ C. We know that for each m there is at least one

k ∈ Sm,c. But #M = #K by hypothesis, so there must be exactly one k for each m. Thus

Sm,c has exactly one element for each m.

Now we just want to prove (1), that each key is used with equal probability. But for any

k, c we can choose m = dk(c) and then because our encryption system has perfect secrecy,

we can compute :

P (m) = P (m|c) =
P (m, c)

P (c)
=
P (m, k)

P (c)
=
P (m)P (k)

P (c)

and canceling gives P (k) = P (c). Since this is true for every k and every c, we must have

P (k) and P (c) both constant; and in fact, P (k) = P (c) = 1
#C

.

Conversely, suppose our cryptosystem satisfies these conditions. Then given any m ∈
M, c ∈ C, there is exactly one k ∈ K with ek(m) = c.

Fix some ciphertext c. Then each plaintext corresponds to exactly one key; and each key

has the same probability; so each plaintext occurs with exactly the same probability. But

this is the definition of perfect secrecy.

Example 2.29 (The one-time pad). A one-time pad is a cryptosystem of the following form:

The message is a string of N letters. The key is a randomly generated string of N letters.

The ciphertext is obtained by adding each letter in the plaintext to the corresponding letter

of the key (mod 26). This is essentially a Vigenère cipher, with a key length equal to the

message length.

It’s clear that the one-time pad satisfied property (2) of theorem 2.28. As long as the

keys are generated uniformly at random, it also satisfies property (1), and this cryptosystem

has perfect secrecy.

Thus a properly-implemented one-time pad is mathematically perfectly secure. However,

it is rarely used becuase it is quite cumbersome, and we have many much less cumbersome

systems that are “good enough”.

Further, the proper implementation can be difficult; if your process for generating the

key is not perfectly uniformly random, then the cryptosystem is not perfectly secure, and it

is possible to break it with enough information.

Remark 2.30. The one-time pad is cumbersome, because they key has to be as large as the

message. But this is true for any cryptosystem with perfect secrecy, because we showed that

#K ≥ #M. So any system with perfect secrecy is necessarily awkward, and we rarely use

them.
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2.2.2 Entropy

Suppose a cipher doens’t have perfect secrecy. How much information do we actually need

to break it? Well, first we need to specify what we mean by “information”.

Definition 2.31. Let X be a random variable that takes on finitely many possible values

x1, . . . , xn with probabilities p1, . . . , pn. Then the entropy of X is given by

H(X) = H(p1, . . . , pn) = −
n∑
i=1

pi log2 pi

(adopting the convention that if p = 0 then p log2 p = 0).

Proposition 2.32 (Shannon). 1. H is continuous in each variable.

2. If Xn is a random variable uniformly distributed over n possibilities, then H(Xn) is

monotonically increasing as a function of n.

3. If X can be broken down into consecutive subchoices, then H(X) is a weighted sum of

H for the successive choices.

Further, any function with these three properties is a constant multiple of H.

Entropy measures the amount of information we get from a choice or evaluation of a

random variable.

Example 2.33. Supose X is a “random” variable that returns x1 with probability 1. Then

H(X) = −1 log2(1) = 0

because seeing the actual outcome gives no additional information over knowing the distri-

bution.

Example 2.34. Supose X is a uniform distribution over a set of size n. Then

H(X) = −
n∑
i=1

1

n
log2

1

n
=

n∑
i=1

log2(n)

n
= log2(n).

This makes sense—choosing uniformly from n things gives you about log2(n) bits of

information.

In particular, if X is a uniform distribution over the English alphabet, the entropy is

log2(26) ≈ 4.7.

Fact 2.35. Let X be a random variable with n possible outcomes. Then
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1. H(X) ≤ log2(n).

2. H(X) = log2(n) if and only if the distribution is uniform.

Thus entropy is maximized when the choice is maximally uncertain.

We said the entropy of a uniform distribution over the English alphabet is about 4.7 bits.

But in actual English, letters aren’t chosen at random! We can only really find the entropy

of written English experimentally, by testing large bodies of English.

If we simply look at the probability distribution over letters from a frequency chart, we

get H ≈ 4.132 per letter. The fact that this number is less than 4.7 reflects the fact that

not all letters are equally common.

However, English also doesn’t consist of random sequences of letters. Some bigrams

are more common that others. Taking bigram frequencies into account gives an entropy

estimate of approximately 3.56 per letter. Of course then we need to consider trigrams, and

quatragrams, and pentagrams, and in fact the entire infinite sequence; we experimentally

estimate that English has an entropy of about 1.5 bits per letter.

Thus written English is highly redundant: about 70% redundant. We can also say that

English has a redundancy of about 3.2 bits per letter. This doesn’t mean we can randomly

remove 70% of letters and still expect a readable message; it does mean that with a clever

algorithm, we can compress a message to 30% of its original bit count.

This sounds wasteful, but is a really useful property of language: if we needed to track

the difference between xkkyrosl and xkkyorsl carefully, reading would be quite difficult.

This also explains a semi-famous meme:

Aoccdrnig to rscheearch at Cmabrigde Uinervtisy, it deosn’t mttaer in waht oredr

the ltteers in a wrod are, the olny iprmoetnt tihng is taht the frist and lsat ltteer

be at the rghit pclae. The rset can be a toatl mses and you can sitll raed it

wouthit a porbelm. Tihs is bcuseae the huamn mnid deos not raed ervey lteter

by istlef, but the wrod as a wlohe.

(The claim as stated isn’t quite true; it’s possible to scramble words enough to make

reading difficult, especially if you move the first and last letters. But this does show the

redundancy in written English, since we can still understand a pretty badly scrambled mes-

sage.)
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2.2.3 Unicity distance

So what does entropy tell us about the practical ability to decrypt a message? How can we

use this redundancy to understand the security of a cryptosystem?

We can view a cryptosystem as using the key to remove information from the plaintext

to give us the ciphertext. But the key can only remove as much information as it contains; if

the key doesn’t remove all the redundancy, there’s enough information in principle to recover

the message.

Definition 2.36. The unicity distance for a given language and cipher is the length of an

original ciphertext necessary to, on average, have enough information to break the cipher.

Example 2.37. CWU as a Caesar cipher can be “GAY” or “VPN”. Without more context

there’s no way of telling. In fact the Caesar cipher has unicity distance of 2; most messages

over 2 characters are breakable, so this is an exception.

Example 2.38. Suppose ABCDE is the ciphertext from a simple substitution cipher. It

can be any word with no repeated letters; it could be “water” or “slope” or “maths” or a

number of other things.

Example 2.39. Suppose the ciphertext is still “ABCDE”, but this time we think the text

was enciphered with a Vigenère cipher with a keyword of 5 letters. In this case the plaintext

can be literally anything.

So how do we find the unicity distance? How do we know how much ciphertext we need?

Proposition 2.40. The unicity distance of a language and encryption scheme is the number

of bits in the key devided by the redundancy of the language.

Proof Sketch. A message of length n and redundancy r bits has a total redundancy of nr

bits. Thus if a key has more than nr bits it can remove all the information, and if it has

fewer it cannot.

Example 2.41. A Caesar cipher has 25 possible keys, which is 4.64 bits. 4.64/3.2 ≈ 1.45,

so you need at least 1.45 characters to decrypt a message enciphered with a Caesar cipher.

A simple substitution cipher has 26! possible keys, which is about 288. Thus there are

88 bits worth of keys. 88/3.2 ≈ 27.5 so you need at least 28 letters to decrypt a message

enciphered with a simple substitution cipher.

A Vigenere cipher with an N -letter keyword has 26N possible keys, for log2(26N) =

N log2(26) ≈ N · 4.7 bits. Thus the unicity distance is N · 4.7/3.2 ≈ N · 1.47.
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Remark 2.42. Remember that these are average minimums. You don’t want to promise

anyone you can break a simple substitution cipher with thirty characters of ciphertext, even

though it’s more likely to be possible than not.

Example 2.43. Earlier we mentioned one-time pads. By definition, a one-time pad has a

key length equal to the message length. Suppose we have an N -letter message. Then like

the Vigenère cipher there are 26N possible keys, worth ≈ 4.7N bits. The unicity distance is

4.7N/3.2 ≈ 1.47N letters.

But since the message is of length N < 1.47N , it is below the unicity distance, and we

can’t decrypt it. This is exactly what you’d expect, since a one-time pad has perfect secrecy

and thus can’t be decrypted at all.

We can think of a one-time pad as putting n bits of information in the key, and then

using that key to transmit n bits of information. The key can completely conceal all the

information in the message, since the key contains as much information as the message. But

this means the key isn’t any easier to communicate than the message itself is.

2.3 Inconvenience: the Cryptographer’s Friend

2.3.1 Diffusion and Confusion

An informal approach to understanding how hard a cipher is to crack comes from Claude

Shannon, who gave two properties a good cryptographic method should have:

Definition 2.44. An encryption method has good diffusion if changing one character of the

plaintext changes several characters of the ciphertext, and vice versa.

Definition 2.45. An encryption method has good confusion if each part of the ciphertext

depends on many parts of the key. This makes it hard to figure out the key from the

ciphertext.

Thus diffusion means that changes in the plaintext are spread out through the ciphertext;

while confusion means that changes in the key are spread out through the ciphertext. Each

of these properties makes frequency analysis harder, since they increase the extent to which

letters do not pair up one-to-one.

Simple substitution, Vigenère, and autokey ciphers have essentially no diffusion or con-

fusion; each plaintext letter corresponds to one ciphertext letter, in a way mediated by one

letter of the keyword. This makes them very susceptible to frequency analysis, as we saw in

previous lectures.
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The Hill cipher had better diffusion and confusion. Each letter of the ciphertext depends

on an entire block of the plaintext, and an entire row of the key matrix. (It would be better

if each letter of the ciphertext depended on the entire matrix).

This means that we had to do frequency analysis on n-grams instead of on individual

letters, which is much harder. (We mostly looked at cases where n = 2, but a realistic

implementation would want much larger blocks). It also means that guessing “some” of the

ciphertext doesn’t actually give us any of the entries in the key.

Diffusion and confusion do have one major downside: error propagation. A small er-

ror in the ciphertext will make the decrypted plaintext drastically different, and possibly

unreadable. (You may have noticed this in the homework, if you ever made an arithmetic

error—the rest of the decryption would come out as gibberish). But of course this is exactly

the property that makes it hard to decrypt—that guessing it halfway doesn’t give you enough

information to finish the cryptanalysis.

2.3.2 Complexity and big-O notation

In one sense, a Vigenère cipher isn’t any more secure than a Caesar cipher: we can break

either of them. And yet it’s clear that the Vigenère cipher is much more secure. What do

we mean by that?

Fundamentally, we care not just about whether it’s possible to break an encryption

scheme, but how much work it will take. If I can, mathematically, break your cryptosystem,

but only with a hundred years of work, that’s very much like not being able to break it at

all. So we want to measure how many steps of computation it takes to break a cipher.

At the same time, if it takes you a hundred years do actually encrypt a message, that’s

also very like not having an encryption system at all. We can make most cryptosystems take

longer by making the key larger, or by requiring more cumbersome computations everywhere,

including in the encryption. In a good cipher, we want encryption and decryption to be fast

if you have the key, but difficult if you don’t.

So we really want to measure the relative difficulty of using and of breaking the cipher.

And we want to see how these change as we make the key longer or shorter. To do that we

need to talk about big-O notation.

Definition 2.46. Let f(x) and g(x) be positive functions of x. We say that f is big-O of g,

and write f(x) = O(g(x)), if there are positive constants c, C such that f(x) ≤ cg(x) for all

x ≥ C.
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This represents the idea that when x is very big, f(x) will not be much bigger than g(x)..

Generally we’ll use this when f is a relatively complicated function, and we can replace it

with a simpler function g.

Proposition 2.47. If limx→∞
f(x)
g(x)

exists and is finite, then f(x) = O(g(x)).

Example 2.48. If f(x) is bounded for all x ≥ C, then we write f(x) = O(1).

It’s easy to see that x = O(x2). It’s also the case that 7x2 + 5x+ 3 = O(x2).

xn = O(2x) for any natural number n.

When we study algorithms, we use big-O notation to describe the running time of algo-

rithms. In particular, we want to compare the number of steps an algorithm takes to the

number of bits in the input, since computers operate in bits. (Importantly, this means that

if our algorithm takes a number n as input, we don’t want to think about the size of the

number n; instead we want to think about the number of bits it takes to represent n, which

is approximately log2(n)).

If an algorithm takes f(k) steps when given k bits as input, and f(kn) = O(g(k)), then

we say that the algorithm has a running time of O(g(k)).

If an algorithm is O(k`) for some constant ` > 0, we say that the algorithm runs in

polynomial time. (If ` = 1 then we say the algorithm runs in linear time; if ` = 2 we say it

runs in quadratic time, and so on). We consider polynomial-time algorithms to be “fast”.

If an algorithm is O(2ck) for some c > 0, we say the algorithm runs in exponential time.

Exponential time algorithms are considered “slow”. Thus in the ideal cryptosystem, encryp-

tion and decryption knowing the key will be polynomial-time computations, but decryption

without the key will be an exponential-time computation.

There is a third important category of subexponential time algorithms. These algorithms

are O(2εk) for every ε > 0. Thus they’re faster than exponential, but not necessarily as

fast as polynomial algorithms. For instance, an algorithm that runs in O(2
√
k) time is

subexponential, but significantly slower than polynomial.

Example 2.49. If you have the key, encrypting or decrypting a message with a Caesar

cipher is O(n): you need to do one addition for each letter (or bit) of the message.

(It may be useful to note that it’s O(n) regardless of whether n is the number of letters

or the number of bits. These are different but only by a constant factor: if n is the number

of letters then the number of bits is approximately 4.7n.)

Breaking a Caesar cipher, by finding the key from a ciphertext, is actually O(1). Regard-

less of how long the message is, we only need to try 26 possible keys, on a small portion of

the message.
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Example 2.50. The Vigenère cipher is O(n) to encrypt or decrypt if you have the key: it’s

still one addition for each letter.

Breaking the Vigenère cipher with the Kasiski test, by looking for all repeated trigrams

and counting offsets, takes O(n3) done in the naive way, since looking for repeated trigrams

requires a lot of comparison; it is O(n2) if you organize the work cleverly.

Breaking the Vigenère cipher by computing indices of coincidence for substrings is also

O(n). You only need to tally each letter once, and then you do some standarized additions

and comparisons.

Example 2.51. Enciphering or deciphering a Hill cipher message involves a matrix multipli-

ation. Multiplying an n×nmatrix by a n×1 vector requires n2 distinct integer multiplications

and so is O(n2).

Breaking the Hill cipher with a ciphertext-only attack is harder to analyze. Brute force

would have complexity O(n326n
2
), and a I found a paper with an algorithm of complexity

O(n13n).

This is exponential, and therefore actually really good complexity! You can improve this

with some frequency analysis tools, but I couldn’t find a good estimate how efficient that is.

The main reason the Hill cipher is insecure is the vulnerability to a known-plaintext attack.

Modern cryptosystems are difficult to find keys for even if you have multiple plaintext-

ciphertext pairs.

2.3.3 One-way functions and P 6= NP

One of the major goals of encryption is to create a one-way function. This is an invertible

function f such that f(x) is easy to compute, but f−1(x) is difficult to compute.

In particular, if we have a one-way function f : {0, 1}n → (Z/26Z)N that outputs a

sequence of numbers mod 26, we can get a secure cipher. We can exchange an integer, and

then use the same integer to generate an arbitrary-length keystream. From an information-

theoretic perspective, the entropy of the keystream is no greater than the entropy of the key;

if you know our key has only ten bits of information, there are only 1024 possible keystreams

and you can check them all. And finding ten bits worth of keystream will be enough to

identify the key.

But if we have a practically one-way function, then that doesn’t help. They keystream

might have enough information to determine the key uniquely, but figuring out the key

from the keystream could be computationally too difficult. This is the theory that modern
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keystream ciphers use: some complicated, hard-to-invert function that generates a large and

unpredictable keystream from a relatively short key.

Unfortunately, it’s not entirely clear that one-way functions are even possible in theory!

We’d like a function that can be computed in polynomial, but only inverted in exponen-

tial time. And this runs into one of the most famous and important problems in modern

mathematics.

We say an algorithm is in the class P if it runs in polynomial time. But we say it is

in NP, for “nondeterministic polynomial”, if an answer can be checked in polynomial time.

(Formally, a problem is in NP if there is an algorithm using random components that runs

in polynomial time if it gets maximally lucky. So if you can check an answer in polynomial

time, you can use the algorithm “guess an answer and check if it’s correct”, and since you’re

perfectly lucky you would guess the correct answer first.)

If computing a function is in P then inverting it is always in NP: if I tell you that z is

f−1(y), you can check my answer in polynomial time by computing f(z) and seeing if you

get y.

It is widely believed that there are problems that are in NP but not in P—problems

where the answers are easy to check, but not easy to find. But this isn’t known for sure. In

1999, the Clay Mathematics Institute listed seven important problems, called the Millennium

Problems, and attached a $ 1 million dollar prize to each of them. One of these problems is

to prove (or disprove) that P 6= NP.

There is a large class of problems known as NP-complete problems. This class includes

the Traveling Salesman problem, the Knapsack problem, the Subset Sum problem, and the

3-satisfiability problem. If any one of these problems has a polynomial-time solution, then

all of them do, and all NP problems are in P. We’ll revisit some of these problems towards

the end of the cours.

Almost all reasonable cryptographic algorithms involve algorithms in NP, since we want

to be able to encrypt and decrypt quickly with the key. Thus we can essentially never prove

that a practically usable cryptosystem is secure without proving that P 6= NP as a lemma.

Instead we have to satisfy ourselves with proving relative security: show that decryption

is at least as hard as a problem that we think is hard and don’t yet know how to solve. If we

show that decryption is NP complete, that doesn’t mean it’s definitely secure. But it does

mean that it’s as good as we can reasonably do.
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2.4 Coding Theory

We have one last topic we want to note before moving onto the third section of the course

and studying modern encryption schemes. This is the idea of encoding of messages.

We’d like to use mathematical tools and techniques for encryption. As you may have

noticed, it’s easier to do math with numbers than it is with sentences. So we’d like a way to

turn our sentences into numbers.

We saw a first approach to this in section 1.1.2, where we interpreted every letter as

a number modulo 26. This allowed us to see a text as a sequence of letters mod 26, an

approach we used effectively for the Hill cipher in section 1.4.3.

But this approach has a lot of limitations. The most obvious might be the inability to

encode spaces in our message; we also can’t encode punctuation or extra letters for other

languages. We can solve those problems by working in a larger modulus; a lot of sources

suggested working mod 29, which has some mathematical advantages we’ll see soon.

But we’d like to do something more systematic than these ad hoc adjustments. And this

approach also has a second downside: the need to work with sequences of numbers, rather

than one large number. Both of these problems can be solved by working in binary.

Seven binary digits gives 128 possible numbers. In the 1960s, the American Standards

Institute came up with an encoding system for basic English text, called the American

Standard Code for Information Interchange (ASCII), as seen in figure 2.1.

Thus one character can be represented by a number from 0 to 127, which can be repre-

sented by a string of seven (or eight) bits. Then a sequence of characters can be represented

as an extended sequence of bits, which can then be reinterpreted as a number.

Example 2.52. In section 1.2.5 we looked at the binary string

01010000 01001111 01001011 01000101 00100000 00110101 00111001 00110100 00110101

00111000 00101100 00110110 00110010

which corresponds to the text POKE 59458,62. We can view this entire string as a single

104-digit binary number, which translates to 6362793312790922647425965110834 in decimal.

We can now do whatever mathematical operations we want to that number, and at the

end of the process convert it back to a binary string and thus a sequence of ASCII characters.
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000 ␀ (nul) 016 ␐ (dle) 032 048 0 064 @ 080 P 096 ‘ 112 p

001 ␁ (soh) 017 ␑ (dc1) 033 ! 049 1 065 A 081 Q 097 a 113 q

002 ␂ (stx) 018 ␒ (dc2) 034 " 050 2 066 B 082 R 098 b 114 r

003 ␃ (etx) 019 ␓ (dc3) 035 # 051 3 067 C 083 S 099 c 115 s

004 ␄ (eot) 020 ␔ (dc4) 036 $ 052 4 068 D 084 T 100 d 116 t

005 ␅ (enq) 021 ␕ (nak) 037 % 053 5 069 E 085 U 101 e 117 u

006 ␆ (ack) 022 ␖ (syn) 038 & 054 6 070 F 086 V 102 f 118 v

007 ␇ (bel) 023 ␗ (etb) 039 ’ 055 7 071 G 087 W 103 g 119 w

008 ␈ (bs) 024 ␘ (can) 040 ( 056 8 072 H 088 X 104 h 120 x

009 (tab) 025 ␙ (em) 041 ) 057 9 073 I 089 Y 105 i 121 y

010 ␊ (lf) 026 (eof) 042 * 058 : 074 J 090 Z 106 j 122 z

011 ␋ (vt) 027 ␛ (esc) 043 + 059 ; 075 K 091 [ 107 k 123 {

012 (np) 028 ␜ (fs) 044 ’ 060 < 076 L 092 \ 108 l 124 |

013 ␍ (cr) 029 ␝ (gs) 045 - 061 = 077 M 093 ] 109 m 125 }

014 ␎ (so) 030 ␞ (rs) 046 . 062 > 078 N 094 ^ 110 n 126 ~

015 ␏ (si) 031 ␟ (us) 047 / 063 ? 079 O 095 _ 111 o 127 ␡

Figure 2.1: A table of ASCII encodings

Example 2.53. Let’s encode the message Stop. Our table tells us that we have

S→ 83 = 64 + 16 + 2 + 1→ 01010011

t→ 116 = 64 + 32 + 16 + 4→ 01110100

o→ 111 = 64 + 32 + 8 + 4 + 2 + 1→ 01101111

p→ 112 = 64 + 32 + 16→ 01110000.

So we get the binary string 01010011 01110100 01101111 01110000 which works out to

112 + 111 · 256 + 116 · 2562 + 83 · 2563 = 1400139632.

Depending on your goals, there are better systems for encoding text. Modern computers

use unicode, which allocate two or three bytes to each character to allow the printing of

thousands of glyphs and emoji (the smiley face symbol, for instance, corresponds to the hex

value 01F60A and thus the binary string 00000001 11110110 00001010 ).

Remark 2.54. There are also improvements to encoding schema we can use if we want to

prioritize some other goals. Error-correcting codes such as Hamming codes are robust to
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transmission mechanisms that have a chance to flip bits, at the cost of requiring more space

to transmit a given message. Compression codes such as Shannon coding work in the other

direction: they compress messages to make them as short as possible, but allowing small

errors to have large effects. You can even combine both ideas to get messages that are both

shorter and more robust to errors than the original. We may revisit these ideas towards the

end of the course, but we’ll leave them aside for now.

Now that we can turn strings into large numbers, we could use an affine cipher or a Hill

cipher or something to encrypt them. (If we work on eight-byte blocks, then each block can

take on values of up to 264 ≈ 2 · 1019, so we can work modulo 264.) I think (though I’m not

sure) that even an affine cipher would be resistant to a ciphertext-only attack if the modulus

is large enough.

But as we’ll see in the next section, we can do much better.
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3 The Discrete Logarithm Problem and Public Key

Encryption

Now that we’ve laid a theoretical groundwork, we can look at the types of encryption algo-

rithms that are in widespread use today. This section will combine two big ideas: we will do

asymmetric encryption by leveraging the mathematical difficulty of the discrete logarithm

problem.

3.1 Key Exchange

One of the major limitations on the algorithms we’ve discussed—and many we haven’t—is

the problem of key exchange. Any symmetric encryption algorithm requires the two parties

to exchange a key in secret. This can often be difficult, since the whole point of cryptography

is to protect your communications from evesdroppers.

Modern algorithms allow us to exchange keys in public, in a way that does not give

evesdroppers access to the key even if they can overhear and understand the message. An

algorithm that enables this is called a key exchange algorithm.

We illustrate the basic idea with a physical analogue. Suppose you want to send presents

to a friend, but need to send them inside a locked box—otherwise the presents will be stolen

out of the box during transit. This is a problem, since you don’t have any locks that your

friend has a key to. So you need to find a way to send the friend a key—without the key

itself being stolen out of the locked box.

One solution is to pack a key inside a box that can be locked with two separate padlocks.

Lock one, and then send the box to your friend. Your friend can’t open the box, but they

can put their own padlock on the box. Now neither of you can open it alone.

Your friend sends the box back to you, and you remove your lock. Send the box back

to your friend, and they can remove their own lock and now retrieve the key you originally

packed. You have successfully exchanged a key without ever sending it unlocked, despite the

fact that you and your friend originally did not have a shared key.

Our task for the day will be to find a mathematical way to implement this idea.

3.1.1 Merkle’s Puzzles

The first variant of this idea was developed by Ralph Merkle in 1974. He suggested the

following algorithm:
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Algorithm 3.1. 1. Bob generates N different symmetric keys and attaches an identifi-

cation code i to each of them.

2. For each key, Bob encrypts a message of the form “This is the ith key on my list.

The key is Ki.” He uses an encryption algorithm that is possible but computationally

expensive to brute force.

3. Bob sends Alice all N of the messages generated this way. Alice chooses one at random

and brute-force decrypts it, and sends the identifier to Bob.

4. Bob and Alice can now communicate using the symmetric key they have agreed on.

Notice that Alice only needs to brute-force decrypt one of the messages Bob sends. How-

ever, if Eve does not know which message Alice chose, so if she intercepts Bob’s transmission,

she must decrypt all of them to find the identifiers and know the¡ key Alice and Bob are

using.

However, while Eve’s job here is harder than Alice’s, it’s not enough harder—it’s at most

quadratically harder, which isn’t generally considered a good enough speed advantage for

secure cryptography.

3.2 Diffie-Hellman key exchange

Diffie-Hellman key exchange is an algorithm first published by Diffie and Hellman in 1976. (It

was actually discovered in 1975 by James H. Ellis, Clifford Cocks, and Malcolm J. Williamson

of British intelligence, but their discovery wasn’t declassified until 1997).

Algorithm 3.2. Alice and Bob wish to exchange a key. They follow the following steps:

1. Choose a large prime p, and a non-zero integer g ∈ Z/pZ×.

2. Alice chooses a secret integer a, and Bob chooses a secret integer b. Neither party

reveals this integer to anyone.

3. Alice computes A ≡ ga mod p and Bob computes B ≡ gb mod p, and they (publicly)

exchange these values with each other.

4. Now Alice computes A′ ≡ Ba mod p and Bob computes B′ ≡ Ab mod p.

5. A′ ≡ B′ mod p, so Alice and Bob use this shared information as their key.
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Remark 3.1. Technically this doesn’t exchange a key so much as create a commonly known

key. But it does allow Alice and Bob to mutually share information to get a mutual key,

without sharing the key with evesdroppers.

Proposition 3.2. A′ ≡ B′ mod p.

Proof. A′ ≡ Ba ≡ (gb)a ≡ (ga)b ≡ Ab ≡ B′ mod p.

Example 3.3. A toy example: Suppose Alice and Bob have chosen the prime 29 and the

primitive root 2. (These are terrible choices for security). Alice chooses a secret key a = 7

and Bob chooses a secret key b = 17. Then Alice computes A = ga = 27 ≡ 12 mod 29; and

Bob computes B = gb = 217 ≡ 21 mod 29.

Alice sends A = 12 to Bob, and Bob sends B = 21 to Alice. Eve can observe both these

numbers, which are public knowledge.

Then Alice computes A′ = Ba = 217 ≡ 12 mod 29, and Bob computes B′ = Ab = 1217 ≡
12 mod 29. So Alice and Bob have a shared secret of 12.

Example 3.4. Suppose Alice and Bob are working with the prime modulus p = 941 and

primitive root g = 627. Alice chooses a secret key a = 347, computes A = ga = 627347 ≡ 390

mod 941; and Bob chooses b = 781 and compute B = gb = 627781 ≡ 691 mod 941.

Alice sends the number 390 to Bob, and Bob sends the number 691 to Alice. Both of

these numbers are visible to Eve and are public knowledge. Then Alice computes

A′ = Ba = 691347 ≡ 470 mod 941.

And Bob computes

B′ = Ab = 390781 ≡ 470 mod 941.

Now Alice and Bob have a secret number 470 in common that Eve doesn’t know.

So how secure is this, really? Remember that for any sort of encryption algorithm, we

want it to be easy for Alice and Bob to compute, but expensive for Eve to compute. We

first need to talk about what it means for a computation to be easy or hard.

3.2.1 Security of Diffie-Hellman

First let’s look at the computation Alice and Bob need to do. Each of them needs to do

exponentiations: Alice first computes ga and then she computes Ba. (Bob computes gb and

Ab, which is exactly the same process, so we’ll just look at Alice for simplicity).
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So how do we do a large exponentiation mod p? The obvious and naive method is to

compute g, g2, g3, g4, . . . , ga. So in our toy example 3.3 Alice would compute

21 = 2 22 = 4 23 = 8 24 = 16

25 = 32 ≡ 3 26 ≡ 6 27 ≡ 12.

This is totally manageable when a and p are this small, but when they get bigger, this leads

to a large number of multiplications. Alice will have to conduct a multiplications to compute

ga, and another a multiplications to compute Ba, so in total she will need to conduct 2a

multiplications. This algorithm is thus O(a).

But this is actually an exponential algorithm! Remember we don’t care about the size

of the number that is the input; we care about the number of bits. And the number of bits

involved is k ≈ log2(a). Since a = 2k by definition, we see that this algorithm is O(2k), and

thus exponential time.

Fortunately, Alice has an easier algorithm.

Algorithm 3.3. 1. Compute g2k for 2k ≤ a. That is, compute g, g2, g4, g8, . . . , g2k . We

can do this by repeated squaring, without computing intermediate powers.

2. Now express the exponent a in binary. That is, write a = c0 + c1 ·2+ c2 ·22 + · · ·+ ck2
k,

where ci ∈ {0, 1}.

3. Now we can compute

ga = gc0+c1·2+c2·22+···+ck2k = gc0gc1·2gc2·2
2 · · · gck2k

= gc0(g2)c1(g22)c2 · · · (g2k)ck .

But we already know g2i for each i, and the ci are all either 0 or 1 so don’t involve any

computation. So we only have to multiply up to k things together here.

With this algorithm, we do k squarings to compute the g2i , and we do k multiplications

to finally compute ga, so we need to do 2k total multiplications and this algorithm is O(k).

Since k is the number of bits of input, this algorithm is a linear-time algorithm.

Example 3.5. Let’s see how this applies to our toy example 3.3. Alice wanted to compute

27 mod 29.

We first compute every 2kth power of g, so we compute

21 = 2 22 = 4 24 = 16 28 = 256 ≡ 24.
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Then we write a in binary; that is, we write 7 = 1 + 2 + 22. So we have

27 ≡ 220 · 221 · 222 ≡ 2 · 4 · 16 ≡ 64 ≡ 12.

So Alice and Bob can do their work naively in about O(2k) time, or cleverly in O(k).

What about Eve?

Remember that Eve sees the numbers A ≡ ga mod p and B ≡ gb mod p. She needs a

way to find A′ = B′ ≡ gab mod p. How can she do this?

The only known way to solve this problem is to compute at least one of a or b. We

haven’t proven that there’s not a more efficient algorithm, but we don’t know of one. So in

practice, Eve wants to solve the following problem:

Discrete Logarithm Problem: Given a modulus p and integers g and A, find an

integer x such that gx ≡ A mod p.

Once Eve has solved this problem, she has all the information that Alice does.

There is again a naive algorithm for this. Compute g, g2, g3, . . . mod p, and stop when

you get A as an output. This algorithm will take about a multiplications. Thus the algorithm

is O(a) = O(2k), and exponential.

We do in fact know a better algorithm for solving the Discrete Logarithm problem.

Fortunately for cryptography purposes, it’s not much better.

Algorithm 3.4 (Shanks’s Babystep-Gianstep Algorithm). Suppose we have a prime number

p and a primitive root g, and an integer A, and we want to find an integer x such that gx ≡ A

mod p. Then

1. let n = 1 +
⌊√

p
⌋
. Thus n >

√
p.

2. (Baby steps) Calculate g0, g1, g2, . . . , gn mod p. Find an inverse for gn mod p.

3. (Giant steps) Calculate A,A · g−n, A · g−2n, . . . , A · g−n2
mod p.

4. Find a match between these two lists, so that we have gi ≡ hg−jn.

5. Then x = i+ jn is a solution to gx ≡ h mod p.

Remark 3.6. This algorithm is named after Daniel Shanks, and was first discovered by

Alexander Gelfond in 1962.

Proposition 3.7. Shanks’s algorithm solves the discrete logarithm problem in O(
√
p · log2 p)

time.
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Proof. First we show that the algorithm is O(
√
p · log2 p). The lists in steps 2 and 3 each

involve about n computations, so we have 2n ≈ 2
√
p computations there. Each computation

will less than log2 p steps.

Step 4 requires finding matches between two lists; this is a standard computer science

task, and takes about log2 the length of the lists, and thus is O(log2 p). This winds up trivial

when added to the previous steps. So the whole algorithm is O(
√
p · log2 p).

Now let’s prove the algorithm works. If x is the solution to gx ≡ A mod p, we can

write x = nq + r for 0 ≤ r < n by the division algorithm. Since a ≤ x < p, we know that

q = x−r
n
< N

n
< n since n >

√
N .

So gx ≡ A mod p is the same as gr ≡ A · g−qn mod p, restricted to 0 ≤ r < n and

0 ≤ q < n. Our list from step 2 is a list of gr, and our list from step 3 is a list of A · g−qn.

So these lists will have a common element, and finding it will give us x = r + qn.

Example 3.8. 23 is prime, and 10 is a primitive root modulo 13. Let’s solve 10x ≡ 7

mod 23.

Following Shanks’s algorithm, we see that 4 <
√

23 < 5 so we set n = 5.

We compute 1, 10, 102, 103, 104, 105:

100 101 102 103 104 105

1 10 8 11 18 19

We need an inverse of 105 ≡ 19 ≡ −4; we see that −6 will be an inverse modulo 23, so our

inverse is −6 or 17.

Now we compute 7 · (−6)i:

7 · (−6)0 7 · (−6)1 7 · (−6)2 7 · (−6)3 7 · (−6)4 7 · (−6)5

7 4 22 6 10 9

We find a 10 on both lists, corresponding to r = 1 and q = 4. Thus we have x = qn+r =

4 · 5 + 1 = 21. And we check that indeed, 1021 ≡ 7 mod 23.

Example 3.9. 37 is a prime number, and 5 is a primitive root modulo 73. Let’s solve

5x ≡ 13 mod 37.

Following Shanks’s algorithm, we see that 6 <
√

37 < 7 so we set n = 7.

We compute 1, 5, 52, . . . , 57: we get

50 51 52 53 54 55 56 57

1 5 25 14 33 17 11 18
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We find an inverse of 57 ≡ 18. We see that 2 · 18 = 36 ≡ −1, so the inverse of 18 is −2.

Now we compute 13 · 5−in and we get

13 13 · 5−7 13 · 5−14 13 · 5−21 13 · 5−28 13 · 5−35 13 · 5−42 13 · 5−49

13 13 · −2 13 · (−2)2 13 · (−2)3 13 · (−2)4 13 · (−2)5 13 · (−2)6 13 · (−2)7

13 11 15 7 23 28 18 1

We see that there’s a matching 11 on both lists, corresponding to r = 6 and q = 1, so we

have x = 1 · 7 + 6 = 13. And we can check that 513 ≡ 13 mod 37, as desired.

3.3 The Discrete Logarithm and the Order of an Integer

In section 3.2 we talked about the discrete logarithm problem: given a modulus p and

integers g and A, find an integer x such that gx ≡ A mod p. Clearly in the specific context

of breaking Diffie-Hellman, this equivalence has a solution. But when should it have a

solution in general? And why do we call this a logarithm?

Recall that in the real numbers, the logarithm loga(b) is the (unique) solution to the

equation ax = b. We can define an analog of this operation in modular arithmetic, after we

lay some groundwork.

Definition 3.10. Let m be a positive integer. We call a number a ∈ Z/mZ a unit modulo

m if a has an inverse modulo m. We denote the set of units modulo m by Z/mZ×.

If p is a prime, then Z/pZ× = {1, 2, . . . , p− 1}.

Recall from section 1.4.2 that a is a unit modulo m if and only if gcd(a,m) = 1. Thus if

we take m = p to be prime, everything becomes much nicer.

Theorem 3.11 (Fermat’s Little Theorem). Let p be a prime. If gcd(a, p) = 1, then ap−1 ≡ 1

mod p.

Sometimes, we instead say that ap ≡ a mod p. These two statements are equivalent.

Remark 3.12. This theorem was first proven by Leonhard Euler.

Every element will give us 1 if we raise it to the power of p− 1 modulo p. Some elements

don’t need quite so high a power. For instance, of p = 11 then we have 102 = 100 ≡ 1

mod 11. But others will not reach 1 until the power gets all the way to p− 1.

Definition 3.13. We say that a number g ∈ Z/pZ is a primitive root modulo p if the

set {g, g2, g3, . . . , gp−1} = Z/pZ×—that is, if raising g to successive powers gives every unit

modulo p.
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Necessarily, if the p− 1 elements of {g, g2, . . . , gp−1} hit all p− 1 elements in Z/pZ, then

there are no repetitions.

Example 3.14. 3 is a primitive root mod 7, since we have 3, 9 ≡ 2, 6, 18 ≡ 4, 12 ≡ 5, 15 ≡ 1.

2 is not a primitive root mod 7, since we get 2, 4, 8 ≡ 1 and we hit a repetition before we

get every element of Z/7Z×.

But 2 is a primitive root mod 11, since we get 2, 4, 8, 16 ≡ 5, 10, 20 ≡ 9, 18 ≡ 7, 14 ≡
3, 6, 12 ≡ 1.

And we just saw that 10 is not a primitive root mod 11.

There’s no algorithm for finding primitive roots; all you can do is keep trying until one

of them works. 2 often but not always works. We can reduce the time it takes to test a

number with the following fact:

Fact 3.15. If g ∈ Z/pZ× then #{gi mod p : 1 ≤ i ≤ p− 1}|p− 1.

Thus in particular, if we compute g, g2, . . . , g(p−1)/2 and we haven’t found a number equiv-

alent to 1, then we know g is a primitive root.

Definition 3.16. Let p be prime, g a primitive root mod p, and h ∈ Z/pZ×. Then if x is

a natural number such that gx ≡ h mod m, we say that x is a discrete logarithm of h to

the base g modulo m. The problem of finding a solution to this congruence is the Discrete

Logarithm Problem.

Some authors will call this the index of h with respect to g, denoted indg(h).

As posed here, the Discrete Logarithm Problem always has a solution. In fact it will

always have infinitely many, because if x is a solution then x + n(p − 1) is also a solution

for any n ∈ Z. We generally take “the” solution to have the property that 0 ≤ x ≤ p − 2.

(Notice that this same problem comes up in complex analysis, where the logarithm is only

defined modulo 2πi).

Example 3.17. We know that 2 is a primitive root mod 11. So what is log2(6) mod 11?

We compute 2, 4, 8, 16 ≡ 5, 10, 20 ≡ 9, 18 ≡ 7, 14 ≡ 3, 6, so log2(6) = 9.

Example 3.18. 3 is a primitive root mod 7. What is log3(4) mod 7?

We compute 3, 9 ≡ 2, 6, 18 ≡ 4 so log3(4) = 4.

Example 3.19. 2 is a primitive root mod 29. What’s log2(7) mod 29?

We compute 2, 4, 8, 16, 32 ≡ 3, 6, 12, 24, 48 ≡ 19, 38 ≡ 9, 18, 36 ≡ 7. So log2(7) = 12.
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Remark 3.20. Like the problem of finding a primitive root, there isn’t really a much better

way to find the discrete logarithm of a number than just trying things until one works.

You can get a speed up from O(p) (trying all p − 2 possibilities), to to O(
√
p) with clever

algorithms, but that doens’t help as much as you’d think against the inherent exponential

growth.

The modular logarithm maintains many of the same properties that the real-number

logarithm has.

Fact 3.21. 1. logg(1) = 0

2. logg(ab) ≡ logg(a) + logg(b) mod p− 1

3. logg(a
r) ≡ r logg(a) mod p− 1.

Remark 3.22. Property (2) tells us that logg is a group isomorphism from Z/pZ× to Z/(p−
1)Z.

3.3.1 The order of an integer

We can develop these ideas a little further to handle cases where the modulus isn’t prime.

But the statements are a bit more complicated.

Definition 3.23. Let m be a positive integer. We define the Euler totient function φ(m) to

be the number of integers between 0 and m that are relatively prime to m.

There is a straightforward way to compute φ(m), but it’s a bit too complicated to explain

here. We will state the limited result that if p, q are primes, then φ(p) = p− 1 and φ(pq) =

(p− 1)(q − 1), which we will need.

Now we can state a generalization of Fermat’s little theorem 3.11:

Theorem 3.24 (Euler’s Theorem). If a,m are natural numbers and gcd(a,m) = 1, then

aφ(m) ≡ 1 mod m.

Example 3.25. Let p = 7 and q = 11. We can see that, for instance,

36 = 33 · 33 ≡ (−1)(−1) ≡ 1 mod 7

310 = (32)5 ≡ (−2)5 ≡ −32 ≡ 1 mod 11

360 = (34)15 ≡ 415 ≡ (43)5 ≡ (−13)5 ≡ −13(132)2 ≡ −13(15)2

≡ −39 · 75 ≡ −39 · (−2) ≡ 1 mod 77
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Remark 3.26. Fermat’s little theorem is a special case of Euler’s theorem, and follows from

the fact that if p is prime then φ(p) = p− 1.

Euler’s theorem implies that for any number a, there is at least one integer r such that

ar ≡ 1 mod m. This allows us to give the following definition:

Definition 3.27. Let a,m be integers, and suppose gcd(a,m) = 1. Then the order of a

mod m, written ordm(a), is the smallest positive integer r such that ar ≡ 1 mod m.

We observe that 1 ≤ ordm(a) ≤ φ(m) for any a.

Example 3.28. ord7(2) = 3 since 23 = 8 ≡ 1, and no smaller number works.

ord7(3) = 6 since that’s the smallest power of 3 that gives us 1; we have 3, 2, 6, 4, 5, 1.

ord10(3) = 4 since we compute 3, 9, 7, 1.

Remark 3.29. A number g is a primitive root mod p if and only if ordp(g) = p − 1. More

generally, g is a primitive root mod m if and only if ordm(g) = φ(m).

Fact 3.30. ar ≡ as mod m if and only if r ≡ s mod ordm(a).

In particular, if r ≡ s mod φ(m) then ar ≡ as mod m.

3.4 Public Key Cryptography

In section 3.2 we discussed a public key-exchange algorithm, in which two parties can securely

exchange an encryption key over an insecure connection, so that they have access to the same

key but an evesdropper does not.

This week we will study an even more significant advance: the ability to do encryption

without a shared secret key at all.

3.4.1 Trapdoor functions

Recall that in section 2.3.3 we talked about one-way functions, such that f is easy to compute

but f−1 is difficult to compute. To do asymmetric encryption well, we want something a bit

more complex.

A trapdoor function is a function f that’s easy to compute, and difficult to invert—

unless you have some extra information, called trapdoor information, that makes inverting

the function easy.

So the usual setup we’ll look for will be something like this:

• A keygen algorithm that produces a pair of keys (kpub, kpriv) called the public key and

the private key ;
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• an encryption algorithm ekpub : M → C that uses a public key to encrypt a message;

and

• a decryption algorithm dkpriv : C→M that uses the private key to decrypt the message.

And the goal is to set this up so that knowing the public key doesn’t allow you to (easily)

determine the private key, and also that knowing the public key and the ciphertext doesn’t

allow you to (easily) determine the plaintext.

If Alice wants to send a message to Bob, she needs him to generate his own keypair

and publish his own public key. This leads to the practice among many seriously security-

minded internet users of listing a public key on their website for authentication and encrypted

communications.

3.4.2 The El-Gamal Cryptosystem

The El-Gamal Cryptosystem is a public-key cryptosystem originally described by the Egyp-

tian mathematician Taher Elgamal in 1985. Its security relies on the difficulty of computing

a discrete logarithm, and acts in a sense as an extension of the Diffie-Hellman process we

discussed in section 3.2.

Algorithm 3.5 (El-Gamal Cryptosystem). First Alice generates a private key and a public

key.

1. Choose a large prime number p, and an element g ∈ Z/pZ such that ordp(g) is a large

prime number. This step is not at all trivial, and thus tends to be pre-standardized;

everyone uses the same p and g.

2. Alice chooses a secret number a, which we call the private key. She does not share this

number with anyone.

3. Alice computes A ≡ ga mod p, and publishes it. We call this number the public key

because it is released to the public.

Now suppose Bob wishes to send Alice a number 2 < m < p.

1. Bob generates a random number k, called the ephemeral key. This key is kept secret,

and also discarded after this single message is sent.

2. Bob computes c1 ≡ gk mod p and c2 ≡ mAk mod p. He sends Alice the message

(c1, c2).
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How does Alice decrypt the message? She has to use her private key a.

1. Alice computes x ≡ ca1 mod p, and then x−1 ≡ c−a1 mod p. (Alternately, she can just

compute x−1 ≡ cp−1−a
1 mod p and skip computing x at all).

2. Alice then computes c2x
−1 mod p, which is equivalent to m.

Remark 3.31. The message is a number between 2 and m, and so takes log2(m) bits to

represent. The ciphertext consists of two integers between 2 and m, and thus takes 2 log2(m)

bits to represent. This the El-Gamal cryptosystem expands messages by a factor of two.

Remark 3.32. The requirement that ordp(g) is a large prime defeats a specific attack based on

something called quadratic reciprocity, which tells us whether a number is a square modulo

p.

This requirement is generally met by taking the large prime p to be of the form 2q + 1

where q is also prime. We can check that any element either has order 1, 2, q, or 2q, and we

want one with order q. Most choices will have order either q or 2q.

If g is a primitive root mod p then ordp(g
2) = q. But the easiest way to find an appropriate

base g for the ElGamal algorithm is to simply choose a number and raise it to the q power;

if this is equivalent to 1 mod p, we have what we’re looking for.

Proposition 3.33. The decryption step of Algorithm 3.5 works. That is, c2x
−1 ≡ m mod p.

Proof.

c2x
−1 ≡ c2(ca1)−1

≡ (mAk)(gak)−1

≡ (mgak)g−ak

≡ mgakg−ak ≡ m mod p.

Example 3.34. Suppose we take p = 467 and g = 4. Alice chooses a = 155 as her private

key, and computes A ≡ ga ≡ 4155 ≡ 43 mod 467. (She can do this computation using the

fast exponentiation algorithm from section 3.2.1). Alice publishes the number A.

Now suppose Bob wants to send the message m = 42 to Alice. Bob himself chooses an

ephemeral key k = 187. He computes:

c1 ≡ gk ≡ 4187 ≡ 456 mod 467

c2 ≡ mAk ≡ 42 · 43187 ≡ 67 mod 467.
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Bob sends Alice the message (456, 67).

Alice wishes to decrypt the message. She computes:

x ≡ ca1 ≡ 456155 ≡ 413 mod 467

x−1 ≡ cp−1−a
1 ≡ 147 mod 467

m ≡ c2x
−1 ≡ 67 · 147 ≡ 9849 ≡ 42 mod 467.

Remark 3.35. Note a very important property here: Bob will send a different ciphertext

depending on his random choice of k, but Alice will decrypt it to the same message regardless

of Bob’s choice of k. This means that there are many different ciphertexts corresponding to

the same plaintext; this is why the ciphertext (which is a pair of integers) has twice as many

bits as the plaintext (which is a single integer).

3.4.3 Cryptanalysis of El-Gamal

We have no ability to prove that the cryptanalysis of any reasonable algorithm is difficult,

because that would effectively require proving P 6= NP (and possibly more!). But we can

prove that decrypting one algorithm is “at least” as hard as decrypting another. We can

prove that breaking an El-Gamal cipher is at least as hard as breaking a Diffie-Hellman key

exchange.

In particular, suppose Alice and Bob are doing a Diffie-Hellman key exchange, and are

overheard by Eve. But Eve has an ElGamal oracle: a machine that will take in an ElGamal

public key and ciphertext, and reveal to her the corresponding plaintext. Thus this works if

Eve has any efficient way to break an ElGamal cipher—whether it involves actually finding

the private key or not.

So Eve overhears Alice’s transmission of A ≡ ga mod p and B ≡ gb mod p, and she

wants to compute gab mod p. We saw in section 3.2.1 that there’s no known efficient algo-

rithm for doing this; the best option we have is to compute a discrete logarithm.

But with her oracle, Eve chooses a random number c2. She tells her oracle that the

public key is A and the ciphertext is (B, c2). By definition, the oracle returns to her the

“plaintext”:

m = (ca1)−1c2 ≡ (Ba)−1 · c2 ≡ (gab)−1 · c2.

Eve can then invert this number m, and compute m−1 · c2 ≡ gab the private key that Alice

and Bob have exchanged.
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This doesn’t tell us that breaking ElGamal is hard, because we don’t know for sure that

breaking Diffie-Hellman is hard. But it does prove that ElGamal is at least as secure as

Diffie-Hellman, because if we can break ElGamal then we can also break Diffie-Hellman.

Also notice that if it’s possible to break ElGamal without computing an explicit discrete

logarithm, it is also possible to break Diffie-Hellman without a discrete logarithm.

3.4.4 Complexity and Implementations

Looking at the algorithm for ElGamal, we see that encrypting a message requires two ex-

ponentiations, and thus with the fast exponentiation algorithm ElGamal is O(log2(p)). De-

cryption requires one exponentiation, and so is also O(log2(p)).

However, while the second exponentiation in the encryption step isn’t important asymp-

totically, it does double the amount of computation necessary to encrypt a message—and

the number of bits that need to be transmitted, since a single k bit number is encrypted to

be a pair of k bit numbers.

In order to save on these extra computations and bit transmissions, we often use ElGamal

in a hybrid setup. The “true” message is encrypted with a symmetric cryptosystem, which

can provide the same security for less up-front computation. Then the key is encrypted with

the ElGamal cryptosystem.

3.5 The RSA Cryptosystem

Though ElGamal is a useful cryptosystem, it is not the first public-private key cryptosystem

that was invented or published.

The RSA algorithm was published by Rivest, Shamir, and Adleman in 1978. It was first

discovered by Clifford Cocks in 1973 (in conjunction with James Ellis), but this fact was not

declassified by the British government until 1997.

Algorithm 3.6 (RSA Cryptosystem). Suppose Alice wants to send a message to Bob.

First Bob must create and publish a public key, and compute a private key for himself.

1. Bob chooses two primes p, q and computes N = pq. He also computes M = (p−1)(q−
1).

2. Bob chooses a number e such that gcd(e,M) = 1.

3. Bob publishes the pair (N, e). This is his public key. Bob does not publish p or q or

M .
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4. Bob computes the inverse of e modulo M , and calls it d. Thus d solves ed ≡ 1 mod M .

Bob’s private key is the pair (M,d).

Now Alice wishes to send Bob an integer m with 1 ≤ m < N .

1. Alice computes c ≡ me mod N . She sends c to Bob.

2. Bob computes cd mod N and receives Alice’s message m.

Proposition 3.36. The decryption step of Algorithm 3.6 works. That is, cd ≡ m mod N .

Proof. Recall that ed ≡ 1 mod (p− 1)(q − 1) = φ(N), and thus aed ≡ a1 mod N by 3.30.

cd ≡ (me)d

≡ med

≡ m1 ≡ m mod N.

Example 3.37. Bob chooses the primes p = 73 and q = 89. He computes N = pq = 6497.

He also computes M = (p− 1)(q − 1) = 72 · 88 = 6336, but does not share this with anyone

Bob chooses the exponent e = 83 and checks that gcd(83, 6336) = 1. He then computes

d ≡ e−1 ≡ 6107 mod 6336.

Bob publishes the public key (N, e) = (6497, 83). The pair (M,d) = (6336, 6107) is his

private key, which he keeps private.

Suppose Alice wishes to send Bob the message 300. Alice computes

c ≡ 30083 ≡ 4955 mod 6497.

She sends Bob the message 4955.

Bob computes

cd ≡ 49556107 ≡ 300 mod 6497

and recovers the message Alice wished to send.

Remark 3.38. These calculations are quite easy on computers with good algorithms, but are

quite tedious to do by hand, especially since they tend to involve large numbers.

You can do all of this on Wolfram Alpha, including typing in “inverse of 83 mod 6336”.

Example 3.39. Bob chooses the primes p = 199 and q = 577. He computes N = pq =

114823
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3.6 Breaking RSA

In order to decrypt the ciphertext, Eve needs to solve a congruence of the form xe ≡ mod N .

If Eve knows the values of p and q this is straightforward, and she can decrypt the message

in exactly the same way that Bob can. As far as we know, there’s no better way of breaking

RSA than trying to factor N , but that doesn’t mean there isn’t a way we don’t know about.

So how hard is factoring? It turns out to be quite difficult with current knowledge. The

obvious thing to do is to just try dividing by a lot of numbers; this algorithm is about O(N),

which we should recall is exponential in k = log2(N) and thus slow.

The next method is called Fermat factorization, and leverages the identity a2 − b2 =

(a + b)(a − b). Thus we can convert factoring problems into problems about writing N

as a difference of squares. With some clever choices, this method works in something like

O( 4
√
N) time with basic optimizations—which is subexponential, but still much worse than

polynomial time.

With substantial optimization, we get the Quadratic Sieve, which runs in time

O
(
e
√

log(n) log log(n)
)
.

The best currently-known factorization algorithm for large numbers is the General Num-

ber Field Sieve, which runs in time

O
(
e

3
√

64/9 ln(n)1/3 ln(ln(n))2/3
)
.

This is only more efficient than the quadratic sieve for numbers larger than 10100, but numbers

used for cryptography are necessarily over that threshhold.

To get realistic security against modern computer-based attacks, we use moduli with

about 1024 bits of entropy, which are 300-digit numbers when written in base 10. Thereare

a series of standard moduli used for RSA encryption, with names like RSA-512 for the 512-bit

RSA modulus.

Modern software can factor a 128-bit number on a desktop computer in less than 2

seconds, a 256-bit number in under two minutes, and a 320-bit number in under two hours.

In 2009, Benjamin Moody successfully factored RSA-512 in 73 days on a desktop com-

puter. RSA-768 has been factored in 1500 CPU-years over two real-time years. No larger

RSA number has been known to be factored. Both of these attacks used the general number

field sieve.

In contrast, there’s no known security advantage to using a large e instead of a small

one. But it makes some people nervous, because we don’t know there isn’t an advantage.
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3.6.1 Pollard’s p− 1 method

I want to explain one advanced factoring algorithm, which highlights some of the interesting

features in factorization. This algorithm is only O( 4
√
N), just like difference of squares

and Shanks-derived approaches would be; but it points to some of the special features of

factorization that make the quadratic and number-field sieves work.

We have a large number N = pq and we want to find p and q. Pollard observed that if we

have a large number L such that p− 1 divides L and q− 1 does not, then we can find p and

q without too much trouble. Just as RSA encryption depends on the relationship between

pq and (p− 1)(q − 1), this algorithm will exploit that same relationship to break RSA.

In particular, we see that L = i(p− 1) for some i, and L = j(q − 1) + k for some j and

some k 6= 0. If we assume that p, q - a, then by Fermat’s little theorem, we know that aL ≡ 1

mod p. This means that p | aL − 1.

We also have

aL = aj(q−1)+k = akaj(q−1) ≡ ak mod q.

Thus we see that it is very likely that q - aL − 1. And these two facts together allow us

to factor N : it’s easy to see that gcd(aL − 1, N) = p in this case. But there’s an efficient

algorithm for computing the gcd of two numbers:

Algorithm 3.7 (Euclidean Algorithm). Let a, b be integers with a > b > 0. We can compute

gcd(a, b) by the following algorithm:

1. Set r0 = a and r1 = b.

2. For each i ≥ 1, we can divide ri−1 by ri and compute the remainder term. Set ri+1

equal to this remainder.

3. Repeat until we get rk+1 = 0. Then gcd(a, b) = rk.

Example 3.40. Let us compute gcd(20, 78). We have r0 = 78 and r1 = 20. Then we

compute

78 = 3 · 20 + 18 r2 = 18

20 = 1 · 18 + 2 r3 = 2

18 = 9 · 2 + 0 r4 = 0

and thus gcd(20, 78) = r3 = 2.
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Example 3.41. Let’s compute gcd(94012, 33396). We have r0 = 94012 and r1 = 33396.

94012 = 2 · 33396 + 27220 r2 = 27220

33396 = 1 · 27220 + 6176 r3 = 6176

27220 = 4 · 6176 + 2516 r4 = 2516

6176 = 2 · 2516 + 1144 r6 = 1144

2516 = 2 · 1144 + 228 r7 = 228

1144 = 5 · 228 + 4 r8 = 4

228 = 57 · 4 + 0 r9 = 0

so gcd(94012, 33396) = r8 = 4.

Fact 3.42 (Lamé). For any pair of natural numbers a, b, the Euclidean algorithm takes at

most log2(ab) steps to find (a, b).

For any pair of natural numbers a > b, the Euclidean algorithm takes at most 5 log10(b)

steps to find (a, b).

So if we can find a large number L that fits our requirements—p−1 | L and q−1 - L—then

we have a polynomial time algorithm for factoring N . But how do we find this?

Pollard says: first, we hope things work out well. And if they work out well, maybe p−1

doesn’t have any large factors, but is the product of a bunch of small numbers. And if this

is true, it will divide n! for some small n. So we can compute gcd(an!− 1, N) for some small

n values and hope that one of them gives us the answer we want.

In order to make this practical, we need to do a couple numeric reductions. The number

an! grows very large very quickly, even if we take a = 2; for instance, we know that 10! =

3628800 and thus 210! has roughly a million digits in base 10, or 3.6 million bits. 2100! has

10157 digits and can’t be represented physically in the known universe. But since we just

want the greatest common divisor with N , we can do all our calculations mod N , which will

keep the numbers much smaller.

Further, if we already know an!, it’s easy to compute a(n+1)! = (an!)n+1. So if we luck

out, the following algorithm will work:

Algorithm 3.8 (Pollard’s p− 1 algorithm). Set a1 = 2. Then for each i > 1:

1. Let ai = aii−1.

2. Compute d = gcd(ai − 1, N).
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3. If 1 < d < N then d is one of our prime factors of N , and we can stop.

4. Otherwise, repeat for the next i up.

How efficient is this? Computing an! mod N is O(2n log2(n)), which is roughly linear in

n. If p− 1 is made up of many small factors, then n will be small relative to p− 1, and this

will be efficient; but if p has large prime factors then n will be fairly large relative to p− 1

and this is not efficient.

Example 3.43. Suppose we want to factor 1411. We’ll take a1 = 2, and then:

• a2 = 22 = 4, and gcd(3, 1411) = 1.

• a3 = 43 = 64, and gcd(63, 1411) = gcd(63, 25) = 1.

• a4 = 644 = 16777216 ≡ 426 mod 1411, and gcd(425, 1411) = gcd(425, 136) = gcd(136, 17) =

17.

Thus 17 is a non-trivial factor of 1411.

This particular problem can be guarded against: when Bob chooses his secret primes p

and q, he can check that neither p−1 nor q−1 factors entirely into small primes. (Factoring

in general is hard, but checking that there are large prime factors is not, because you just

have to test-divide by all the “small” prime factors. Basically, Bob’s checking step is always

more efficient than Eve’s Pollard p− 1 algorithm.

3.6.2 Factoring with the Discrete Logarithm

RSA and ElGamal have many similarities, despite being based on different problems (integer

factoring and the discrete logarithm, respectively). It turns out that this isn’t an accident;

both of these problems are examples of something called the hidden subgroup problem for

finite abelian groups.

But we can also draw a more direct connection: if we can solve the discrete logarithm

problem efficiently, then we can also factor large numbers efficiently.

Algorithm 3.9 (Factoring with Discrete Logarithms). Suppose we want to factor a number

N .

1. Choose a random a < N .

2. Compute gcd(a,N) with the Euclidean algorithm.
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3. If this gcd is not 1, then we have a factor of N .

4. Otherwise, find r = loga 1 mod N . (This is believed to be hard, but we’re assuming

we have a way to compute discrete logs).

5. If r is odd, start over with a different a.

6. If ar/2 ≡ ±1 mod N , start over with a different a.

7. Otherwise, we have ar/2 +1, ar/2−1 6≡ ±1 mod N , and (ar/2 +1)(ar/2−1) = ar−1 ≡ 0

mod N . So gcd(N, ar/2 + 1) and gcd(N, ar/2 − 1) will be non-trivial factors of N .

Remark 3.44. There is a quantum computer algorithm that can solve the problem in step

4, known as Shor’s Algorithm. Thus both ElGamal and RSA are vulnerable to a quantum

computer. I’m hoping to talk about this at the end of the course.

Currently the largest number that has been successfully factored on a quantum computer

is 21.

The other direction is more subtle and complicated, and doens’t work as well as we’d

like, but still works okay; if we could factor large numbers reliably, we would also be able to

compute many discrete logarithms easily.

3.7 Elliptic Curves

One of the deepest, coolest, and most interesting fields of mathematics is the subject of

elliptic curves. Fortunately for us, they’re also widely used in cryptography today.

3.7.1 Groups and Fields

We need to introduce two fundamental ideas from algebra.

Groups

Definition 3.45. A group is a set G and a binary operation ? : G × G → G with the

properties that:

1. There is an identity element e ∈ G such that e ? g = g ? e = g for all g ∈ G;

2. For every g ∈ G, there is an inverse element g−1 such that g ? g−1 = g−1 ? g = e;

3. And the operation is associative, i.e. for every f, g, h ∈ G we have (f ?g)?h = f ?(g?h).
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By convention we treat this operation as multiplication. A group always reflect some

sort of symmetries; any time you have a collection of symmetries or a repeating pattern you

can describe it as a group.

Example 3.46. 1. The integers with the operation of addition form a group Z.

2. The non-zero rational numbers with the operation of multiplication form a group Q.

3. The set of integers mod n, with the operation of addition mod n, forms a group Z/nZ.

4. The set of invertible n× n matrices with the operation of matrix multiplication form

a group, called the general linear group of degree n or GL(n).

5. The set of n×nmatrices with determinant 1 with the operation of matrix multiplication

form a group called the special linear group of degree n or SL(n).

6. The set of rotations of a circle, with the operation of composition, form a group.

7. The set of permutations of a n-element set, with the operation of composition, forms

a group called the symmetric group on n letters or Sn.

You’ll note that in some of these groups, the operation is commutative: a+ b = b+ a. In

others, like matrix multiplication or the permutations, the operation is not commutative. In

general we don’t assume groups are commutative; but many of the groups we’re interested

in in this class are.

Definition 3.47. Let (G, ?) be a group. If the operation ? is commutative, i.e. g ? h = h? g

for all g, h ∈ G, then we say G is an abelian group.

If G is an abelian group, we often write + for the operation and write −g for the inverse

of g and 0 for the identity. We never use addition notation if our group is not abelian.

We often want to fix an element g and consider the set of all the group elements we can

get just from g.

Definition 3.48. Let g ∈ G. Then the set {gn : n ∈ Z} is called the subgroup of G generated

by g, often notated 〈g〉.
The size of this group is the order of g, and is the least positive integer m = ordG(g)

such that gm = e.

If there is some g ∈ G such that G = 〈g〉, we say that G is cyclic and that g is a generator

for G.
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This should sound very familiar from section 3.3.1. This is in fact a generalization; the

idea of a generator here corresponds to the idea of a primitive root modulo m. We can also

generalize one further fact:

Fact 3.49. If G is a group of order n and g ∈ G then ordG(g)|n.

Fields A field is in essence a set in which we can do addition, multiplication, and division.

Formally:

Definition 3.50. A field is a set K together with two operations + and ·, such that

1. K is an abelian group under the operation +;

2. The set K \ {0} of non-zero elements of K is an abelian group under ·;

3. and we have the distributive law k(x+ y) = kx+ ky.

Example 3.51. 1. The real numbers, the rational numbers, and the complex numbers

are all fields.

2. The integers are not a field, since they don’t form a group under multiplication: there

are no inverses. The requirement that we have a group under multiplication is what

allows division.

The most important example for us is Z/pZ. This clearly forms a group under addition.

Further, we know that every non-zero element is invertible mod p, so the non-zero elements

form a group under multiplication. Thus Z/pZ is a field. It is in fact the only field of order

p, and when we’re thinking of it as a field we often denote it Fp.
In contrast, if m is composite, then Z/mZ is not a field, since any factor of m will not

be invertible mod m.

Typically when we’re looking for solutions to some equation, we need to specify the field

we’re working in. We know this already: The equation x2 − 2 = 0 has solutions in the reals

but not in the rationals, and x2 + 1 = 0 has solutions in the complex numbers but not in the

reals.

For our cryptographic applications, we typically want to be working in the field Fp for

some large prime p. But the important idea here is that most of our algebra works the same

in any field. We can add, subtract, multiply, and divide the same way regardless.
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3.7.2 Elliptic Curves

Definition 3.52. An elliptic curve over a field K is a smooth projective curve over K of

genus 1, together with a point defined over K.

That...doesn’t mean very much. Let’s try again.

Definition 3.53. An elliptic curve over a field K is given by an equation of the form

y2 = x3 + Ax+B (4)

where A,B ∈ K, provided that the discriminant ∆ = 4A3 + 27B2 6= 0. The set of solutions

to this equation with coordinates in K is the set of points of the elliptic curve, and is denoted

E(K).

We say a curve written this way is in Weierstrass Form.

The condition on the discriminant guarantees that the cubic does not have any repeated

roots; if we factor x3 +Ax+B = (x−α1)(x−α2)(x−α3), then ∆ = 4A3 + 27B2 6= 0 if and

only if α1, α2, α3 are distinct. This turns out to be important for the group law we wish to

build.

Remark 3.54. An elliptic curve is not an ellipse. The name comes from the relationship to

elliptic integrals, which are the integrals you need to compute the circumference of an ellipse.

Over the complex numbers, an elliptic curve forms a torus. Over the reals, we get a

characteristic pinched curve or circle-and-wiggle curve.

Elliptic curves start off as an example of a basic number theory question: when does a

given equation have solutions in the rational numbers? But elliptic curves have a very nice

property that makes this question in some ways much easier: the group law.

Bezout’s Theorem The group law depends on a result from algebraic geometry known as

Bezout’s Theorem. We say that a planar curve is of degree d if it is defined by a polynomial

whose highest term is degree d.

Theorem 3.55 (Bezout’s Theorem). Suppose C1 is a curve of degree d and C2 is a curve of

degree e. Then there are exactly e · d points in the intersection C1 ∩C2, up to some technical

conditions.

It’s actually really easy to come up with counterexamples to Bezout’s Theorem without

the technical conditions. One is that Bezout’s Theorem holds over the complex numbers but
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not over the reals (since, say, the intersection of x = −1 and x = y2 has no real solutions

but two complex solutions). This condition won’t actually be important for the application

we care about.

There are two other technicalities that are more important. The first is that when

we’re counting the number of intersections, some of them count “more than once”. This

corresponds to the idea that (x − 1)5 has one root “five times”, and thus we can say that

any degree-d polynomial has exactly d roots over the complex numbers.

We can visualize some of this by thinking of the intersection of a circle and a line. If the

line doesn’t hit the circle, then they have no real intersections (but two complex intersections,

since the line has degree 1 and the circle has degree 2 ). If the line goes through the circle,

then there are two actual real intersections we can see. And if the line is tangent to the

circle, there is one intersection but it counts twice.

The second, and most interesting, is the introduction of points “at infinity”. The lines

y = 1 and y = 2 are each degree 1, so should intersect at exactly one point. Obviously they

have no points in common, though. We introduce “points at infinity” so that any pair of

parallel lines has exactly one intersection. (The formalization of this idea is called “projective

geometry”).

Definition 3.56. We can define an equivalence relation on R3\{(0, 0, 0)} by saying (a, b, c) ∼
(x, y, z) if there is a real number r such that r(a, b, c) = (x, y, z). Thus, two points are

equivalent if they are on the same line through the origin.

We define the (real) projective plane P2(R) to be the set of these equivalence classes.

Another way of looking at this is that P2(R) is the set of lines through the origin in R3.

Why do we call this a plane? Well, if we look at all the points such that z 6= 0, we can

normalize them so that z = 1. Then we have a collection of points {(x, y, 1) : x, y ∈ R},
which forms a plane. But we’re also left with some “extra” points, where z = 0. These give

us our “points at infinity”.

Why do we call this a “projective” plane? The plane defined by z = 1 is a plane one unit

above the origin. So what we’re doing is we’re taking every point and projecting it through

the origin onto this plane. Our extra points, with z = 0, don’t actually project onto this

plane when we draw a line through the origin. But we can imagine them projecting on to

the “edge” of the plane at infinity.

(The weirdest thing about this, perhaps, is that different infinite directions give different

points, but directly opposite directions give the same point; the line through the origin and
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(1, 0) is the same as the line through the origin and (0, 1). Thus the “boundary” of the plane

doubles up on itself.

Geometry and the Group Law How does this let us find points on an elliptic curve?

The elliptic curve has degree 3, so any line should intersect it in exactly three points. Thus

if we have any two points on an elliptic curve, we can draw a line through the two points

and find a third point of intersection.

This won’t get us terribly far on its own, though—we just get one new point. In order to

get us out of the rut we could get stuck in, we actually reflect our new point across the line

y = 0—because every y in our defining equation is squared, then whenever (x, y) is a point

on the curve, so is the point (x,−y).

Definition 3.57. Let P,Q be two points on an elliptic curve. We can draw a line through

them and find a third point on the elliptic curve, which we’ll call R. Let R′ be the reflection

of R across the x-axis. Then we define P ⊕Q = R′.

Remark 3.58. This is very specifically not the result we’d get by adding the coordinates of

P and Q; doing that will probably not give another point on the elliptic curve.

There are a couple special cases we need to deal with. The first is when our line has

intersection with multiplicity. In particular, the only way this can happen is if the line is

tangent to the elliptic curve, in which case it intersects it with multiplicity two at the point

of tangency. So if the line through P and Q is tangent to the curve at P , then our point

R from this algorithm is just P . And if we want to compute P ⊕ P then we draw the line

tangent to the curve at P and find the third point of intersection (and then reflect across

the x-axis).

The other special case is to reintroduce the projectivity. Recall that Bezout’s theorem

only holds if you allow points at infinity. In particular, we say that every elliptic curve

contains a point at infinity which is intersected by every vertical line; we call this point O.

Remark 3.59. We can actually recast our “addition” law as drawing a line through P and Q

and finding the third point of intersection R; and then drawing a line through R and O and

finding the third point of intersection R′, and then defining P ⊕ Q = R′. This is the same

definition as earlier, slightly generalized.

How does the ⊕ operation work with O? Every line through O and another point is

vertical. So we can see that if P is any point, then the line through O and P also intersects the

reflection of P across the x-axis; reflecting this back across the x-axis gives P , so O⊕P = P .

Thus O is an identity for the ⊕ operation.
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(You might want to check here that O⊕ O = O. This is in fact true, because a line can

intersect O with multiplicity 3. But proving that is far beyond the scope of this discussion,

so we’ll just take it as a definition for now).

We’d like to show that this operation gives us an abelian group. The operation is clearly

commutative, since the line through P and Q is the same as the line through Q and P .

Associativity is straightforward, but incredibly tedious. And we already have an identity.

So we just need to show that we have inverses.

Let P be a point, and let Q be the reflection of P across the x-axis. Then the line through

P and Q is vertical, and the third point of intersection is O. The line through O and O has

its third point of intersection in O, so we see that P ⊕ Q = O, and by definition Q is an

inverse of P . Thus in general we notate the reflection of P across the x-axis by −P .

Proposition 3.60. Let E be an elliptic curve defined over a field K. Then the set of points

E(K) forms a group under the operation ⊕ defined above.

Definition 3.61. We write P −Q for P ⊕ (−Q) and we write nP = P ⊕ · · · ⊕ P .

This operation can be characterized in another, possibly more intuitive way.

Fact 3.62. If P,Q,R are points of an elliptic curve all on the same line, then P⊕Q⊕R = O.

Thus if P,Q,R are all on the same line, then P ⊕Q = −R.

3.7.3 Elliptic Curves over Q

Let’s first discuss elliptic curves over the rational numbers. These are not per se useful for

cryptography, but they have two nice properties. One is that they’re in many ways more

theoretically rich and interesting; the other is that they are far easier to visualize.

It’s a very difficult question in general to find all the points on an elliptic curve—or,

indeed, any of them. It’s not trivial to figure out whether an elliptic curve has any points

over Q other than O. The primary use of the group law is to constrain how many points an

elliptic curve can have, and then to help us find them. If we start with one point, we can

use the group law to repeatedly add it to itself to generate more.

Fact 3.63. If E(Q) is finite, then either E(Q) = Z/nZ for n ∈ {1, 2, . . . , 9, 10, 12}, or

E(Q) = Z/2Z× Z/nZ for n ∈ {2, 4, 6, 8}.

Conjecture 3.64. Exactly 50% of elliptic curves have an infinite number of points.
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However, if we do have a point, we can do arithmetic with it straightforwardly. Suppose

we want to add the points (x1, y1) and (x2, y2). Then the line including both of these points

will have equation

y =
y2 − y1

x2 − x1

(x− x1) + y1. (5)

If we substitute this into our elliptic curve equation, we should get three solutions for x; two

of them will be x1 and x2, and the third will be x3, the x-coordinate we’re looking for. We

plug x3 back into the equation for the line to get −y3, and multiply the y-coordinate by −1

to get our final point (x1, y1)⊕ (x2, y2).

Example 3.65. Let’s consider the elliptic curve E : y2 = x3 − 15x + 18. We can calculate

the discriminant ∆ = 4(−15)3 + 27(18)2 = −4752 6= 0, so this is in fact an elliptic curve.

We can check that P = (7, 16) and Q = (1, 2) are both in E(Q). Let’s compute P ⊕Q.

The line through these points is given by

y =
16− 2

7− 1
(x− 1) + 2 =

7

3
(x− 1) + 2 =

7

3
x− 1

3
.

Substituting this into the equation for the elliptic curve gives

(7x/3− 1/3)2 = x3 − 15x+ 18

49x2/9− 14x/9 + 1/9 = x3 − 15x+ 18

0 = x3 − 49

9
x2 − 121

9
x+

161

9
.

This is a cubic equation, which is kind of annoying to solve. (There is a cubic formula

analogue to the quadratic formula, but it’s considerably more complex). However, we have

an advantage since we already know two of the roots. This gives us two easy ways out.

The less easy way is to do polynomial long division. We can divide this polynomial by

(x− 1) and then by (x− 7) to find the third term; we get

x3 − 49

9
x2 − 121

9
x+

161

9
= (x− 7)(x− 1)(x+ 23/9)

so the third root is −23/9.

But there’s an even easier way. We know that our polynomial is equal to (x − 7)(x −
1)(x− x3); we can check then that the coefficient of x2 must be equal to −7− 1− x3. Thus

we set up

−49/9 = −7− 1− x3

−49/9 + 8 = −x3

−23/9 = x3.
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We know the x-coordinate of the third point on the line, so now we need the y-coordinate.

We can get this easily by substituting back into the equation for our line, and we get

y =
7

3
(−23/9)− 1

3
=
−161

27
− 1

3
=
−170

27
.

Finally we reflect across the x-axis, to get P ⊕Q = (−23/9, 170/27).

Figure 3.1: Calculating P ⊕Q

Example 3.66. Now let’s compute Q⊕Q. Recall that when we have a point occur twice,

that means we want the tangent line at that point. To find the slope we use calculus. We

know that

y2 = x3 − 15x+ 18

2yy′ = 3x2 − 15

2 · 2 · y′ = 3 · (1)2 − 15

y′ =
−12

4
= −3.

Thus the tangent line at Q is given by

y = −3(x− 1) + 2 = −3x+ 5.

Substituting this into our curve gives

(5− 3x)2 = x3 − 15x+ 18

25− 30x+ 9x2 = x3 − 15x+ 18

0 = x3 − 9x2 + 15x− 7.
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Using the same trick as before, we know that x3 − 9x2 + 15x − 7 = (x − 1)(x − 1)(x − x3)

so we have −1− 1− x3 = −9x2, giving us x3 = 7.

To find the y-coordinate of the intersection, we substitute this into our linear equation,

and get y = −21 + 5 = −16. Reflecting this across the x-axis, we get Q⊕Q = (7, 16) = P .

Thus we’ve also seen that 3Q = (−23/9, 170/27).

Figure 3.2: Calculating 2Q

3.8 Elliptic Curve Cryptography

3.8.1 Elliptic Curves over a Finite Field

For the purposes of cryptography, we want to consider an elliptic curve defined over a finite

field Fp = Z/pZ for p a prime. Given a specific curve, we can find all of the points on it by

exhaustive search.

Example 3.67. Let E : y2 = x3 + 3x + 8 be an elliptic curve over F13. (We check that

4 · 33 + 27 · 82 = 1836 ≡ 3 6≡ 0 mod 13 so this is an elliptic curve.

If we want to find all the points on this elliptic curve, we can plug in the values

0, 1, 2, . . . , 12 for x and then see if the equation y2 ≡ a mod 13 has solutions (for each

number, it will have either zero or two).

We start by making a list of all the squares mod 13. We see that

12 ≡ 1 22 ≡ 4 33 ≡ 9 43 ≡ 3 52 ≡ 12 62 ≡ 10

72 ≡ 10 82 ≡ 12 92 ≡ 3 102 ≡ 9 112 ≡ 4 122 ≡ 1
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(You might notice that the second row is just the first row backwards. This is because

(−a)2 ≡ a2 mod p. Thus y2 ≡ a mod 13 has a solution if and only if a ∈ {1, 3, 4, 9, 10, 12}.
So now we check values for x. If x = 0 then we have y2 ≡ 8, which has no solutions. If

x = 1 then we have y2 ≡ 12, which has the solutions y ≡ 5 and y ≡ 8. Continuing we get

the list:

E(F13) = {O, (1, 5), (1, 8), (2, 3), (2, 10), (9, 6), (9, 7), (12, 2), (12, 11)}.

Thus we see E(F13) has nine points.

How do we do our point addition on these curves? It’s really hard to draw pictures

of these things that look reasonable, since it’s just a scatter of points (see figure 3.5 for an

example of a picture here). But we can still write down the same equations we always would.

Figure 3.3: The curve E : y2 = x3 + 3x+ 8 over F13

Example 3.68. Let’s use the same elliptic curve as above, and let’s calculate (1, 5)⊕ (9, 6).

Our line has the equation

y =
6− 5

9− 1
(x− 1) + 5.

We need to figure out what 1/8 is—that is, the inverse of 8 modulo 13. A little experimen-

tation gives us the 8 · 5 = 40 ≡ 1 mod 13 so our equation becomes

y = 5(x− 1) + 5 = 5x.

(We check that both our points are on this line; we see that 5 ·1 = 5 ≡ 5, and 9 ·5 = 45 ≡ 6).

Plugging this into our original equation gives

(5x)2 = x3 + 3x+ 8

25x2 = x3 + 3x+ 8

0 = x3 − 25x2 + 3x+ 8

≡ x3 + x2 + 3x+ 8.
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This seems like it might be painful to solve, but we have effectively three approaches. The

first is simply trial and error; there are only thirteen possibilities, so we can just try them

all. (This works well as long as p is small).

The second is polynomial long division. We already know two roots of this polynomial: 1

and 9. (We can check that both of these are roots to make sure we haven’t screwed anything

up). So we can long divide by (x− 1) and then by (x− 9); we see that

x3 + x2 + 3x+ 8 = (x− 1)(x2 + 2x+ 5) = (x− 1)(x− 9)(x− 2).

But the third approach extends this to be easier still. We know that our polynomial will

be (x− 1)(x− 9)(x− x3) for some x3. Thus in particular, we can see that −1− 9− x3 will

be the coefficient of x2. Thus we have −1− 9−x3 ≡ 1 mod 13 and so −x3 ≡ 11, so x3 ≡ 2.

Plugging x = 2 back intou our line equation gives y = 10, so the third point on the line

through (1, 5) and (9, 6) is (2, 10). (We check that this point is actually on the curve; indeed,

it is).

Our last step is to reflect this point vertically, to get (2,−10) ≡ (2, 3). Thus (1, 5) ⊕
(9, 6) = (2, 3).

We can attempt to draw a picture here, but it’s not super helpful. here’s a picture of the

line through P and Q, and then a picture of that line overlaid over E:

Figure 3.4: The y = 5x through (1, 5) and (9, 6) over F13

As you can see, it’s somewhat challenging to figure out what’s going on here even already

knowing the answer! This is why we turn our questions of geometry over finite fields into

questions of algebra.

Example 3.69. Let’s do another example. This time we’ll calculate (12, 2)⊕ (12, 2).

Since we’re adding a point to itself, we can’t just find the equation of the line going

through both points. Instead we need to find the tangent line. It’s not necessarily clear

exactly what this should mean in modular arithmetic—there certainly isn’t a curve in the
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Figure 3.5: The curve E : y2 = x3 + 3x+ 8 (black squares) and the line y = 5x (blue circles)

picture—so we’ll just fall back on what the answer “should” be from regular calculus. (I

could make this rigorous. I won’t). So we calculate

y2 ≡ x3 + 3x+ 8

2yy′ ≡ 3x2 + 3

2 · 2 · y′ ≡ 3(−1)2 + 3

4y′ ≡ 6

2y′ ≡ 3

y′ ≡ 8.

Thus our line is y ≡ 8(x − 12) + 2 or y ≡ 8x + 10. Again we can plug this into our elliptic

curve:

(8x+ 10)2 ≡ x3 + 3x+ 8

64x2 + 160x+ 100 ≡ x3 + 3x+ 8

−x2 + 4x+ 9 ≡ x3 + 3x+ 8

0 ≡ x3 + x2 − x− 1.

As before we know that x3+x2−x−1 ≡ (x−12)(x−12)(x−x3) so we have −12−12−x3 ≡
1, or x3 ≡ 1. Plugging this into the line equation gives y ≡ 8 + 10 ≡ 5, so the third point

on this line is (1, 5) (which is in fact on E(F13)). We invert the y-coordinate, so we get

(12, 2)⊕ (12, 2) = (1, 8).

3.8.2 The group law by formula

Notice that while we could—and did—work though every step of ellpitic curve addition in

detail, most of the work we did is brute algebra, and can be automated into formulas.
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Proposition 3.70. Let E : y2 = x3 + Ax + B be an elliptic curve over a field K, and let

P = (x1, y1) and Q = (x2, y2) be points on E(K). Then:

1. If y1 = −y2 (in K), then P ⊕Q = O.

2. If P = Q, then define λ =
3x21+A

2y1
. Set

x3 = λ2 − x1 − x2 y3 = λ(x1 − x3)− y1.

Then P ⊕Q = (x3, y3).

3. If P 6= Q, then define λ = y2−y1
x2−x1 . Then as before, set

x3 = λ2 − x1 − x2 y3 = λ(x1 − x3)− y1.

Then P ⊕Q = (x3, y3).

Proof. This all follows from the sort of algebraic arguments we just made. We take λ to be the

slope of the line through P and Q—the formula if P = Q comes from setting 2yy′ = 3x2 +A

so that y′ = 3x2+A
2y

.

The formula from x3 comes from the observation that the coefficient of x2 in the cubic

we’re solving is always −λ2, so we have −x1 − x2 − x3 = −λ2 or x3 = λ2 − x1 − x2. The

formula for y3 comes from plugging x3 into the equation of the line and then multiplying by

−1.

Example 3.71. Let’s do one more addition on our elliptic curve E : y2 = x3 + 3x+ 8 over

F13. Let’s compute (2, 3)⊕ (2, 3). We observe that this is a repeated point, so we have

λ =
3x2

1 + A

2y1

=
3 · 22 + 3

2 · 3
=

15

6
=

5

2
= 9.

Then we have

x3 = λ2 − x1 − x2 = 92 − 2− 2 = 60 = 12

y3 = λ(x1 − x3)− y1 = 9(2− 12)− 3 = −93 = 11

so (2, 3)⊕ (2, 3) = (12, 11). (This is in fact a point on the curve E, which is good).

Example 3.72. In section 3.7.3 we worked with the elliptic curve E : y2 = x3−15x+18 over

the field Q, with Q = (1, 2), Q⊕Q = P = (7, 16), and Q⊕ P = 3Q = S = (−23/9, 170/27).

Now let’s compute Q⊕ S.
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Our two points are distinct, so we have

λ =
y2 − y1

x2 − x1

=
170/27− 2

−23/9− 1
=
−29

24
.

Then we have

x3 = λ2 − x1 − x2 =
292

242
− 1− −23

9
=

193

64

y3 = λ(x1 − x3)− y1 =
−29

24

(
1− 193

64

)
− 2 =

223

512
.

Thus Q⊕ S = (193/64, 223/512).

Figure 3.6: Calculating 2Q

Theorem 3.73 (Hasse). Let E be an elliptic curve over Fp. Then |#E(Fp)− (p+ 1)| <
2
√
p. Thus an elliptic curve over Fp has about p+ 1 points on it.

Remark 3.74. The error term p + 1 − #E(Fp) = tp is called the trace of Frobenius, and is

the trace of a 2× 2 matrix acting on a vector space associated to E/Fp. The details of this

are technical, and completely irrelevant to our purposes, but are very important to my PhD

research on special values of L-functions (and the Birch and Swinnerton-Dyer Conjecture).

3.8.3 Elliptic Curve Discrete Logarithms

In order to use elliptic curves in cryptography, we need a problem that is difficult in one

direction, and easy in the other—an analogue of the discrete logarithm problem. Fortunately,

exactly such a problem exists.
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Definition 3.75. Let E be an elliptic curve over the finite field Fp and let P,Q ∈ E(Fp) be

points on the curve. The elliptic curve discrete logarithm problem is the problem of finding

an integer n such that Q = nP (where the operation is the group law on the elliptic curve).

By analogy, we denote this integer by n = logP (Q) and call n the elliptic discrete loga-

rithm of Q with respect to P (on the curve E/Fp) .

Example 3.76. For E : y2 = x3 + 3x + 8, what is log(2,3)(1, 8)? That is, for what n do we

have n(2, 3) = (1, 8)?

We already saw that 2(2, 3) = (12, 11). We can then compute that

3(2, 3) = (12, 11)⊕ (2, 3) = (9, 7)

4(2, 3) = (9, 7)⊕ (2, 3) = (1, 5)

5(2, 3) = (1, 5) + (2, 3) = (1, 8)

so 5(2, 3) = (1, 8) and we have log(2,3)(1, 8) = 5.

Like the regular discrete logarithm problem, it’s somewhat time-consuming and expensive

to compute an elliptic curve discrete logarithm. But also like the regular discrete logarithm

problem, it’s fairly efficient to do the opposite.

Algorithm 3.10 (Double and Add). Suppose we want to compute nP for some point

P ∈ E(Fp). Let k = log2(n). Then we can:

1. Compute 2kP for 2k ≤ a. That is, compute g, g2, g4, g8, . . . , g2k . We can do this by

repeated squaring, without computing intermediate powers.

2. Now express n in binary. That is, write n = c0 + c1 · 2 + c2 · 22 + · · · + ck2
k, where

ci ∈ {0, 1}.

3. Now we can compute

nP = (c0 + c1 · 2 + c2 · 22 + · · ·+ ck2
k)P = c0P ⊕ c12P ⊕ c24P ⊕ · · · ⊕ ck2kP

But we already know 2iP for each i, and the ci are all either 0 or 1 so don’t involve

any computation. So we only have to do about 2k elliptic curve additions.

This should look familiar, since it’s exactly the fast exponentiation algorithm we’ve al-

ready seen.
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Remark 3.77. We could actually get an additional (minor) speedup by exploiting the fact

that elliptic curve subtraction is just as easy as addition—this is not analogous to the mod-p

multiplication case.

Example 3.78. For E : y2 = x3 + 3x + 8, let’s compute 9(2, 3). We already know that

2(2, 3) = (12, 11) and 4(2, 3) = (1, 5). Then we have 8(2, 3) = (1, 5)⊕ (1, 5) = (2, 10). Thus

9(2, 3) = (2, 3)⊕ (2, 10) = O.

Remark 3.79. Could we have known that 9(2, 3) = O without doing any calculations? Yes!

We know that E had eight “normal” points on it, plus the identity, for a total of nine

elements in the additive group. Thus 9P = O for any P ∈ E(F13).

We can adapt the baby step-giant step algorithm to attack the elliptic curve discrete

logarithm problem, as we did for the regular discrete logarithm problem.

Fact 3.80. Optimal (known) fast elliptic curve multiplication takes about 3k/2+1 operations

in the worst case, and 4k/3 + 1 steps on the average, where k = log2(n). (Algorithm 3.10

takes about 2k and 3k/2 respectively, instead).

Optimal (known) discrete logarithm solving takes about
√
p steps, where p is the order of

the field that E is defined over.

3.8.4 Cryptographic Algorithms

We can, effectively, implement all of our discrete logarithm-based cryptographic algorithms

with elliptic curve discrete logarithms instead.

Algorithm 3.11 (Elliptic Curve Diffie-Hellman). Alice and Bob wish to exchange a key.

They follow the following steps:

1. A public party chooses a large prime p, and an elliptic curve E over Fp, and a point

P ∈ E(Fp).

2. Alice chooses a secret integer nA, and Bob chooses a secret integer nB. Neither party

reveals this integer to anyone.

3. Alice computes QA = nAP and Bob computes QB = nBP . They (publicly) exchange

these values with each other.

4. Now Alice computes nAQB and Bob computes nBQA.

5. nAQB = nAnBP = nBnAP = nBQa, so they now have a shared key.
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Algorithm 3.12 (Elliptic Curve ElGamal). First Alice generates a private key and a public

key.

1. Choose a large prime number p, an elliptic curve E over Fp, and a point P ∈ E(Fp) of

large order. This is generally done by a large trusted party.

2. Alice chooses a private key nA.

3. Alice computes and publishes a public key QA = nAP ∈ E(Fp).

Now suppose Bob wishes to send Alice a a message encoded as a point M ∈ E(Fp).

1. Bob generates a random ephemeral key k.

2. Bob computes C1 = kP ∈ E(Fp), C2 = M + kQA ∈ E(Fp). Bob transmits the pair of

points (C1, C2) to Alice.

Alice decrypts the message using her private key nA. She computes C2 − nAC1 ∈ E(Fp).
We see that this is

C2 − naC1 = M + kQA − nAkP = M + knAP − nAkP = M.

Remark 3.81. Elliptic curve cryptography introduces one layer of added inefficiency: a single

point contains about log2(p) bits of information, since an elliptic curve over Fp has about p

points. But since we need to transmit two numbers mod p to convey one point, we have to

send 2 log2(p) bits of information!

There are various hacks to get around this problem. Most of them involve the fact

that if we know the x-coordinate of a point on E, then we know the y-coordinate up to

a change of sign. So there are schemes involving only caring about the x coordinate, or

involving transmitting the x-coordinate and a parity bit to specify which of the two possible

y-coordinates you had chosen, rather than transmitting the entire number.

Another issue with elliptic curve cryptography is the choice of curve and point. It is

computationally expensive to ensure that a curve does not have any hidden weaknesses, so

curves are generally chosen once by a respected standards body. In practice in the USA,

they are often chosen by NIST.

In 2013, the New York Times revealed that some of the standard curves chosen by NIST

were chosen due to influence by the NSA, which had introduced a secret weakness into the

chosen curves, which allowed it to crack encryption based on those curves.
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However, elliptic curve cryptography has a major advantage over algorithms based on

modular arithmetic: the General Number Field Sieve. This algorithm, which we discussed

in 3.6, is the most efficient known algorithm for breaking RSA, and can also be adapted to

attack vanilla ElGamal and most similar cryptosystems based on modular arithmetic. But

nothing similar is known in the case of elliptic curves. Thus elliptic curve cryptography

provides substantially greater strength for the same size key.

Under current knowledge and assumptions, we have the following table, explaining what

key lengths provide equivalent levels of security for symmetric algorithms, RSA, and ECC.

Symmetric Key Size RSA Key Size ECC Key Size

80 1024 160

112 2048 224

128 3072 256

192 7680 384

256 15360 521
Thus modern RSA often uses 2048 bits. AES, which is one of the most common symmetric

algorithms, uses 128, 192, or 256 bits instead. Modern ECC uses 224 or 256 bits. Thus ECC

keys can be much shorter, and in turn computations with them can be much faster.
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4 Quantum Computers and Shor’s Algorithm

In section 3.3 we learned about a variety of modern encryption algorithms. Beyond being

“public key” cryptosystems, these algorithms have two things in common. First, they are

the algorithms that underpin pretty much all of modern digital security, including our credit

cards, bank transfers, and internet connections. Second, they rely on the difficulty of solving

the discrete logarithm problem for an abelian group.

We said in section 2.3 that we can basically never prove that a cryptosystem is secure,

without incidentally proving that P 6= NP. We don’t know of any way to prove that the

problems underlying our cryptosystems are actually hard. But for the discrete logarithm

problem, things are a little bit worse: we know that the discrete logarithm problem can be

solved in polynomial time—if you have a special device called a quantum computer.

In this section we’ll explain the math underlying quantum computers, and what makes

them different from classical computers. And we’ll explain Shor’s algorithm, possibly the

only known genuinely useful quantum algorithm, which can be used to solve the discrete

logarithm problem efficiently. But we need to start with classical computers, and then

introduce some linear algebra.

4.1 Classical Computers

A classical computer, typically, operates on a string of bits. Looking forward to the standard

notation of quantum mechanics, we will wrap bits in the symbol | 〉, known as a ket. Thus

a single bit will be either |0〉 or |1〉. Then we can represent a string of bits in three ways:

• We can write a string of individual bits: |1〉|0〉|1〉.

• We can write our string of bits encased in one large ket symbol: |101〉.

• We can translate our binary string to a decimal number, and encode this as |5〉.

We will use any of these three notations interchangeably, but note that the third one is a bit

ambiguous; it’s not clear without context whether |5〉 represents |101〉 or |00000101〉. (You

might remember this problem from your ASCII encoding exercises in Homework 6: all the

numbers you were converting to binary were less than 128, so you always needed to pad with

a leading zero). If we need to make this clear, we can write |5〉3 or |5〉8 to give the total

number of bits.

An operation on a classical computer needs to take in a bitstring and output a bitstring.

If we have one bit, there are four possible operations:
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• the identity 1;

• the not operator X defined by X(|0〉) = |1〉 and X(|1〉) = |0〉

• The constant function f(|i〉) = |0〉;

• The constant function f(|i〉) = |1〉.

When we start talking about quantum computers we’ll want to focus on reversible operations,

which really just means invertible functions. The identity operator and the not operator are

reversible, but the other two are not (which is why they don’t really have official names).

We now want to do something that’s unnecessarily complicated for classical computers,

but will be very important for quantum computers: we want to build a vector space out of

these things.

In a formal sense, we can take the vector space generated by the vectors |0〉n, . . . , |2n − 1〉n,

which consists of formal sums a0|0〉n + a1|1〉n + · · · + a2n−1|2n − 1〉n for ai ∈ C. This is a

2n-dimensional complex vector space, and can be represented by vectors in C2n .

If we take n = 1, our basis is {|0〉, |1〉}. Then we can use the correspondence

|0〉 7→

[
1

0

]
|1〉 7→

[
0

1

]
.

From this perspective, we can look at our four operators from earlier: The identity 1 corre-

sponds to [ 1 0
0 1 ], the not operator X corresponds to [ 0 1

1 0 ], and the two constant functions are

[ 1 1
0 0 ] and [ 0 0

1 1 ].

Now that we have this vector space perspective, we can define two more symbols that

will be very important, but they don’t actually make sense as a function on bits. We define

the function n by n(|0〉) = ~0 and n(|1〉) = |1〉. This function has the matrix[ 0 0
0 1 ]. This is a

perfectly sensible matrix, and thus a perfectly sensible function on our vector space; but it’s

not actually a function on bitstrings! The zero vector 0|0〉 + 0|1〉 is not a bit, and is not a

string of bits; thus it’s not clear what it means on a classical computer. But we can use it

as an intermediate stage to define actual functions on actual bitstrings.

We’ll also set n = 1− n, which zeroes out |1〉. Its matrix is [ 1 0
0 0 ].

Now let’s think about what happens when we have more than one bit. If n = 2, we can
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take

|00〉 7→


1

0

0

0

 |01〉 7→


0

1

0

0

 |10〉 7→


0

0

1

0

 |11〉 7→


0

0

0

1


We can formally think of this as what’s known as a tensor product, and write |01〉 = |0〉⊗ |1〉
but we won’t worry too much about those details; for the most part, the fact that we could

do this will be sufficient.

In practice, the simple rule is: the vector representing |k〉 is all zeroes, except for a 1 in

the k + 1st position (since the first position represents 0). So |5〉3 corresponds to the vector[
0 0 0 0 0 1 0 0

]T
.

When we have more than one bit, we get more interesting operations. The obvious

new reversible operation on two bits is the swap operator S defined by S|ij〉 = |ji〉. Thus

S(|01〉) = |10〉. But it turns out we can produce this with the operations we already defined.

Definition 4.1. If we have operators f ,g, we define their tensor product f ⊗ g by the rule

f ⊗ g|ij〉 = f(|i〉)g(|j〉).

Thus we can take operators like n ⊗ n, which will do n to the first bit, and n to the

second bit. Then we can get the formula, which you’ll check on your homework, that

S = n⊗ n + n⊗ n + (X⊗X)(n⊗ n) + (X⊗X)(n⊗ n).

Notice that while n and n don’t make sense as operations on bits, this new operator S makes

perfect sense as a bit operation.

However, this is a bit clunky, and it only gets messier if we’re working with more bits; we

don’t want to have to talk about the operator 1⊗ 1⊗X⊗ 1⊗ 1⊗ n⊗ 1⊗ 1 when we deal

with eight bits. But since most of these operations are 1, we can abbreviate them away.

We’ll use the notation fi to represent 1⊗ · · · ⊗ 1⊗ f ⊗ 1⊗ · · · ⊗ 1, where the operator f

acts on the ith bit and every other bit is unchanged (where the furthest-right bit is the 0th

bit). Thus we could write our earlier string as X5n2.

Then if we have a long string of bits, we can define the operator

Sij = ninj + ninj + (XiXj)(ninj + ninj)

which swaps the ith and jth bits.

There are a few more operators we can define.

http://jaydaigle.net/teaching/courses/2021-spring-4981/ 104

http://jaydaigle.net/teaching/courses/2021-spring-4981/


Jay Daigle The George Washington University Math 4981: Cryptography

1. The most important is the controlled not operation, which we’ll denote Cij. If the ith

bit is 0, then Cij does nothing. If the ith bit is 1, then Cij will flip the jth bit. We

can write

C10|x〉|y〉 = |x〉|y ⊕ x〉

where ⊕ represents mod-2 addition, also known as exclusive or. We have x⊕ y = 0 if

x = y = 0 or x = y = 1, and we have x⊕ y = 1 if x = 0, y = 1 or x = 1, y = 0.

This operator is perfectly well defined on classical bits. We can use it to build the swap

operator: you can check that Sij = CijCjiCij. We can also check that Cij = ni+Xjni.

2. We define the single-bit operator Z = n − n, with matrix [ 1 0
0 −1 ]. This doesn’t really

make sense on actual bits, since we have Z(|1〉) = −|1〉 and it’s not clear what that

means on bits. But we can again use it to build a lot of useful operators.

First we note that ZX = −XZ; we say that X and Z anticommute. Since we defined

Z in terms of n and n, we can also reverse the process and get

n =
1

2
(1− Z) n =

1

2
(1 + Z).

We can also get the following very important pair of identities:

Cij =
1

2
(1 + Zi) +

1

2
Xj(1− Zi)

=
1

2
(1 + Xj) +

1

2
Zi(1−Xj)

We see these are almost the same expression; we flip the i and j, and also the X and

Z. So we want an operator that can swap X and Z.

3. The Hadamard transformation is defined by

H =
1√
2

(X + Z)

represented by the matrix 1√
2

[ 1 1
1 −1 ].

This is one of the most important operators we’ll have. Because X2 = Z2 = 1, and

XZ = −ZX, we can check that H2 = 1. But more importantly, we have the rules

HXH = Z HZH = X.
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(We sometimes call this operation conjugation by H.) Thus we can conclude that

Cji = (HiHj)Cij(HiHj).

While the operation itself is very weird when we think about what happens to classical

bits, we can get some very nice relationships out of it. Once we introduce quantum

computers, this operation itself will be critical.

4.2 Qubits and Unitary Operators

A classical computer just uses strings of bits, but a quantum computer really uses the vector

space structure we introduced in section 4.1. So we’ll review some facts about complex vector

spaces, and then define the fundamental units of a quantum computer.

4.2.1 Basics of Complex Vector Spaces

Working over the complex numbers gives us one important additional operation that doesn’t

happen in real vector spaces.

Definition 4.2. If z = x + iy is a complex number, where x, y ∈ R, we define the complex

conjugate of z to be z = x − iy. We say the modulus or absolute value of z is |z| =
√
zz =√

x2 + y2.

If ~u = (u1, . . . , un) ∈ Cn, we define the complex conjugate of this vector to be ~u =

(u1, . . . , un).

For any complex vector or matrix, we define the conjugate transpose ~u† = (~uT ) to be the

complex conjugate of the transpose of ~u.

Definition 4.3. A linear transformation L : Cn → Cm is a function that satisfies L(~u+~v) =

L(~u) + L(~v) and L(c~u) = cL(~u).

In practice, any such linear transformation can be encoded in a m×n matrix of complex

numbers.

We can further give our vector space a sense of geometry by equipping it with an inner

product.

Definition 4.4. If ~u = (u1, . . . , un) and ~v = (v1, . . . , vn) are vectors in Cn, we define the

inner product of ~u and ~v to be

〈~u,~v〉 = 〈~u|~v〉 =
n∑
i=1

uivi.
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We define the norm of ~u to be

‖u‖ =
√
〈~u, ~u〉 =

√√√√ n∑
i=1

uiui =

√√√√ n∑
i=1

|ui|2.

Proposition 4.5. If ~u,~v, ~w ∈ Cn, then

1. (Positive Definite) 〈~u|~u〉 ≥ 0, and 〈~u|~u〉 = 0 if and only if ~u = ~0;

2. (Conjugate Symmetry) 〈~u|~v〉 = 〈~v|~u〉; and

3. (Linear in First Coordinate) 〈~u+ ~v|~w〉 = 〈~u|~w〉+ 〈~v|~w〉 and 〈c~u|~v〉 = c〈~u|~v〉.

The inner product is not actually linear in the second coordinate; instead, it is sesquilin-

ear. We have that 〈~u|~v+ ~w〉 = 〈~u|~v〉+ 〈~u|~w〉,— but 〈~u|c~v〉 = c〈~u|~v〉. This complex conjugate

“twist” is forced by the conjugate symmetry.

We end with two definitions that are downstream of the inner product. First, given an

inner product we can define the adjoint of a matrix or linear operator. It is a fact of linear

algebra that if A ∈ Mm×n is a m × n matrix, then there is a unique n ×m matrix, which

we’ll denote A†, such that

〈A~u|~v〉 = 〈~u|A†~v〉

for any vectors ~u ∈ Cn, ~v ∈ Cm. As the notation suggests, this adjoint is just the conjugate

transpose.

Second, the existence of a linear product means that every vector is secretly a function.

Given a vector ~u ∈ Cn we can define a function from Cn → C by the formula ~v 7→ 〈~u|~v〉.
Now we’re finally ready to explain the origin of the name “ket” we introduced in section

4.1. In quantum mechanics we deonte a “regular” vector as |ψ〉 or |φ〉. But if we’re thinking

of it as a function, we denote it 〈ψ|. Thus we have 〈ψ|(|φ〉) = 〈ψ|φ〉. We call the symbol 〈·|
a bra, and thus 〈ψ|φ〉 is a bra[c]ket.

Blame Dirac.

4.2.2 Qubits

Now we can return to the idea of a quantum computer. A classical computer operates on

bits (or classical bits, when we need to disambiguate). A classical bit can have one of two

states: |0〉 or |1〉. (Hence the name “bit”, which stands for “binary digit”).

In quantum mechanics, we can create a superposition of these states, a mix of the |0〉
and |1〉 states.
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Definition 4.6. A qubit is a unit vector that is a complex linear combination of the states

|0〉 and |1〉.
Thus a general qubit has the form |ψ〉 = α0|0〉+ α1|1〉, or [ α0

α1 ], where |α0|2 + |α1|2 = 1.

We say that |ψ〉 a superposition of the states |0〉 and |1〉 with amplitudes α0 and α1.

We will later see that these amplitudes can be used to generate measurement probabil-

ities. But it’s important that in general we can’t directly observe the state of a qubit; any

measurement or observation we conduct will return a “pure” state of |0〉 or |1〉.
We can also put more than one bit into superposition. In section 4.1 we identified the set

of n-bit bitstrings with vectors in C2n; in particular, each bitstring correponds to a column

vector that contains all zeroes except for one 1. The state associated with n qubits is instead

a unit vector in C2n. Thus we have

|Ψ〉 =
∑

0≤x<2n

αx|x〉n

where
∑

0≤x<2n |αx|2 = 1.

Remark 4.7. It’s really important to quantum mechanics in general that you can pick what-

ever basis for the underlying vector space that you want. But for our purposes we’re pretty

much always going to end up in this basis, so we can use it throughout our exposition.

If we have two individual qubits, we can combine them as we did with classical bits. If

|ψ〉 = α0|0〉+ α1|1〉 and |φ〉 = β0|0〉+ β1|1〉, we can take their joint state

|Ψ〉 = |ψ〉⊗|φ〉 = (α0|0〉+α1|1〉)⊗(β0|0〉+β1|1〉) = α0β0|00〉+α0β1|01〉+α1β0|10〉+α1β1|11〉

corresponding to the column vector 
α0β0

α0β1

α1β0

α1β1

 .
But, crucially, not every 2-qubit state will look like this; these qubits have the property that

γ0γ3 = γ1γ2, and not every unit vector satisfies that rule.

So some 2-qubit states will factor into single-qubit states, but not all will. A multi-qubit

state that doesn’t factor into single-qubit states is called entangled. Much of the famous

weirdness of quantum mechanics comes from this potential for entanglement. We will be

exploiting it in order to solve discrete logarithms efficiently.
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4.2.3 Reversible Quantum Operations and Unitary Matrices

Recall we want to have reversible operations on our (qu)bits. There was only one nontrivial

reversible operation on a single classical bit, but on a qubit there are many more.

However, we can’t just take any invertible function, or even any invertible linear trans-

formation. For instance, the matrix [ 2 0
0 2 ] is certainly invertible, but if we apply it to the

qubit |0〉, we get 2|0〉, which is not a qubit since it isn’t a unit vector. We need to pick out

the transformations that will always take unit vectors to other unit vectors.

Definition 4.8. We say a square matrix U is unitary if its conjugate transpose U † is the

inverse of U ; that is, UU † = U †U = I.

Unitary matrices have a number of nice properties:

Proposition 4.9. Let U ∈Mn×n be a unitary matrix. Then:

1. | detU | = 1.

2. 〈Uφ|Uψ〉 = 〈φ|ψ〉.

3. ‖Uφ‖ = ‖φ‖.

Proof. 1. We know that UU † = I, so det(U) det(U †) = 1. But det(U †) = det(U), so

| detU | =
√

(detU)(detU) =
√

1 = 1.

2. Exercise: see Homework 10.

3. We know that

‖Uφ‖ =
√
〈Uφ|Uφ〉 =

√
〈φ|φ〉 = ‖φ‖.

Remark 4.10. There’s a way to see that a norm-preserving matrix must be invertible; can

you see it?

Thus a unitary matrix preserves norms, and so in particular sends unit vectors to unit

vectors. Thus we can take unitary matrices to be the operations on our n-qubit states. When

we’re using a unitary matrix this way, we sometimes call it a n-qubit gate.

Any reversible operation on classical bits gives us a n-qubit gate; we can just take its

operation on classical bits and extend it linearly. We in practice did this multiple times

in section 4.1. In the classical setting, it wasn’t entirely clear what operators like Z or H
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actually meant. But now we can check that the matrices [ 1 0
0 −1 ] and 1√

2
[ 1 1

1 −1 ] are in fact

unitary matrices, and thus are perfectly well-defined quantum operators on single qubits.

(In contrast, n and n are not actually 1-qubit gates, since they’re not invertible and thus

clearly not unitary. But as before, we can use them as part of formulas that define unitary

operators.)

Mathematically speaking, we can write down an arbitrarily large unitary matrix and say

that it is an n-qubit quantum gate. But practically speaking we want gates that we could

potentially actually build. Building a quantum computer and keeping several qubits in

superposition is already a tricky engineering challenge; building giant quantum gates makes

things much harder.

So we’ll be interested only in operators we can build up as a product of individual

1-qubit and 2-qubit gates. This doesn’t limit us in practice, because arbitrary gates are

well-approximatable by 1- and 2-qubit gates. (This isn’t true in classical computers, which

really need 3-bit gates.)

4.2.4 Measurement and non-reversible operations

There’s one major, non-obvious limitation to quantum computers, which we mentioned

briefly already. A n-qubit superposition has an incredible amount of information in it,

but we can’t access that information directly. There is no way at all, even in principle, to

extract the amplitudes from a quantum superposition.

We can perform an action called making a measurement. (This name has a lot of philo-

sophical baggage in general, and I’m not even going to attempt to referee philosophical

disputes among different interpretive branches of quantum mechanics. But it’s very apt to

our use case.)

When we perform a measurement on a qubit, we get out either a 0 or a 1, corresponding

to the classical bit outcomes. But this measurement isn’t deterministic; if |ψ〉 = α0|0〉+α1|1〉,
then a measurement will give zero with probability |α0|2 and will give one with probability

|α1|2.

The general version of this formula is known as the Born rule:

Definition 4.11 (Born Rule). If we have the n-qubit state

|Ψ〉n =
∑

0≤x<2n

αx|x〉n

then the probability of getting the binary string corresponding to x from our measurement

is |αx|2.
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Remark 4.12. This measurement step is where our choice of basis matters; if we wished, we

could measure with respect to a different basis, and get a different distribution of probabili-

ties. But that won’t be relevant to our work here.

This measurement process is not deterministic. Consequently, it is also not reversible;

we can measure a state |Ψ〉n and obtain a classical state |x〉, but given the classical state we

have no way, even in theory, to determine the original quantum state.

There’s one more important property of measurement: it leaves our qubits in a known

state. If we measure |Ψ〉n and obtain the classical state |x〉, then our n-qubit superposition

is now in the “pure” classical state |x〉n. Our complex unit vector has been transformed into

a classical bit-vector whose entries are all zero, except for a 1 in the x+ 1st position.

So this sets up the project we have in front of us. It’s commonly said that with a

quantum computer, we can carry out a computation on all possible inputs in parallel. That’s

not completely false, since we can prepare a mixed state with non-zero amplitude on every

possible classical input state, and conduct computations that depend on all those different

possible classical states. But we can’t actually read out all those possible outputs; a quantum

computer is not a magical classical computer.

Instead, our goal is to carefully arrange a clever set of qubit gates so that we create inter-

ference between answers we don’t want. We can take two answers with positive probability

but opposite amplitudes and force them to cancel out; then at the end our measurement is

very likely to give the answer we need. But constructing this system is not trivial.

As far as I know, there’s only one practical application of quantum computers, outside

of the physical task of using a quantum system to simulate a quantum system. But that

application is precisely the one that concerns us: solving the discrete logarithm problem.

4.3 Setting Up your Quantum Computer

Now we understand what a quantum computer is. We want to look at the pieces we need

to use it.

4.3.1 Preparing a State

Before we can use our quantum computer we need to figure out how to specify inputs. For

the rest of this section, we’ll talk about a quantum computer with n+m qubits. We call the

first n qubits the input register, and the remaining m the output register. A pure state will

be represented by |x〉n|y〉m; we can think of the number x as the input to some algorithm,

and the number y as the output.

http://jaydaigle.net/teaching/courses/2021-spring-4981/ 111

http://jaydaigle.net/teaching/courses/2021-spring-4981/


Jay Daigle The George Washington University Math 4981: Cryptography

(Note we need to have both the input and the outputs stored at all times because the

computation must be invertible; we can’t destroy the information in the input in the process

of producing the output. The simplest way to guarantee this is to have input bits and output

bits which are acted on somewhat separately.)

However, we also need to force this into a useful state to begin our computation. In

general, we can’t really determine the state of a quantum system. But we can force it

into a pure state by taking a measurement. Then we can apply the not operation X to

each bit containing a 1, yielding the pure state |0〉n|0〉m. We will almost always begin our

computations here.

Now we need some basic functions to set this up. The first will encode the function we

actually want to study. Suppose we have a classical function f that takes in n classical bits

and outputs m classical bits. (Or, in our case, takes in an n-bit number and outputs an

m-bit number.) This function may not be reversible, since we don’t want to assume f is

one-to-one. So we need to turn it into a one-to-one function.

This is precisely where the distinct “input” and “output” registers help us. We define a

function Uf by the rule

Uf

(
|x〉n|y〉m

)
= |x〉n|f(x)⊕ y〉n.

This is a reversible operation on classical bits: if we know x and f(x) ⊕ y then it’s easy to

determine x and y. We can extend this linearly to get a unitary operator on a n+m-qubit

system.

But further, this function allows us to actually compute the function f . If we apply it to

a pure state |x〉n|0〉m, then we get

Uf

(
|x〉n|0〉m

)
= |x〉n|f(x)⊕ 0〉m = |x〉n|f(x)〉m.

Then f(x) will just be the state of the output register.

But so far we’re not really using any quantumness. How can we get that involved? We

want to take our initial state |0〉n|0〉m and smear it into a big superposition. To do this we

use the Hadamard gate.

Recall the Hadamard gate H corresponds to the matrix 1√
2

[ 1 1
1 −1 ]. In particular, we know

that

H(|0〉) =
1√
2

(|0〉+ |1〉).

Importantly, we can combine these operations. If we have two Hadamard gates, we get

(H⊗H)(|0〉|0〉) =
1√
2

(|0〉+ |1〉) 1√
2

(|0〉+ |1〉) =
1

2
(|0〉|0〉+ |0〉|1〉+ |1〉|0〉+ |1〉|1〉) ,
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which is an equally-weighted superposition of all four possible 2-qubit states. This result

generalizes, and if we tensor together n Hadamard gates, we get

H⊗n|0〉n =
1

2n/2

∑
x≤0<2n

|x〉n

an equally-weighted superposition of all 2n possible n-qubit states.

So now we can give the standard setup for a quantum computation:

Algorithm 4.1 (Quantum Computer Setup). 1. Take a measurement, so you have a pure

state, then apply X to appropirate bits to yield that pure state |0〉n|0〉m.

2. Apply the n-fold Hadamard gate to the input register, to get the state

(H⊗n ⊗ 1)|0〉n|0〉m =

(
1

2n/2

∑
x≤0<2n

|x〉n

)
|0〉m

=
1

2n/2

∑
x≤0<2n

|x〉n|0〉m.

3. Now apply the transformation Uf to obtain the state

Uf

(
1

2n/2

∑
x≤0<2n

|x〉n|0〉m

)
=

1

2n/2

∑
x≤0<2n

Uf (|x〉n|0〉m)

=
1

2n/2

∑
x≤0<2n

|x〉n|f(x)〉m.

We end with an even superposition across all possible input states, with the output

register containing a superposition of all the possible output states.

4.3.2 The No-Cloning Theorem

A naive understanding of quantum computers would say that we’re done here, because the

outputs corresponding to every possible input are contained in this superposition. This is

wrong. There’s a sense in which all the outputs we want are contained in this prepared

state, but we can’t access them.

We can take a measurement of the prepared state, and this will give us the output

|x〉n|f(x)〉m for some individual x. But this is, in effect, picking a random number x and

then computing f directly; the “quantumness” isn’t doing anything for us.

What we wish we could do is read off the entire state, the entire ensemble of pairs

(x, f(x)). This is what confused people are talking about when they say a quantum computer

does all computations in parallel. But reading off the entire state is definitively impossible.
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Theorem 4.13 (No-Cloning Theorem). It is impossible to make a copy of a quantum state.

Rigorously: There is no unitary transformation U : C22n → C22n that satisfies U
(
|ψ〉n|0〉n

)
=

U
(
|ψ〉n|ψ〉n

)
for every unit vector |ψ〉n.

Proof. Suppose we have such a transformation. Let |ψ〉, |φ〉 be distinct input states. Then

we can calculate by linearity that

U
((
a|ψ〉+ b|φ〉

)
|0〉
)

= aU
(
|ψ〉|0〉

)
+ bU

(
|φ〉|0〉

)
= a|ψ〉|ψ〉+ b|φ〉|φ〉.

But calculating directly gives

U
((
a|ψ〉+ b|φ〉

)
|0〉
)

=
(
a|ψ〉+ b|φ〉

)(
a|ψ〉+ b|φ〉

)
= a2|ψ〉|ψ〉+ ab|ψ〉|φ〉+ ab|φ〉|ψ〉+ b2|φ〉|φ〉.

Thus we must have at least one of a or b equal to zero.

Notice this actually proves more than the theorem statement! We set out to prove that

you can’t have a unitary transformation that copies all states; what we actually proved is

that you can’t have a unitary transformation that copies two states and a non-trivial linear

combination of those states.

We can say something even stronger than that. On your homework you’ll prove an

approximate no-cloning theorem, that says we can’t copy quantum states even approximately.

4.3.3 The Quantum Fourier Transform

Because of the no-cloning theorem, we can’t just read off the outputs for all possible inputs.

Instead we need to find some clever operations we can do to get the prepared states to cancel

each other out in a useful way. We won’t be able to read off the values f(x), but we will be

able to find some information about the relationships among the values of f(x). And this

will make it possible to get the results we want.

The most important remaining tool to make this cancellation is the quantum Fourier

transform.

Definition 4.14. The quantum Fourier transform on n bits is the operator

UFT |x〉n =
1

2n/2

2n−1∑
y=0

e
2πixy/2n |y〉n.

It’s important to note here that the product in the exponent is a normal every-day

product of integers; we’re not doing fancy bit arithmetic here.
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You can check that this sends any pure state |x〉n to a unit vector, and that the images

of two different pure states are orthogonal. This is enough to show that it is unitary.

This operator is called the quantum Fourier transform because it is related to the discrete

Fourier transform. If γ : Z/2nZ→ C, we define the discrete Fourier transform by

γ̃(x) =
1

2n/2

2n−1∑
y=0

e
2πixy/2nγ(y).

This function is important in digital signals analysis, and lets us convert between information

about how a signal varies over time and information about important frequencies of the

signal.

Our goal will turn out to be looking for the period of a function f : how often does it loop

around? We’ll see this is just another perspective on computing the order of an element,

since the order of g ∈ Z/kZ is the period of the function γ(x) = gx; computing this period

will let us solve the discrete logarithm problem.

We can check through fairly straightforward if annoying algebra that

UFT

(
2n−1∑
x=0

γ(x)|x〉

)
=

2n−1∑
x=0

γ̃(x)|x〉,

thus relating the two transformations cleanly.

There is an important algorithm in discrete math and signals analysis called the fast

Fourier transform: it computes γ(x) in n2n operations, which is quite fast relative to the 22n

bits that the naive approach takes, but is still exponential.

But there is a quantum algorithm for computing UFT in n2 operations. If we could

read off all the states of UFTH⊗n|0〉n then we could compute discrete Fourier transforms

extremely quickly. But the no-cloning theorem still applies, and this doesn’t give a fast way

of computing individual discrete Fourier transforms.

It’s important to note that we can construct UFT out of 1-bit and 2-bit gates. I don’t

think the construction is especially enlightening so I probably won’t work through it; you

can see Mermin chapter 3 for details.

4.4 Shor’s Algorithm

Now we finally have all the pieces in place to explain Shor’s Algorithm for solving the discrete

logarithm problem.
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4.4.1 Discrete Logs and Periods

Well, almost. The algorithm we’re going to present is actually an algorithm for finding the

period of a function.

Definition 4.15. A function f : Z→ A is periodic if there is some number r ∈ Z such that

f(x) = f(x+ r) for any x ∈ Z.

In our particular case, we’ll be concerned with the function f : Z → Z/mZ defined by

f(x) = gx mod m. We know from section 3.3 that this function is periodic, with period

ordm(g) (and dividing φ(m)). We also know that this is effective the discrete logarithm of 1

to the base g.

So finding the period of this function is sort of a discrete logarithm, but it isn’t a solution

to the full discrete logarithm problem. We’re going to solve this particular version for two

reasons.

First, the usual presentation of Shor’s algorithm is as a way to break RSA. Recall in

section 3.6.2 we saw that if we can solve the discrete logarithm problem, we can break RSA.

But in fact we specifically needed to compute the order of a random number a. That is

specifically the period-finding problem we just described, and consequently most references

work through this form of the problem.

Second, the same basic approach can be used to solve various discrete logarithm problems

as well, but we’ll focus on the period-finding setup here. It’s a little simpler to keep track

of, and not meaningfully that different.

4.4.2 Quantum Computations

We’re now ready to set up our quantum computer. We’ll take f : Z → G be a periodic

function, and we’ll assume it doesn’t repeat except for the period (so that if f(x) = f(y)

then r|y − x). You should think of the standard example of f(x) = gx mod m for some m.

We’ll take n0 to be enough bits to represent all of G, so we have 2n0 > #G. We’ll set

n = 2n0, and set our input register to have n bits and our output register to have n0 bits.

(Our input register needs many extra bits so we can get multiple complete periods.)

We’ll prepare our computer as in algorithm 4.1: we set every bit to zero, then apply

H⊗n ⊗ 1 to obtain the state

1

2n/2

2n−1∑
x=0

|x〉n|0〉n0 ,
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and then we apply Uf to get the state

1

2n/2

2n−1∑
x=0

|x〉n|f(x)〉n0 .

Now we’ll take a measurement of the output register. We could defer this til later, but

doing it now will make things simpler, and this is going to get complicated enough already.

When we take the measurement, we will get some specific output value, which we’ll call

f0. We will “lose” all the inputs that don’t correspond to that output, and we’ll have left

over an even superposition of all the inputs that do correspond to that output. So the state

we have after this measurement is

|Ψ〉n =
1√
m

m−1∑
k=0

|x0 + kr〉n

where the sum is over all the integers 0 ≤ x0 + kr < 2n such that f(x0 + kr) = f0. Thus x0

in particular is the smallest non-negative integer such that f(x0) = f0, and then the other

inputs left in the superposition are just x0 shifted over by a multiple of the period.

Likewise, m is the number of integers x ∈ [0, 2n) that satisfy f(x) = f0. It is either b2n/rc
or b2n/rc+ 1, depending on the specific value of x0. (We don’t expect the period r to evenly

divide 2n, so this number depends on whether there is a good value in the last, incomplete

loop or not.)

If not for the no-cloning theorem, we’d be done at this point. If we could get several of

the values x0 +kr, their differences would be distinct multiples of r; we’ll see later in section

4.4.4 that we can use this information to find r. If we take a measurement now we get some

random x0 + kr, and thus again have just computed the value of f at a random input.

(We could reinitialize our quantum computer from the top and take another measurement

of the output register. But we are overwhelmingly likely, in that case, to get a different output

value f1, so this doesn’t help us at all.) But now the quantum Fourier transform comes to

the rescue. We can compute

UFT |Ψ〉n = UFT
1√
m

m−1∑
k=0

|x0 + kr〉n

=
1

2n/2

2n−1∑
y=0

(
1√
m

m−1∑
k=0

exp(2πi(x0 + kr)y/2n)|y〉

)

=
1√
2nm

2n−1∑
y=0

exp(2πix0y/2
n)

(
m−1∑
k=0

exp(2πikry/2n)

)
|y〉.
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Now we want to measure this input register. This term seems like an incredible mess,

and it is. But much of this will cancel out. We want to compute the probability of getting

a specific output y. This lets us get rid of the sum as y varies, since with our y is now fixed;

and the term exp(2πix0y/2
n) will always have absolute value 1, and so it will disappear.

Thus the probability of getting the result y when we measure is

p(y) =

∣∣∣∣∣ 1√
2nm

exp(2πix0y/2
n)

(
m−1∑
k=0

exp(2πikry/2n)

)∣∣∣∣∣
2

(6)

=
1

2nm

∣∣∣∣∣
m−1∑
k=0

exp(2πikry/2n)

∣∣∣∣∣
2

. (7)

And now we’re done with the quantum computer!

We’re not done with the algorithm, obviously. But we’re done with the “quantum” part

of it. At this point we no longer have an entangled quantum state. We have a specific

number y as output, which is a n-bit number. And we have a formula for the probability of

each particular number we could get.

4.4.3 Lots of Trigonometry

Now we just have to show that the number y we did get is probably useful, and will probably

let us find the period r.

The probability we found in (6) is slightly complicated, but it’s relatively straightforward

to understand as a function of y (as well as being pretty common in physics contexts). We

want to know what output we probably got, so we want to know when this function is large.

The elements exp(2πikry/2n) are each complex numbers of magnitude 1, but potentially

pointing in different directions and canceling each other out. This probability will be maxi-

mized when these numbers are all pointing in roughly the same direction, so they don’t do

a lot of canceling. Thus the probability will be big when y is almost an integer multiple of

2n/r, so that ry
2n

is close to 1 and all our complex numbers are just repeatedly looped around

the unit circle.

We can make this precise with the following extremely annoying pile of trigonometry.

Lemma 4.16. The probability that |y − j2n/r| < 1/2 for some j is greater than .4.
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Proof. Let y = yj = j2n/r + δj for |δj| ≤ 1/2. Then we have that

exp(2πikry/2n) = exp(2πikr(j2n/r + δj)/2
n)

= exp(2πikj + 2πikrδj/2
n)

= exp(2πikrδj/2
n).

Now we want to compute the sum

m−1∑
k=0

exp(2πikry/2n) =
m−1∑
k=0

exp(2πikrδj/2
n) =

m−1∑
k=0

exp(2πirδj/2
n)k

and this is a geometric series! So we can get an explicit formula for the sum, and have

m−1∑
k=0

exp(2πikrδj/2
n) =

1− exp(2πirδj/2
n)m

1− exp(2πirδj/2n)
.

We need to find the squared magnitude of this thing. We have

|1− exp(2πirδj/2
n)|2 = (1− exp(2πirδj/2

n)))(1− exp(2πirδj/2n)))

= (1− exp(2πirδj/2
n))) (1− exp(−2πirδj/2

n)))

= 1− exp(2πirδj/2
n)− exp(−2πirδj/2

n) + exp(2πirδj/2
n) exp(−2πirδj/2

n)

= 1− exp(2πirδj/2
n)− exp(−2πirδj/2

n) + exp(2πirδj/2
n − 2πirδj/2

n)

= 2− exp(2πirδj/2
n)− exp(−2πirδj/2

n).

Now we need to use a very important fact about complex exponentials:

eix = cos(x) + i sin(x). (8)

We also may recall that cos(−x) = cos(x) and sin(−x) = − sin(x). Thus our sum becomes

|1− exp(2πirδj/2
n)|2 = 2− (cos(2πrδj/2

n) + i sin(2πrδj/2
n))− (cos(−2πirδj/2

n) + i sin(−2πirδj/2
n))

= 2− 2 cos(2πrδj/2
n).

We have one final simplification to make. The half-angle formula, which you might

remember from doing trig integrals in calc 2, says that

1− cos(x) = 2 sin2(x/2); (9)

and thus this expression becomes

|1− exp(2πirδj/2
n)|2 = 4 sin2(πrδj/2

n).
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We can compute with the numerator similarly; the only difference is the extra m in the

exponent, and thus we have

|1− exp(2πirδj/2
n)m|2 = |1− exp(2πirmδj/2

n)|2

= 2− 2 cos(2πδjmr/2
n) = 4 sin2(πδjmr/2

n).

Recall we’re trying to compute the probability of getting this particular number yj. We

know the probability of getting yj is

1

2nm

∣∣∣∣∣
m−1∑
k=0

exp(2πikryj/2
n)

∣∣∣∣∣
2

,

and the upshot of the work we’ve just done is to calculate the squared modulus of this final

sum, so we get

p(yj) =
1

2nm

sin2(πδjmr/2
n)

sin2(πδjr/2n)
.

We’ve just been moving the m around in these formulas, but remember that m is very close

to 2n/r; the difference is less than 1. And further, 2n is very big, since 2n = 2n0 · 2n0 > 2n0r.

So we have mr/2n ≈ 1 with error less than 1/2n0 , and we can approximate

p(yj) ≈
1

2nm

sin2(πδj)

sin2(πδjr/2n)
.

Further, since the number πδjr/2
n is very small, we can use the small angle approximation

on the denominator, and get

p(yj) ≈
1

2nm

sin2(πδj)

(πδjr/2n)2
=

sin2(πδj)

(πδj)2 · 2nmr2/22n
=

sin2(πδj)

(πδj)2

2n

mr2
=

sin2(πδj)

(πδj)2

1

r
.

Since |δj| ≤ 1/2, we know that |πδj| ≤ π/2, and looking at a graph of sin(x) in this region

tells us that
sin(πδj)

πδj
≥ 4

π2
.

Thus we can finally conclude that

p(yj) ≥
4

π2r
. (10)

We’re almost done. We know that there are at least r − 1 values j that we can use in

this argument, since there are r − 1 full periods. So if we look at the probability of getting

any of these y values we get

p(|y − j2n/r| < 1/2) ≥
r−1∑
j=1

p(yj) ≥
r−1∑
j=1

4

π2r
=

4(r − 1)

π2r
≈ 4

π2
= .4053 · · · > .4.

But we’re still not done!
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4.4.4 Finding the Period

The upshot of section 4.4.3 is that we have a good probability of finding a number y such

that |y − j2n/r| < 1/2. We can divide this through to get∣∣∣∣ y2n − j

r

∣∣∣∣ < 1

2n+1
.

We know y from our measurement and 2n because we had to build the input register, so we

have an estimate of j/r to within 1/2n+1. And because 2n is so much larger than r, we have

a very, very good estimate. It’s so good that we can find j/r in lowest terms exactly.

We know that r < 2n0 . But if we look at an interval of width 1
2n+1 it will contain at most

one rational number with denominator less than 2n0 ; this is why we had to take n as large

as 2n0.

Thus we know the value of j/r, but in lowest terms j0/r0. If j is relatively prime to

r, then r0 = r and thus we have the period; we have a better than 50% chance of this

happening. Even if it doesn’t, we’re very likely to have r/r0 a small integer.

So we can use a classical computer to check f(r0) = gr0 . If this is equal to 1, then r0

is the period. If not, we can check g2r0 , g3r0 , . . . for a few small multiples, and this is very

likely to get us the answer we want.

What if this doesn’t work? Well, then we start all over! We know from the top that

we have something like a 60% chance that we won’t get a “good” y from the quantum

computer, so we have to be prepared for that. But it shouldn’t take more than a few

iterations to manage to finally find the period of f .
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5 Post-Quantum Encryption

In section 3.3 we learned about the sort of public-key encryption that’s in wide use today,

based on the discrete logarithm problem. In section 4 we saw how a quantum computer can

render all of that encryption obsolete.

For the rest of this course we’ll focus on so-called “post-quantum encryption”, which is

encryption that is not vulnerable to Shor’s Algorithm-type attacks, so we expect it is secure

against even a quantum computer.

Most of these encryption systems are based on a mathematical object known as a lattice.

But we’re going to start with a much simpler version.

5.1 Knapsack Cryptography

In the past four weeks, we’ve discussed public-key encryption systems that depend on various

problems that we believe to be hard: prime factorization, the discrete logarithm, and the

elliptic curve discrete logarithm. These algorithms currently work fine in practice, but they

have three potential security problems:

1. We don’t know for sure that it’s possible to have a secure public-key type algorithm;

anything that can efficiently solve NP-complete problems can efficiently break public-

key cryptography.

2. We don’t actually know that the discrete logarithm class of problems is NP-complete;

it is suspected that it is not. Thus it’s possible that these problems can be efficiently

solved even if P 6= NP .

3. There is a known quantum algorithm that can efficiently break all of these cryptosys-

tems. Because building a functioning quantum computer is a challenging engineering

task, the largest number that has been factored with Shor’s algorithm so far is 21.

Thus quantum computers are not currently a threat.

But there is a substantial risk of them becoming a threat in the medium future, so many

security-concerned groups have started planning for “post-quantum” cryptography that

can stand up to quantum computer based attacks.

We can’t really do anything about the first problem; if P = NP then public-key cryp-

tography is impossible in principle. But the other two problems are potentially solvable, by

basing our cryptographic algorithm on a problem that is “known” to be hard—a problem

that is NP -complete.
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5.1.1 The Subset-Sum Problem

A classic NP-complete problem is the knapsack problem, which asks you to maximize the

value of items you can fit into a knapsack subject to some weight restrictions.

Definition 5.1 (Knapsack problem). Given a (finite) set of items xi, each with weight wi

and value vi, maximize
∑n

i=1 xivi subject to
∑n

i=1 xiwi ≤ W,xi ∈ {0, 1}.

A special case of this is the subset sum problem

Definition 5.2 (Subset Sum problem). Given a list of positive integers M = (M1, . . . ,Mn),

and another integer S, find a subset of the integers in the list whose sum is S.

(This corresponds to the knapsack problem with each vi = wi = Mi).

This problem is known to be NP-complete in general: it is easy to check that a possible

solution is an actual solution (by adding the numbers and checking that they sum to S), but

difficult to find such a subset if you don’t already know one.

Example 5.3. Solve the subset-sum problem for the list (1, 3, 5, 6, 8, 10, 11) and the sum

S = 24.

A little trial and error gives that we have S = 3 + 10 + 11. Alternatively S = 6 + 8 + 10.

There’s no guarantee that any given solution is unique.

How do we solve the subset-sum problem? We can obviously brute-force the solution

by trying all 2n possible combinations. A collision algorithm like the Giant Step/Baby Step

algorithm can reduce the number of calculations necessary by a square root, so we can solve

the problem in O(2n/2+ε) steps. This is still quite slow.

We’d like to use the one-way difficulty of solving this problem to power a cryptosystem.

The basic idea is that Alice starts with a list of positive integers M = (M1, . . . ,Mn). She

writes her message as an n-bit binary number with digits x1x2 . . . xn, and then sends Bob

the number C =
∑n

i=1 xiMi. If Bob can solve the subset-sum problem, he can recover the

list of integers Mi and thus the original message M = x1x2 . . . xn.

If Eve intercepts this message, she will have a difficult time decrypting it, because solving

the subset sum problem is difficult. But without any extra tools, Alice can’t decrypt it any

more easily than Eve can! So we need some sort of “trap door” that allows Alice to solve

the subset-sum problem easily. So our goal is to set up a specific subset-sum problem that

is easy to solve, and then somehow disguise it so no one else can solve it easily.

Definition 5.4. A list of positive integers r = (r1, . . . , rn) is a superincreasing sequence if

ri+1 ≥ 2ri for all i.
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Lemma 5.5. If r = (r1, . . . , rn) is a superincreasing sequence, then rk > rk−1 + · · ·+ r2 + r1

for all 2 ≤ k ≤ n.

Proof. We prove this with a straightforward induction. For k = 2 we have r2 ≥ 2r1 > r1.

Suppose that rk > rk−1 + · · ·+ r1. Then we have

rk+1 ≥ 2rk = rk + rk > rk + (rk−1 + · · ·+ r1)

as desired.

The subset-sum problem is very easy to solve for a superincreasing sequence.

Proposition 5.6. Let (M, S) give a subset-sum problem, where the integers in M = (M1, . . . ,Mn)

form a superincreasing sequence. If a solution x exists, we may find it with the following

algorithm:

1. Start with the largest element Mn.

2. If S ≥Mi, set xi = 1 and subtract Mi from S. Otherwise, set xi = 0.

3. Proceed to the next smallest number.

At the end of this process, x = (x1, . . . , xn) is a solution to the subset sum problem.

Proof. Suppose we have a solution y, such that y ·M = S. We want to show that the

number x produced by the algorithm is equal to y. We prove this by downward induction.

Suppose that xi = yi for all k < i ≤ n; we wish to prove that xk = yk. We have

Sk = S −
n∑

i=k+1

xiMi =
n∑
i=1

yiMi −
n∑

i=k+1

xiMi =
n∑
i=1

yiMi −
n∑

i=k+1

yiMi =
k∑
i=1

kyiMi

When we execute the loop for i = k, there are two possibilities.

1. If yk = 1, then Sk ≥Mk, so we set xk = 1. So xk = yk.

2. If yk = 0, then Sk ≤ Mk−1 + · · · + M1 < Mk by lemma 5.5, and thus we set xk = 0 in

our algorithm, and so yk = xk.

Thus in either case, xk = yk, and thus by induction xi = yi for all i.

Thus if a solution exists, our algorithm finds it. This proves that our algorithm works,

and also that the solution is unique.
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Example 5.7. The set M = (3, 11, 24, 50, 115) is superincreasing. Solve the subset-sum

problem for (M, 142).

We see that S ≥ 115, so we have x5 = 1 and S5 = 142 − 115 = 27. Then S5 < 50 so

x4 = 0 and S4 = 27. S2 > 24 so x3 = 1 and S3 = 27 − 24 = 3. Then S3 < 11 so we have

x2 = 0 and S2 = 3. Finally we have S2 ≥ 3 so x1 = 1 and S1 = 0, which it necessarily will.

Thus our algorithm claims that

142 = 1 · 3 + 0 · 1 + 1 · 24 + 0 · 50 + 1 · 115

which is in fact true.

5.1.2 Knapsack Cryptography

Merkle and Hellman proposed a public key system based on a super-increasing subset-sum

problem. In order to make it difficult for Eve to decipher, the superincreasingness is disguised

using congruences. Since Alice knows how to use the superincreasingness, she can solve the

problem easily; since Eve does not, she cannot.

Algorithm 5.1 (Merkle-Hellman Subset-Sum Cryptography). To create the public-

private keypair:

1. Alice chooses a superincreasing sequence of positive integers r = (r1, . . . , rn).

2. Alice chooses two large integers A,B with B > 2rn and gcd(A,B) = 1. Alice also

computes the inverse of A modulo B.

3. For each i, Alice sets Mi ≡ Ari mod B with 0 ≤ Mi < B. The sequence M =

(M1, . . . ,Mn) is Alice’s public key, which she publishes.

When Bob wants to encrypt a message:

1. Bob writes his plaintext x as a binary vector.

2. Bob computes S = x ·M =
∑n

i=1 xiMi and sends this to Alice.

To decrypt:

1. Alice computes S ′ ≡ A−1S mod B for 0 ≤ S ′ < B.

2. Alice solves the subset problem for (r, S ′). Since r is superincreasing, this is easy.
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The decryption works becasue we have

S ′ ≡ A−1S ≡ A−1

n∑
i=1

xiMi

≡ A−1

n∑
i=1

xiAri ≡
n∑
i=1

xiri mod B.

Since B > 2rn we know that B >
∑n

i=1 xiri, so we know that S ′ is in fact an exact sum of

the ri and Alice can solve her problem easily.

Example 5.8. Suppose Alice chooses r = (3, 11, 24, 50, 115) and she chooses A = 113, B =

250. Then she computes

M = (113 · 3, 113 · 11, 113 · 24, 113 · 50, 113 · 115) mod 250

= (89, 243, 212, 150, 245).

She also computes that A−1 ≡ 177 mod 250.

Bob wants to send Alice the message x = (1, 0, 1, 0, 1) (which corresponds to the number

21 in binary). He encrypts x by computing

S = x ·M = 1 · 89 + 0 · 243 + 1 · 212 + 0 · 150 + 1 · 245 = 546

and sending this to Alice.

When Alice receives S, she computes 177 · 546 ≡ 142 mod 250. She can then solve the

subset-sum problem (as we did in example 5.7) to recover Bob’s message.

5.1.3 Parameter sizes and security

If our subset has n elements, then there are 2n possible binary vectors, so a brute force

attempt would invole 2n calculations. Because there is a collision algorithm, we can do

things in 2n/2 calcuations, so achieving 80 bits of security reuqires taking n > 160.

It turns out we also need to choose r1 > 2n, which implies that rn > 22n and thus B > 22n

Thus the public key is a list of n integers, each of which is approximately 2n bits long; the

plaintext contains n bits of information, and the ciphertext is a number of approximately

2n bits. This gives us again a 2-1 message expansion factor.

Notice that the public keys are really long! To get an effective 80 bits of security, elliptic

curve cryptography required a 160-bit key; RSA required approximately a 1024-bit key. Our

knapsack cryptosystem here requires a public key of size 2n2 = 51200 bits.
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This seems like a problem, but it’s compensated for by the fact that knapsack cryp-

tosystems are extremely fast. Notice that our cryptosystem involved no multiplication to

encrypt, and only one multiplication to decrypt; this is far more efficient than the repeated

exponentiations involved in RSA, Diffie-Hellman, and ECC.

So why aren’t knapsack cryptosystems the new standard? We observed that the subset-

sum problem is NP-complete, and in fact the best known algorithms to solve an arbitrary

subset-sum problem are versions of the collision algorithm, which run in O(2n/2).

But just as using a superincreasing set makes it easy for Alice to decrypt this message,

it also adds structure to the message that allows Eve to decrypt it—even without knowing

the original sequence. To do this, Eve reformulates the subset-sum problem as a question

about lattices.

5.2 Lattices and breaking the knapsack

5.2.1 Breaking Knapsack with a collision algorithm

The simplest way to solve the subset-sum problem is brute force, where we compute every

possible subset sum. This requires us to sum up 2n subsets. We can improve this with a

collision algorithm:

Proposition 5.9. Let M = {M1, . . . ,Mn} and S ∈ N. We can solve the subset sum problem

for (M,S) with the following algorithm:

• For every set I ⊂ {i : 1 ≤ i ≤ n/2} compute AI =
∑

i∈IMi.

• For every J ⊂ {j : n/2 < j ≤ n} compute BJ = S −
∑

j∈JMj.

• Then these lists include a common element AI0 = BJ0, and S =
∑

i∈I0 Mi +
∑

j∈J0 Mj.

This algorithm runs in O(2n/2+ε) time, since we compute 2 · 2n/2 sums and have a little

overhead for comparing the lists.

Example 5.10. Let M = {5, 9, 15, 23, 28, 35} and let S = 78.

Our set of AI is {0, 5, 9, 15, 14, 20, 24, 29} and our set of BJ is {0, 55, 50, 43, 27, 20, 15,−8}.
We see that 20 is on both lists, so we have 5 + 15 + 23 + 35 = 78.

But this algorithm runs in bigger than O(2n/2) time, just like the Babystep-Giant step

algorithm we used to break the discrete logarithm in section 3.2.1. If this were the best

attack, knapsack cryptography would still be pretty secure. But while this is close to the
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best attack on the subset sum problem in general, it is not at all the best attack on knapsack

cryptography.

5.2.2 Lattices

Because of the special structure of a superincreasing sequence, we can actually break the

cryptosystem 5.1 much faster than this. To do that we need to talk about lattices.

We can look at a lattice as a subset of a vector space, or as a special type of module.

Definition 5.11. Let v1, . . . ,vn ∈ Rm be a set of linearly independent vectors. Then the

lattice L generated by {v1, . . . ,vn} is the set of integeger linear combinations of the vi with

coefficients in Z:

L = {a1v1 + · · ·+ anvn : ai ∈ Z}.

A lattice is an attempt to take linear algebra, but use the integers as scalars. This changes

a number of things because we can’t divide by a scalar. There’s a lot of theory of lattices

we could cover; there’s no way to fit it all into one lecture. We’ll just be going over some

highlights here.

Definition 5.12. An integral lattice is a lattice all of whose vectors have integral coordinates.

We can view such a lattice as a subgroup of Zm.

Example 5.13. Consider L ⊂ R3 generated by v1 = (2, 1, 3),v2 = (1, 2, 0),v3 = (2,−3,−5).

We can define new vectors w1 = v1 + v3,w2 = v1 − v2 + 2v3,w3 = v1 + 2v2. These are

all vectors contained in this lattice, since they’re integer linear combinations of v1,v2,v3.

We want to know if these vectors also form a basis of the matrix. We can write down a

matrix with rows given by these relationships:

U =


1 0 1

1 −1 2

1 2 0

 .
This expresses the vectors wi in terms of the vi. If the wi are a basis, we can also write the

vi in terms of the wi, so this matrix will be invertible.

We can compute that this matrix has determinant −1, so the vectors w1,w2,w3 are also

a basis for L. The inverse of U is

U−1 =


4 −2 −1

−2 1 1

−3 2 1
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which tells us we have v1 = 4w1− 2w2−w3,v2 = −2w1 + w2 + w3,v3 = −3w1 + 2w2 + w3.

Finally, we can ask how to represent the wi in “true” coordinates. We can write down

the matrix A whose rows are the vi: 
2 1 3

1 2 0

2 −3 −5

 .
Then the matrix

B = UA =


4 −2 −2

5 −7 −7

4 5 3


is the matrix formed by the wi, so we have w1 = (4,−2, 2),w2 = (5,−7,−7),w3 = (4, 5, 3).

Fact 5.14. Any two bases for a lattice L are related by a matrix having integer coefficients

whose inverse also has integer coefficients. Thus the matrix must have determinant ±1.

We say such a matrix is an element of the general linear group over the integers GLn(Z).

In general a lattice is like a vector space, except we’re looking at integer linear combi-

nations of the basis rather than just linear combinations. This introduces some subtleties,

though, because you can have a linearly independent set that is “large enough” but still isn’t

a basis.

Example 5.15. Let L ⊂ R3 be generated by (1, 0, 0), (0, 1, 0), (0, 0, 1). Then L = Z3 is the

set of all integer-valued points. Then the lattice L2 generated (2, 0, 0), (0, 3, 0), (0, 0, 4) is a

sublattice of L. It has three linearly independent vectors, but it doesn’t generate all of L;

we can’t write all of L as integer-valued linear combinations of elements of L2.

If we try to write down a matrix, we get

U =


2 0 0

0 3 0

0 0 4

 .
This matrix has determinant 24, which isn’t zero, so it’s invertible in R. But 24 doesn’t have

an integer inverse, so this matrix isn’t invertible over Z.

We also want to think about a lattice geometrically. You’ll notice that in this example,

the lattice L was bigger, in the sense that it contained more points. But L2 was more

spread out and there was more space between them. We can turn that into a very powerful

characterization of lattices.
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Definition 5.16. Let L be a lattice of dimension n with basis B = {v1, . . . ,vn}. Then the

fundamental dommain for L corresponding to B is the set

F(B) = {t1v1 + t2v2 + · · ·+ tnvn : 0 ≤ ti < 1}.

All of Rn can be tiled with copies of this fundamental domain.

Fact 5.17. Let L ⊂ Rn with basis B and let F be the fundamental domain for L corresponding

to B. Then every vector w ∈ Rn can be written uniquely as w = t + v for some t ∈ F and

v ∈ L.

Proof.

A lattice can have more than one fundamental domain, since you can have different bases

for the same lattice.

Example 5.18. Let L ⊂ R2 be generated by {v1 = (1, 3),v2 = (4, 1)}. We can take

w1 = 2v1 + 3v2 = (14, 9) and w2 = v1 + 2v2 = (9, 5). These fundamental domains look very

different, but the matrix associated to this transformation is

U =

[
2 3

1 2

]

and has determinant 1. So this matrix is invertible: we can write v1 = 2w1 − 3w2 and

v2 = 2w2 − w1. Thus these two lattices are the same lattice despite having very different

appearances.

In higher dimensions it can be extremely difficult to tell if two lattices are actually the

same! But there are some easy ways to tell that lattices are different.

Definition 5.19. Let L be a lattice of dimension n and let F be a fundamental domain

for L. Then the n-dimensional volume of F is called the covolume or determinant of L or

det(L).

Fact 5.20. Let L be a lattice, B = {v1, . . . ,vn} a basis, and F a fundamental domain. If A

is the matrix whose rows are given by the vi, then detL = | detA|.
Further,

detL ≤ ‖v1‖ · · · · · ‖vn‖.

The closer the vi are to being orthogonal, the closer this inequality is to an equality.

http://jaydaigle.net/teaching/courses/2021-spring-4981/ 130

http://jaydaigle.net/teaching/courses/2021-spring-4981/


Jay Daigle The George Washington University Math 4981: Cryptography

Corollary 5.21. If {vi} and {wi} are two different bases for the same lattice, with corre-

sponding matrices A and B, then det(A) = det(B).

Example 5.22. If we take our previous example, we have the matrix A with rows corre-

sponding to the vi:

A =

[
1 3

4 1

]
det(A) = 1 · 1− 3 · 4 = −11.

But we can also form the matrix for the wi:

B =

[
14 9

9 5

]
det(B) = 14 · 5− 9 · 9 = 70− 81 = −11.

Thus the areas of these fundamental domains are the same.

It’s maybe worth clarifying that two different lattices can in fact have the same determi-

nant. But two versions of the same lattice will always have the same determinant.

5.2.3 The Shortest Vector Problem

A standard question is to find the shortest vector contained in a lattice. In a vector space

this question makes no sense, since we can always divide a vector by some scalar and get a

shorter vector; in a lattice this is not possible.

Definition 5.23 (Shortest-Vector Problem). Given a lattice L with a basis {v1, . . . ,vn},
find a shortest non-zero vector v ∈ L.

Many lattices have more than one shortest vector (e.g. the lattice Z2 contains (±1, 0)

and (0,±1) which are all equal lengths; thus each is “a” shortest vector).

The shortest-vector problem is a classic NP -complete problem, so there is no efficient

algorithm to solve it in general. (In fact even the best known algorithms are quite bad; there

are exponential-time algorithms, but these also require exponential amounts of memory).

The fact that this problem is hard might seem surprising at first; we can usually do this

pretty quickly just by looking at a picture. But if we can draw a picture, our lattice is almost

certainly 2-dimensional, or maybe 3-dimensional. The exponential difficulty scales with the

dimension of the lattice; in a 100-dimensional lattice it’s quite difficult to see which vectors

are shorter than others.

We can also pose the related closest-vector problem:
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Definition 5.24 (Closest-Vector Problem). Given a lattice L and a vector w ∈ Rm that is

not in L, find a vector v ∈ L that is closest to w. That is, find a vector v ∈ L that minimizes

‖w − v‖.

These problems are both quite difficult to solve exactly; they are somewhat easier to

solve approximately, but only somewhat. We can, however, lay out some guidelines for what

a solution will look like.

Fact 5.25 (Hermite’s Theorem). Every lattice L of dimension n contains a nonzero vector

v ∈ L satisfying ‖v‖ ≤
√
n det(L)1/n.

Fact 5.26 (Gaussian Heuristic). Let L be a lattice of dimension n. The Gaussian expected

shortest length is

σ(L) =

√
n

2πe
(detL)1/n.

The Gaussian heuristic says that a shortest nonzero vector in a “random” lattice will satisfy

‖v‖ ≈ σ(L).

This heuristic is just an average. The shorter the actual shortest vector is compared to

the expected shortest vector, the easier it is to solve the shortest-vector problem.

5.2.4 Cracking the knapsack with lattices

We want to reformulate Eve’s problem in cracking the knapsack cryptosystem 5.1 as a

question about lattices. Suppose she wants to write S as a subset-sum from the set M =

(m1, . . . ,mn). She can write a matrix

2 0 0 . . . 0 m1

0 2 0 . . . 0 m2

0 0 2 . . . 0 m3

...
...

...
. . .

...
...

0 0 0 . . . 2 mn

1 1 1 . . . 1 S
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We think of each row of this matrix as forming the vector vi, so that we have

v1 = (2, 0, 0, . . . , 0,m1)

v2 = (0, 2, 0, . . . , 0,m2)

...
...

vn = (0, 0, 0, . . . , 2,mn)

vn+1 = (1, 1, 1, . . . , 1, S).

Eve will consider the lattice L generated by the vi:

L = {a1v1 + · · ·+ anvn + an+1vn+1 : ai ∈ Z}.

Suppose x = (x1, . . . , xn) is a solution to the subset problem. Then L contains the vector

t =
n∑
i=1

xivi − vn+1 = (2x1 − 1, 2x2 − 1, . . . , 2xn − 1, 0)

where the last coordinate is 0 since S = x1m1 + · · ·+ xnmn.

Now since xi ∈ {0, 1}, we know that 2xi − 1 = ±1, and thus ‖t‖ =
√
n. But since

mi = O(22n) and S = O(22n), we see that ‖vi‖ = O(22n)�
√
n.

Thus we see that t is an atypically short vector in L, so solving the subset-sum problem

is reducible to the problem of finding a short vector in this lattice.

In fact, we can compute the Gaussian heuristic. We know that S = O(22n), so S1/n+1 ≈ 4.

Thus we see that

σ(LM,S) =

√
n+ 1

2πe
(detLM,S)1/(n+1)

=

√
n+ 1

2πe
(2nS)1/(n+1)

≈
√
n+ 1

2πe
8 ≈ 1.936

√
n

so t is about half the length of the “expected” shortest vector.

We can make this even better. The problem is unchanged if we multiply both the target

S and the elements Mi by a large constant C. This will inflate the expected shortest vector

by a factor of n+1
√
C but will leave the vector t completely unchanged.

Now, we’re looking for the shortest vector in L, which we know is difficult—so we’ve

replaced one hard problem with another. However, clever algorithms can find an approximate
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solution in polynomial time. The Lenstra-Lenstra-Lovász (LLL) algorithm can find a vector

with length at most 2(n−1)/2 times the length of the shortest vector.

Since we expect t to be much shorter than all the other vectors in the lattice, solving

this approximate problem is good enough, and thus we can break the cryptosystem.

5.3 Ring Learning with Errors Cryptography: A New Hope

In this section we’ll introduce a modern “lattice-based” encryption algorithm. First we need

to develop one final mathematical object, which we will use to implement this cryptosystem:

the ring.

5.3.1 Rings of Polynomials

A ring is in essence a set in which we can do addition and multiplication, but not necessarily

division. Formally:

Definition 5.27. A ring is a set R together with two operations + and ·, such that

1. R is an abelian group under the operation +, with identity 0;

2. Multiplication is commutative, and has identity element 1;

3. and we have the distributive law k(x+ y) = kx+ ky.

Example 5.28. 1. Every field is a ring.

2. The integers Z form a ring.

3. Z/mZ, the integers modulo m, form a ring for any m. (They form a field if and only

if m is prime).

4. The set of all m × n matrices does not form a ring under this definition, because I

required multiplication to be commutative.

5. The set of functions f : R → R is a ring under pointwise addition and pointwise

multiplication.

6. The set of polynomials in one variable with rational coefficients Q[x] form a ring.

7. In fact, if R is any ring, then the set of polynomials with coefficients in R forms a ring

R[x].
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This last example is the one we’re most interested in. In particular we want to look at

one particular type of polynomial ring:

Definition 5.29. The ring of polynomials with integer coefficients is Z[x] = {a0 + a1x +

· · ·+ anx
n : ai ∈ Z, n ∈ N}.

The ring of polynomials with mod m coefficients is Z/mZ[x] = {a0 + a1x+ · · ·+ anx
n :

ai ∈ Z/mZ, n ∈ N}.

Example 5.30. Consider the ring Z/5Z[x]. Let f(x) = x2 + 3x + 1, g(x) = x3 + 2x2 + 4 ∈
Z/5Z[x]. Then we compute f(x) + g(x) = x3 + 3x2 + 3x and

f · g(x) = x5 + 3x4 + x3 + 2x4 + x3 + 2x2 + 4x2 + 2x+ 4

= x5 + 2x3 + x2 + 2x+ 4.

Even though our coefficients are computed mod m, this ring still has infinitely many

elements. We’d like to cut it down to finitely many elements so we can do cryptography

with it. When we cut the integers down from an infinite set to a finite set, we modded

out by an integer. To cut these polynomials down to a finite set, we need to mod out by a

polynomial.

Definition 5.31. Let R be a ring and r1, . . . , rn ∈ R. The ideal generated by ri, written

〈r1, . . . , rn〉, is the set of all linear combinations of the ri. That is,

〈r1, . . . , rn〉 = {r1s1 + r2s2 + · · ·+ rnsn : si ∈ R}.

In particular, if f ∈ Z/mZ[x] then 〈f〉 = {f(x)g(x) : g(x) ∈ Z/mZ[x]}.
If R is a ring and I is an ideal in R, and r, s ∈ R, we say r = s + I or r = s mod I

if r − s ∈ I. We write R/I for the set of equivalence classes of R modulo I. R/I is a ring

under the operations inherited from R.

Example 5.32. If R = Z and I = 〈m〉 then R/I = Z/mZ. This is the usual modular

arithmetic you’re already familiar with.

In this case I is the set of all integer multiples of m. Thus 0,m, 2m, 10m,−m ∈ I.

Example 5.33. If R = Z[x] and I = 〈m〉 for m ∈ Z then R/I = Z/mZ[x].

Here I is the set of all polynomial multiples of m. So we have m,mx, 3mx3 +m, 5mx4−
2mx2 +m3 ∈ I. But mx+ 1, x+m 6∈ I unless m = 1.
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Example 5.34. The example we’re most interested in is the case where R = Z/mZ[x] and

I = 〈xn + 1〉 for some n = 2k. (This polynomial has all the 2kth roots of unity as its

roots; over the complex numbers, the roots are precisely the numbers e2mπi/2k we saw in the

quantum Fourier transform.)

In R/I we have xn = −1+I, so any time we have an xn we can replace it with a −1. (And

similarly we can replace xn+1 with −x and xn+2 with −x2, and so on). Thus a complete set

of representatives for R/I = Z/mZ[x]/〈xn + 1〉 is {a0 + a1x+ · · ·+ an−1x
n−1 : ai ∈ Z/mZ}.

Note this definition is different from earlier; this n is fixed by our choice of I = 〈xn + 1〉.

Remark 5.35. We could also view this ring as Z[x]/〈m,xn+1〉, or even as
(
Z[x]/〈xn+1〉

)
/〈m〉;

it doesn’t matter what order we do the modding in.

Example 5.36. Let R = Z/5Z[x]/〈x4 +1〉. Let f(x) = x2 +3x+1, g(x) = x3 +2x2 +4 ∈ R.

Then we compute f(x) + g(x) = x3 + 3x2 + 3x and

f · g(x) = x5 + 3x4 + x3 + 2x4 + x3 + 2x2 + 4x2 + 2x+ 4

= (−1)x+ 2x3 + x2 + 2x+ 4

= 2x3 + x2 + x+ 4.

5.3.2 Ring-LWE

We can design a NP-complete problem that uses the structure of these specific rings.

Let f(x) = xn + 1 where n = 2k. (This guarantees among other things that f has no

rational roots). Let q be a large prime with q ≡ 1 mod 2n, and set Rq = Z/qZ[x]/〈f(x)〉 =

Z[x]/〈q, f(x)〉.
We want to be able to talk about small errors, which means we need some idea of the

“size” of a polynomial. There are a number of choices we could make here, but the simplest

is to look at the largest coefficient of the polynomial.

Definition 5.37. Let f(x) ∈ R and write f(x) = a0 + a1x + · · · + an−1x
n−1 where each

ai ∈
{
−(q−1)

2
, . . . ,−1, 0, 1, . . . , q−1

2

}
. That is, we choose each coefficient to be as close to zero

as possible.

We define the infinity norm of f to be ‖f‖∞ = max{|ai|}. Thus the norm is the magni-

tude of the largest-magnitude coefficient.

To set up a Ring Learning with Errors problem, we first need to specify a probability

distribution on polynomials that guarantees that the polynomials are “probably” “small”.
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The simplest example of this is to pick some bound b, and then choose each coefficient

uniformly at random from the set {0, 1, . . . , b}. Then:

1. Let ai(x) be a set of random known polynomials in R.

2. Let ei be a set of random unknown polynomials that are small with respect to the

bound b.

3. Let s(x) be an unknown polynomial with ‖s‖∞ ≤ b.

4. Set bi(x) = (ai(x) · s(x)) + ei(x).

The Ring-LWE Decision Problem is, given a list of pairs (ai(x), bi(x)), to determine

whether the bi(x) were generated from the ai(x) by this process, or whether they were

independently randomly generated.

The Ring-LWE Search Problem is, given a list of pairs (ai(x), bi(x)) generated by this

process, to determine s.

Theorem 5.38 (Lyubashevsky, Peikert, Regev). The Ring-LWE Search Problem is at least

as hard as the worst-case approximate shortest vector problem, even on a quantum computer.

This proof is done by turning the Ring-LWE question into a question about lattices,

much as we did to knapsack encrpytion in week section 5.2. In fact, these polynomial rings

naturally form mod-q lattices of dimension n, generated by the elements 1, x, x2, . . . , xn−1.

The Ring-LWE problem fundamentally involves the introduction of error terms, and

thus has fundamental randomness. Thus it’s never possible to solve a problem with 100%

certainty; however, we can force the chances of error to be as low as we wish by careful choice

of parameters.

5.3.3 Rounding and Masking

There are a number of different variations and implementations of Ring-LWE that have

been proposed; Google experimentally used an algorithm called New Hope during 2016, in a

program called CECPQ1. (Google began experiments with a new algorithm they’re calling

CECPQ2 in 2019.) Here we will present an algorithm from [Singh(2015)].

We need a way to convert ring elements into binary strings (and vice versa), that is robust

to a certain amount of error. We do this with a rounding procedure.
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The basic idea is this: we will divide Z/qZ up into four quadrants. We label:

I0 = Z/qZ ∩ [0, q/4)

I ′1 = Z/qZ ∩ [q/4, q/2)

I ′0 = Z/qZ ∩ [q/2, 3q/4)

I1 = Z/qZ ∩ [3q/4, q)

Every integer in Z/qZ will be in exactly one of these intervals.

Remark 5.39. These sets do not all have the same number of elements: three of them will

contain (q − 1)/4 elements each, and the remaining set will contain (q + 3)/4 elements. In

order to maintain real-world security, this bias needs to be eliminated, so some of the edge-

case numbers are moved over with 50% probability to avoid bias. We’re going to ignore this

subtlety for now.

Now given an v ∈ Z/qZ, we define the modular rounding function to be

bve2 =

{
0 v ∈ I0 ∪ I1 0 ≤ v < q/4 or 3q/4 ≤ v < 0

1 v ∈ I ′0 ∪ I ′1 q/4 ≤ v < 3q/4

Modular rounding essentially tells us whether v is closer to 0 or to q/2, mod q. We will use

this function to convert elements of Z/qZ into individual bits, and thus to convert elements

of R = Z/mZ[x]/〈xn + 1〉 into strings of n bits.

However, we expect to get our elements transmitted with some error; we need some

correction (or “reconciliation”) method to make sure that we are getting the same bit string

that our partner is.

We define the cross rounding function to be

〈v〉2 =

{
0 v ∈ I0 ∪ I ′0 0 ≤ v < q/4 or q/2 ≤ v < 3q/4

1 v ∈ I1 ∪ I ′1 q/4 ≤ v < q/2 or 3q/4 ≤ v < q

This cross rounding function allows us to correctly compute bae2 from a transmission of

w = v + e for small error e. In particular, we will assume the error is of size ≤ q/8. We set

E = [−q/8, q/8) ∩ Z, and we define

rec(w, b) =

{
0 w ∈ Ib + E mod q

1 otherwise

Proposition 5.40. If w = v + e mod q for v ∈ Z/qZ, e ∈ E, then rec(w, 〈v〉2) = bve2.

http://jaydaigle.net/teaching/courses/2021-spring-4981/ 138

http://jaydaigle.net/teaching/courses/2021-spring-4981/


Jay Daigle The George Washington University Math 4981: Cryptography

The basic idea here is that we know v with some error, and we want to correctly determine

bve2. If v is close to q/4 or 3q/4, the addition of the error term might push it to the other

side and cause bv + ee2 6= bve2. But it won’t push it too far, so we know that if it changes

the rounding value, it will also change the cross-rounding value.

So the reconciliation function tells us not to flip the value of bv + ee2 if we still have the

correct cross-rounding, and to flip the value if we do not.

Proof. Suppose w = 〈v〉2 = 0. Then v ∈ I0 ∪ I ′0 by definition, and we compute I0 + E =

[−q/8, 3q/8).

If v ∈ I0, then we have 0 ≤ v < q/4 and −q/8 ≤ e < q/8, so −q/8 ≤ v + e = w < 3q/8

and w ∈ Ib + E, so rec(w, b) = 0 = bve2. Conversely, if v ∈ I ′0 then we have q/2 ≤ v < 3q/4

so 3q/8 ≤ v + e = w < 7q/8 and rec(w, b) = 1 = bve2.

If v ∈ I1 we can confirm rec(w, b) = bve2 by the same argument.

Thus if you have access to v + e and to 〈v〉2, then you can compute bve2, even if you

don’t know v or e.

5.3.4 Ring-LWE Diffie-Hellman

Algorithm 5.2. To generate a key:

A trusted party chooses parameters n = 2k, q an odd prime with q ≡ 1 mod 2n, a ∈
R = Z/qZ[x]/〈xn + 1〉, and a probability distribution over R that produces small elements.

1. Alice generates two random elements s0, s1 ∈ R. This is her private key.

2. Alice computes b = s1 · a+ s0. This is her public key.

When Bob receives Alices public key, he generates a shared secret via encapsulation.

1. Bob generates three random elements e0, e1, e2 ∈ R.

2. Bob computes u = e0 · a+ e1, v = e0 · b+ e2 ∈ R.

3. Bob computes µ = bve2 ∈ {0, 1}n. Recall each element of Z/mZ gives us one bit, so

an element of R gives us n bits. This is the shared secret key.

4. Bob computes 〈v〉2 ∈ {0, 1}n.

5. Bob transmits the ciphertext c = (u, 〈v〉2) ∈ R× {0, 1}n.

When Alice receives a ciphertext (u, v′), she recovers the shared secret via decapsulation.
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1. Alice computes w = u · s1 using her private s1.

2. Then Alice computes µ = rec(w, v′).

Proposition 5.41. Alice and Bob recover the same secret bitstring in Algorithm 5.2. That

is, µ = rec(u · s1, 〈v〉2).

Proof. Alice computes w = u · s1 = e0 · a · s1 + e1 · s1, and Bob has computed

v = e0 · b+ e2 = e0(s1 · a+ s0) + e2 = e0 · a · s1 + e0 · s0 + e2.

Thus we have w = v + (e0 · s0 − e1 · s1 + e2). Since all five of these numbers are small,

proposition 5.40 tells us that rec(w, 〈v〉2) = bve2.

What would Eve have to do in order to intercept the key? Eve gets to see bs1 ·a+ s0 and

u = e0 · a + e1, and needs to deduce something close to e0 · a · s1. (Eve has also seen 〈v〉2
but after normalizing the rounding properly this conveys exactly zero information about the

shared secret).

Thus Eve would need to be able to find s1 and e0, which would roughly involve solving

two distinct Ring-LWE problems.

Example 5.42. We choose parameters n = 4, q = 17, a = 3x3 + 7x2 + 12x.

Alice generates two random small elements s0 = x3 + x + 1 and s1 = x2 + 3x + 2. She

computes

b = s1 · a+ s0 = (x2 + 3x+ 2)(3x3 + 7x2 + 12x) + x3 + x+ 1

= 3x5 + 7x4 + 12x3 + 9x4 + 21x3 + 36x2 + 6x3 + 14x2 + 24x+ x3 + x+ 1

= −3x− 7 + 12x3 − 9 + 4x3 + 2x2 + 6x3 + 14x2 + 7x+ x3 + x+ 1

= 6x3 + 16x2 + 5x+ 2.

She transmits this b = 6x3 + 16x2 + 5x+ 2 to Bob.

When Bob receives this b, he generates e0 = x3−x−1, e1 = x2+2x−2, e2 = −x3+2x2+1.
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He computes

u = e0a+ e1 = (x3 − x− 1)(3x3 + 7x2 + 12x) + x2 + 2x− 2

= 3x6 + 7x5 + 12x4 − 3x4 − 7x3 − 12x2 − 3x3 − 7x2 − 12x+ x2 + 2x− 2

= −3x2 − 7x− 12 + 3− 7x3 − 12x2 − 3x3 − 7x2 − 12x+ x2 + 2x− 2

= 7x3 − 4x2 + 0x+ 6

v = e0 · b+ e2 = (x3 − x− 1)(6x3 + 16x2 + 5x+ 2)− x3 + 2x2 + 1

= 6x6 + 16x5 + 5x4 + 2x3 − 6x4 − 16x3 − 5x2 − 2x− 6x3 − 16x2 − 5x− 2− x3 + 2x2 + 1

= −6x2 + x− 5 + 2x3 + 6 + x3 − 5x2 − 2x− 6x3 + x2 − 5x− 2− x3 + 2x2 + 1

= −4x3 − 8x2 − 6x.

To compute µ = bve2 we observe that I0 = [0, 17/4)∩Z/qZ = {0, 1, 2, 3, 4}. Similarly, we

have I ′1 = {5, 6, 7, 8}, I ′0 = {9, 10, 11, 12}, I1 = {13, 14, 15, 16}. So µ = b−4x3 − 8x2 − 6xe2 =

b13x3 + 9x2 + 11x+ 0e2 = (0, 1, 1, 0).

We also compute 〈v〉2 = 〈13x3 + 9x2 + 11x+ 0〉2 = (1, 0, 0, 0).

Finally, Bob sends Alice the message (u, 〈v〉2 = (7x3 − 4x2 + 6, (1, 0, 0, 0)). First Alice

computes

w = u · s1 = (7x3 − 4x2 + 6)(x2 + 3x+ 2)

= 7x5 + 21x4 + 14x3 − 4x4 − 12x3 − 8x2 + 6x2 + 18x+ 12

= −7x− 4− 3x3 + 4 + 5x3 + 9x2 + 6x2 + x− 5

= 2x3 + 15x2 + 11x+ 12.

Now she wants to compute rec(w, 〈v〉2) = rec(2x3 + 15x2 + 11x+ 12, (1, 0, 0, 0)). We see that

I0 + E = [−q/8, 3q/8) = [−2, 6] = [15, 16] ∪ [0, 6] and I1 + E = [5q/8, 9q/8) = [11, 19] =

[11, 16] ∪ [0, 2]. Then we have

rec(2, 1) = 0

rec(15, 0) = 0

rec(11, 0) = 1

rec(12, 0) = 1.

We find that this doesn’t work! Alice doesn’t wind up with the same secret Bob had

had. Why is this?
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5.3.5 Algorithm Analysis

Recall that this encryption algorithm is probabilistic—it works on the assumption that the

error terms don’t get too big relative to q, and in fact stay smaller than q/8. But since we

took q = 17 we get q/8 ≈ 2, and it’s very easy for the error term to blow up larger than this.

In fact we can compute the error term e0s0+e2−e1s1 = 5−6x2−6x3 has three coefficients

that are larger than 2. In contrast, the coefficient of x is zero, so there’s no error in that

term. We can in fact see that the x coordinate of w is the same as the x coefficient of v, as

you’d expect. And the bit corresponding to the x coefficient is in fact the only one that we

got right.

You might think this probabilistic failure is a problem. And it can be; but under real-

world parameter choices it really isn’t. Suggested parameters are n = 512 and q = 25601,

which leads to a 7680-bit public key; or n = 1024, q = 40961, and a 16384-bit public key. In

the first case, the chances of a failure like this are 2−75.72, and in the latter the probability

of this failure are 2−96.11.

So what are the advantages of this setup? There are a few.

First, even a quantum computer will find decrypting this as hard as solving the shortest-

vector problem, which is NP-complete. Thus this is as secure as we could reasonably expect

any sort of public-key cryptography to be.

Second, this algorithm is quite fast. The public keys and the transmitted messages are

quite large, but there are very few calculations involved in the key exchange: encapsulation

requires generating three random elements, doing two ring additions, two ring multiplica-

tions, and then two rounding steps. And decapsulation involves one ring multiplication and

one rounding step. This is not very many operations.

On top of this, ring multiplication is very efficient. (I realize it might not feel efficient

while you’re doing it!) There is in fact a version of the Learning with Errors cryptosystem

that doesn’t involve ring operations, but it was discarded as impractical for being too slow.

In contrast, we can scale ring multiplication very efficiently using a technique called the

Fast Fourier Transform. This is so efficient that for realistic key sizes, a quarter of the key

exchange algorithm runtime is actually taken up just by generating the random numbers—

the arithmetic is quite fast. (For n = 1024, [Singh(2015)] measured key generation at 112

microseconds, encapsulation at 183 microseconds, and decapsulation at 45 microseconds on

a 2GHz i5.)
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5.4 Homomorphic Encryption

5.4.1 Homomorphisms and privacy

1. I want to search a medical database for information about an STD without letting

anyone know I have one.

2. I want to search for politically dangerous information in an authoritarian regime.

3. I want to store and search my data in the cloud without giving any internet companies

access to it.

4. I want to make a database of genetics information available to researchers without

allowing them to identify any specific person.

In all of these cases, I want to allow someone to do computations on my data, but I don’t

want them to actually have access to my data.

Definition 5.43. Let R, S be rings. We say a function f : R → S is a homomorphism if

f(x+ y) = f(x) + f(y) and f(xy) = f(x)f(y).

So we want an encryption algorithm that is homomorphic: we can encrypt the data, do a

computation on it, and decrypt it, and we get the same result as just doing the computation

on the original data.

5.4.2 Encryption with Ring-LWE

The algorithm presented here was presented in [Brakerski and Vaikuntanathan(2011)].

Our setup is very similar to last week’s. We have Rq = Z/qZ[x]/(xN + 1) where N is a

power of 2. We have a way of randomly generating small elements of the ring.

We can make a symmetric encryption algorithm out of this straightforwardly:

Algorithm 5.3. Key generation:

1. Alice generates a random small polynomial s(x); this is the shared, symmetric key.

Encryption:

1. Alice generates a random polynomial a(x) from the entire ring, and a random small

polynomial e(x).
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2. Her message is a string of bits, which she can think about as a polynomial m(x) with

coefficients either 0 or 1.

3. Alice computes c1(x) = −a(x) and c0(x) = a(x)s(x) + 2e(x) +m(x).

4. She transmits the ciphertext (c0(x), c1(x)).

Decryption:

1. Bob receives (c0(x), c1(x)).

2. He computes c0(x) + c1(x)s(x).

3. He reduces modulo 2, and gets the message m(x).

We see that c0(x) + c1(x)s(x) = a(x)s(x) + 2e(x) + m(x) − a(x)s(x) = 2e(x) + m(x).

When we reduce mod 2 we can ignore the 2e(x) term, and since all the coefficients of m(x)

are either 0 or 1, we get m(x) back exactly.

Example 5.44. Let’s take N = 4 and q = 17. We want to encrypt the message (1, 0, 1, 0).

We first encode this as x3 + x.

We’ll take as a key s(x) = x3 − x2 + 2x.

To encrypt, Alice generates a polynomial a(x) = 3x2+7x−5, and a small error polynomial

e(x) = 2x3 + x+ 1. She computes:

c1(x) = −a(x) = −3x2 − 7x+ 5

c0 = a(x)s(x) + 2e(x) +m(x)

= (3x2 + 7x− 5)(x3 − x2 + 2x) + 4x3 + 2x+ 2 + x3 + x

= 3x5 + 4x4 − x3 + 19x2 − 7x+ 2

= −x3 + 2x2 + 7x− 2.

So Alice sends the message (−x3 + 2x2 + 7x− 2,−3x2 − 7x+ 5).

When Bob receives this, he computes

c0 + c1s = −x3 + 2x2 + 7x− 2 + (−3x2 − 7x+ 5)(x3 − x2 + 2x)

= −3x5 − 4x4 + 5x3 − 17x2 + 17x− 2

= 5x3 + 3x+ 2

and reducing mod 2 gives x3 + x.
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With a little tweaking, we can turn this into a public key algorithm.

Algorithm 5.4. Keygen:

1. Alice generates a random polynomial a0 and random small polynomials s and e0.

2. Alice computes b0 = as+ 2e0. Her public key is (a0, b0).

Encryption:

1. Bob generates random small polynomials v, e1, e2.

2. He computes a1 = a0v + 2e1, b1 = b0v + 2e2.

3. He computes c0 = b1 +m and c1 = −a1.

4. The ciphertext is (c0, c1).

Decryption:

1. Alice receives (c0, c1).

2. Alice computes M = c0 + sc1.

3. Alice reduces M mod 2 and gets the message m.

We see that

M = c0 + sc1

= b1 +m+ sc0

= (b0v + 2e2) +m− sa1

= a0sv + 2e0v + 2e2 +m− sa0v − 2se1

= m+ 2(e0v + e2 − se1).

Reducing mod 2 just leaves m.

Remark 5.45. Why is it important that the error terms are small, here? Because reducing

mod q and mod 2 don’t actually commute.

Suppose q = 17 and the message is (1, 1, 1) or m = x2 + x + 1, and suppose we have a

large error e = 8x2 + 9x+ 2. Then m+ 2e = 17x2 + 19x+ 7 = 2x+ 7, and reducing mod 2

gives m = 1 and a message of (0, 0, 1). If the error term adds up enough to be large relative

to q then we can get the wrong sum when we mod out by 2 to recover m.
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5.4.3 Somewhat Homomorhpic Encryption

So far this hasn’t gotten us anything really new. But it turns out this encryption gives us a

partial homomorphism.

For the rest of this lecture we’ll just look at the symmetric version. This can all be

upgraded into the public key version, just with more careful arithmetic.

Proposition 5.46. This encryption scheme is additively homomorphic. That is, d(e(m) +

e(m′)) = m+m′.

Proof. We encrypt m as (c0, c1) and m′as(c′0, c
′
1). Then we have

(c0, c1) + (c′0, c
′
1) = (as+ 2e+m+ a′s+ 2e′ +m′,−a− a′).

To decrypt we compute

c0 + c′0 + (c1 + c′1)s = as+ 2e+m+ a′s+ 2e′ +m′ + (−a− a′)s

= m+m′ + 2(e+ e′)

so reducing mod 2 gives m+m′. Thus d(e(m) + e(m′)) = m+m′ as desired.

Getting a multiplicative homomorphism is a bit trickier. We’d like to do the obvious

thing and just multiply our points together. But

c0c
′
0 = (as+ 2e+m)(a′s+ 2e′ +m′)

= mm′ + asm′ + a′sm+ aa′s2 + 2(ea′s+ 2ee′ + em′ + e′as+ e′m).

The last term is a perfectly reasonable error term, although we might worry that it gets too

large. We have the product mm′ that we’re looking for, and we have asm′ and a′sm which

we know how to deal with. But what do we do with the aa′s2 term?

In order to deal with this, we need to carry around some extra information.

Algorithm 5.5. A ciphertext will be a sequence of ring elements c = (c0, . . . , cd) ∈ Rd+1
q .

Each ci is a polynomial mod q and mod xN + 1.

We add ciphertexts pointwise. If two ciphertexts have different lengths (that is, different

numbers of polynomials), we can pad the shorter one out with zeroes, since it will turn out

that (c0, . . . , cd, 0, . . . , 0) will decrypt to the same message as (c0, . . . , cd). Then we have

c + c′ = (c0, . . . , cd) + (c′0, . . . , c
′
d) = (c0 + c′0, . . . , cd + c′d).
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Multiplication is more complex. If c = (c0, . . . , cd) and c′ = (c′0, . . . , c
′
d′), we do not pad

with zeros. Instead we introduce a new symbolic variable v, and we write

c =
d∑
i=0

civ
i = c0 + c1v + · · ·+ cdv

d ∈ Rq[d].

Then we can compute

c× c′ = (ĉ0, . . . , ĉd+d′)

where (
d∑
i=0

civ
i

)(
d′∑
i=0

c′iv
i

)
=

d+d′∑
i=0

ĉiv
i.

So how do we decrypt such a thing? Note that if we know the private key s then we also

can compute si for any i. If our final ciphertext is c = (c0, . . . , cD) ∈ RD+1
q , we compute

s = (1, s, . . . , sD), and then compute the inner product

〈c, s〉 =
D∑
i=0

cis
i.

(This is really just substituting s for the symbolic variable v, but it’s computationally nicer

to set it up this way.)

When we reduce this inner product 〈c, s〉 mod 2, we get as output the plaintext m, as

long as the error terms are sufficiently small.

We first want to check that this decryption algorithm works for the simple bits. But if we

just encrypt a message e(m) = (c0, c1), then this decryption algorithm gives us 〈e(m), s〉 =

c0 + c1s, which is the same as our old decryption algorithm. Addition also works pretty

reasonably. The hard thing to check is that multiplication does what we want it to.

Proposition 5.47. If e(m) = c and e(m′) = c′, then d(c× c′) = mm′, as long as the error

is small.

Proof. We have

c = (c0, c1) = (as+ 2e+m,−a) = as+ 2e+m− av

c′ = (c′0, c
′
1) = (a′s+ 2e′ +m′,−a′) = a′s+ 2e′ +m′ − a′v

c× c′ = mm′ + asm′ + a′sm+ aa′s2 + 2(ea′s+ 2ee′ + em′ + e′as+ e′m)

− (as+ 2e+m)a′v − (a′s+ 2e′ +m′)av + aa′v2.

〈cc′, s〉 = mm′ + asm′ + a′sm+ aa′s2 + 2(ea′s+ 2ee′ + em′ + e′as+ e′m)

− aa′s2 − 2ea′s−ma′s− aa′s2 − 2e′as−m′as+ aa′s2

= mm′ + 2(2ee′ + em′ + e′m).
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When we reduce this mod 2 we get mm′ as desired.

So why is this only “somewhat” homomorphic encryption? Notice the constraints of “as

long as the error is small”. Each multiplication step has the potential to increase the error

dramatically; we go from an error of 2(e+e′) to an error of 2(2ee′+em′+e′m). Since the error

starts out small and the messsages are very small, we can manage a few multiplications, but if

we do this too often, we will no longer be able to recover from the errors we have introduced.

Example 5.48. Alice already encrypted m = x3 +x to e(m) = (−x3 + 2x2 + 7x− 2,−3x2−
7x+ 5).

Now suppose Alice has another messagem′ = x2+x. She uses the same s(x) = x3−x2+2x.

She needs another polynomial a′(x) = 4x3 − 5x2 + 2 and small polynomial e′(x) = 1. Then

we compute

c′1 = −a′ = −4x3 + 5x2 + 2

c′0 = a′(x)s(x) + 2e′(x) +m′(x)

= −4x6 + 9x5 − 13x4 + 17x3 + 14x2 + 10x+ 6

= −8x3 − 5x2 − 3x+ 6

Then we have

c = −x3 + 2x2 + 7x− 2 + (−3x2 − 7x+ 5)v

c′ = −8x3 − 5x2 − 3x− 2 + (−4x3 + 5x2 + 2)v

cc′ = 16 + 3x+ 11x2 + 11x3 + (1 + 2x+ 9x2 + 11x3)v + (14 + 8x+ 2x2 + 13x3)v2.

To decrypt we replace each v with s, and get

〈cc′, s〉 = 16 + 3x+ 11x2 + 11x3 + (1 + 2x+ 9x2 + 11x3)(x3 − x2 + 2x)

+ (14 + 8x+ 2x2 + 13x3)(x3 − x2 + 2x)2

= −1 + 2x+ x2 + 3x3

Reducing mod 2 gives x3 + x2 + 1.

We compute mm′ = x5 +x4 +x3 +x2 = x3 +x2−x−1 and mod 2 this is x3 +x2 +x+1. So

we’ve lost a little bit of information as we did this process. If we took a bigger q, we would

be able to keep the error small enough through this point that we would get the correct

answer.
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5.4.4 Fully Homomorphic Encryption

There is a standard method developed by [Gentry et al.(2009)] of “bootstrapping” a some-

what homomorphic encryption scheme into a fully homomorphic encryption scheme. It’s too

complex to explain right now (if only we had another week!), but I can outline the basic

idea.

In essence, we find a way to encrypt the private key itself inside our message. This

requires us to have what’s called KDM security or “key dependent message” security: the

message should remain secure when the contents of the message depend on the key. It

also requires some clever compression so that the key itself doesn’t make things too big to

maintain the somewhat-homomorphism property.

Once we can do this, we can bootstrap our encryption. The idea is to set it up so that

for a given ciphertext, it’s possible to reliably run the decryption process, and at least one

more operation, while preserving the homomorphism. In this case, we can encrypt a message

with its decryption circuit, and then run an operation on it. Then we can take that output,

encrypt it with its decryption circuit, and run one more operation on it. By repeating this

process, we can securely run as many operations as we want on the encrypted message, at

the cost of having to re-encrypt it on a regular basis.

Currently no Fully Homomorphic Encryption is actually in use, because this procedure

is far too computationally expensive to be practical. But researchers are working on getting

it more and more efficient so that this will eventually be practically usable.
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